Tutorial title - Using Free Linux Live CD for Penetration Testing and Vulnerability Analysis
By– Christopher D. Chavez, Digital Telecom, Philippines; chrisresumeph@yahoo.com, packet404_phil@yahoo.com
Tutorial abstract. - This session will focus on the benefits of using Free Tools in Linux Live CD used for Penetration Testing and Vulnerability. The session will show the out of the box features of Free Linux Live CD as well as some free tools for penetration testing and vulnerability rather to buy expensive commercial proprietary Vulnerability and Penetration Testing Software.

Tutorial Outline – 

1. Brief History of Linux Live CD 
2. What is Linux Live CD and its Benefits 
3. Three Categories of Linux Live CD 
4. What Linux Live CD Contains: 
· Discuss and Live Demo

a. Attack and Penetration Tools

b. Enumeration Tools

c. Scanning and Network Canning

d. Sniffers and Network Analyzers

e. Exploitation of Vulnerabilities

f. Others

Tutorial goals. – 
Benefits

1. It’s Free for use of Penetration Testing and Vulnerability Analysis and Downloadable 
2. Guarantees safe and effective penetration testing while minimizing potential disruptions to target systems. 

3.  Live Demo some Penetration Testing and Vulnerability Testing Tools for assessing specific information 

Security threats prevent security breaches while reducing costs.

4. Demonstrates how specific vulnerabilities can be exploited, helping to delineate real threats from false positives. 

5. Improves the productivity and effectiveness of vulnerability management efforts 

6. Demonstrates how specific vulnerabilities can be exploited 

7. Read-Only CD is safe as it cannot be tampered or infected by a virus / malware 

8. Can be used without need to burn the CD through Emulators  (VMWARE/Virtual PC) 

9. Does not alter the current operating system or files. The system returns to its previous state when the Live CD is ejected and PC is rebooted 

10. Support the advanced auto-configuration and plug-play functionality 


Proponent(s) information – Christopher D. Chavez, Block 30 Lot 18 Dreamland Subdivision Manila, Philipines,  Tel No: 09283409711, 00(63) (02) 3940894

Email contact – chrisresumeph@yahoo.com, packet404_phil@yahoo.com
Instructor(s) bio-sketch. – Currently a Information Security and Policies Officer from Telecom in Philippines, a part-time Security Instructor from Training Company in MISNET. An advocate of I.T. Security, Security consultants for various company in the Philippines for penetrating testing and vulnerability analysis, he conducts training ,seminar  and workshop which promotes E-Commerce and Network Security to several large multinational bank, telecom, and auditing company for Ethical Hacking and Countermeasures 4.1, Computer Hacking and Forensic Investigator, Network Security and Disaster Recovery. He is also one of the Certified EC-Council Instructor ,Certified Ethical Hacker,Certified Computer Hacking Forensic Investigator  by International E-Commerce Consultant (http://www.eccouncil.org). He was chosen to be one of the Honor Roll in E-Council Website. Currently worked up for my book of PINOY HACKERS SECRETS. A member of Philippine Honeynet Group and Philippine National Forensics Team. He also members of a white hat hackers group here in local and abroad.

