Making of a Multiprecision Cryptographic Software Library. Experiences: CRYMPIX 
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A SHORT BIOGRAPHY OF THE LECTURERS
Hüseyin Hışıl, M.Sci.


Huseyin Hisil was born in 1981. He holds his bachelor degree in Izmir Institute of Technology. He completed his master thesis on “A Cryptographic Library Design” in the same institute in 2005. He started his Ph.D. study in Queensland University of Technology in 2006. He is currently focused on the algebraic attacks on curve based cryptosystems.
Serap Atay, Ph.D.

Dr. Serap Atay was born in 1966, received her BS in Computer Engineering from Ege University in 1987 with a thesis on Expert Systems. She completed her masters within the same institution in 1989 with a thesis titled “Systems Analysis and Design of Arkas Holding Information System”. She worked in Arkas Holding as an Information Systems Coordinator in between 1987-2002 and conducted many projects concerning the logistics. 

She joined back to the academic life in 2002 and completed her Ph.D. research on Information Systems Security and Cryptology in Information Systems Strategy and Security Lab. of Izmir Institute of Technology concerning the efficient arithmetic for the elliptic curve based cryptosystems in 2006. She is currently with the Information Systems Strategy and Security Laboratory (http://is3.iyte.edu.tr) and her research interests are Cryptology, Theory of Numbers, Combinatorial Mathematics and Operating Systems.

OBJECTIVE

To provide the design philosophy and methodology of the making of a multiprecision cryptographic software library plus introducing CRYMPIX and its development stages as a sample. 

RATIONALE

The cryptographic implementations require a special software development library due to a need to work with big numbers with high speeds in terms of calculations and with limited resources. Therefore, the selection criteria and development principles of the Multiprecision cryptographic software library is important.
Theoretical Needs

· Understanding the primitives of multi precisions arithmetic and relevant mathematical number theory.

· Understanding the principles of cryptographic software library.

· Being aware of importance of memory management techniques.
Practical Needs

· Being able to implement any asymmetrical cryptosystem scheme

· Being aware of the necessary arithmetical tools such as reduction, exponentiation, multiplication etc. which is included in multiprecision cryptographic software library.

WHO SHOULD PARTICIPATE? 
The candidates of both masters’ and Ph.D.’s of computer engineering & mathematicians, computer engineers, programmers whose interests are in asymmetrical cryptography should find this tutorial very interesting and very helpful in their daily pursuits. 

THE TUTORIAL SCHEDULE

A. Computational Aspects of Cryptography
· Definitions 
· Multiprecision Operations
· Representation of Numbers and Notations

· Integer Arithmetic
· Addition Subtraction

· Multiplication, Division

· Sign Management

· Multiplication Algorithms
· Modular Reduction

· Modular Exponentiation

· Greatest  Common Divisor Algorithms

B. A Cryptographic Library
· Analysis
· Requirements of a Cryptographic Library
· Design
· Design Criteria of CRYMPIX
· Implementation
· Implementation details of CRYMPIX
· Memory management

· Distributed Architecture 

C.  Conclusion 
· Benchmark of CRYMPIX

· A Sample Implementation with CRYMPIX, GMP and MIRACL

TUTORIAL TIMING

	A. Computational Aspects of Cryptography
	60 minutes

	Break
	15 minutes

	B. A Cryptographic Library 
	30 minutes

	Break
	15 minutes

	C. Conclusion
	30 minutes

	Discussion
	15 minutes

	Total amount of time required
	165 minutes ~ 3 hours 


MEETING THE NEEDS

While the Primitives of Computational Aspects of Cryptography session will be introducing the existing cryptographic software libraries and will be defining the necessary mathematical operations and algorithms with multiprecision numbers, the Cryptographic Library session will dealing with  the stages of a development of a cryptographic library with the point of view of a software engineer and cryptologist, the Conclusion will firmly establish the results.
BENEFITS – WHAT YOU WILL LEARN 


The audience will be provided with the making of a multiprecision cryptographic software library.  The design details of CRYMPIX will be discussed and benchmark results of CRYMPIX will be discussed comparatively with GMP and MIRACL which are currently popular similar multiprecision cryptographic software libraries on the market  that are freely available as an academic resource. 
AS YOU LEAVE

All slides of the tutorial will be provided to each participant through an FTP facility. 
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