Privacy in Digital Age

by Justin ZHAN
A philosophical debate about the notion of privacy has been going on for many years. Following the debate, a set of interesting issues are raised: What is privacy?  What is the relationship between security and privacy. Why do we need protect data privacy?  How to achieve privacy? The goal of the work presented in this tutorial is to explore computational techniques for releasing useful information in such a way that data privacy cannot be violated. We begin by defining the notion of privacy and demonstrating ways to learn private information from available information. We then provide a formal framework for privacy enhancing technologies.  We formally define and present various models of protection. We discuss the strengths and weaknesses of these protection models and provide real-world examples. After that, we will discuss privacy enhancement from the economic, legal, and policy aspects.   Finally, we will introduce cutting-edge privacy-preserving frameworks such as privacy-preserving data mining systems.
The main objective of this tutorial is to provide an informed and critical view of the role and value of privacy in the digital age and a set of principles and technologies of privacy protection in data-related applications. Because privacy is a complex and multi-faceted concept, the tutorial aims to present and combine technical, economic, legal, and policy perspectives. In particular, we will cover the following topics:
1. Definition of Privacy

2. Privacy laws

3. Economic incentives

4. Technical solutions

5. Case study: Privacy-preserving data mining

During the tutorial, the handouts will be provided for each attendee. 
The tutorial contains two parts: 
First, the instructor presents the tutorial materials. Second, the attendees provide their comments and questions. Although the instructor will talk most of time, the interactions between the instructor and attendees are highly encouraged. 
The expected duration of this tutorial is three hours.   

