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DURATION OF TUTORIAL: 6 hours
TUTORIAL ABSTRACT: The workshop aims to cover how to prevent the repetition and  minimize the damage of security incidents by using a well established Information Security Management System (ISMS). Planning and implementing an ISMS requires comprehensive project planning with important milestones. During this workshop, delegates will be grouped into party of three to five people each. The workshop will consist of small presentations and hands-on work to plan and implement ISMS. Each presentation will describe the next step to ISMS and will be followed by practical assignment to delegate groups. The main purpose of this workshop is transferring hands-on knowledge of ISMS planning/implementation towards ISO 27001 certification.  The workshop will summarize the follow-up actions to prepare for third party assessment and ISO 27001 certification. ISO 27001 certification auditing details will conclude the workshop. 
WORKSHOP OUTLINE : Staff who will develop, implement, monitor and improve the effectiveness of an organization’s information security management system and related managers.
· Introduction and definitions (information, information security, requirements of security, process flow, benefits of ISMS and ISO 27001 certification
· ISMS implementation steps
· Defining scope
· Lab: Creating scope 
· Security policy statement
· Lab: Writing security policy
· Information assets (how to create a complete asset inventory)
· Lab: Asset inventory
· Risk management, risk definition & risk ranking
· Lab: Creating the risk register
· Risk mitigation techniques, control selection and ISO 27001/ISO 17799 standard
· Lab: Selecting the control objectives and controls for risks
· Next steps and certification

GOALS (BENEFITS FOR PARTICIPANTS) : 
· Understand how an ISMS developed using ISO 17799 and ISO 27001 will help to minimize the loss of security incidents where increase the return on investment on information security spending. 
· Understand the basic terminology for information security

· Learn the main steps towards a managed system for information security

· Understand the main project steps to create an ISMS

· Learn the methods, advantages and disadvantages of limiting the scope to smaller portion of the organization
· Understand the methodology to create a complete information security asset register to be used by ISMS
· Understand the importance of risk management methodologies
· Learn some risk management approaches

· Learn how to choose security control objectives and controls

· Learn the certification steps
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