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HPEAUCJIOBHUE K CbOPHUKY TPYJ10OB KOH®EPEHIINN

KOpwnii /Ipeiizuc, Apcen CUMOHSIH
kadenpa nHOOPMAIIMOHHBIX TEXHOJIOTHI
Kadeapa NpUKIaTHON MaTeMaTUKU U HHPOPMATHUKU
CounHckuii rocygapcTBeHHbIM yHUBEepcuTeT, Count
Yurid206@yandex.ru, oppm@mail.ru

bricTphlii pocT riaobanbHOM cetn MHTEpHET U cTpeMuTenbHOE pa3BuTue HHGOp-
MaIlMOHHBIX TEXHOJOTUH MpUBeNd K (POPMUPOBAHUIO HH(POPMALIMOHHOMN Cpejibl, OKa-
3BIBAIOIIIEH BIMSHHUE HA BCE cpepbl uenoBeueckoil nearenbHoct. HoBbie TexHOIOTH-
YeCKUe BO3MOXKHOCTH OOJIErdaloT pacnpocTpaHeHue HUH(OpMaIlMK, TOBBIIIAIOT
3((PeK-TUBHOCTh MPOU3BOJCTBEHHBIX MPOIECCOB, CIIOCOOCTBYIOT PaCUIMPEHUIO
JEJIOBBIX OT-HOIICHUH.

OnHako HECMOTPS Ha WHTCHCHBHOE Pa3BUTHE KOMITBIOTEPHBIX CPEICTB U HH(OP-
MAI[MOHHBIX TEXHOJIOTUH, YSA3BUMOCTb COBPEMEHHBIX HH(POPMAIMOHHBIX CHCTEM U
KOMIIBIOTEPHBIX CETell, K COXaJeHHto, He yMeHbluaercs. [loatomy mpobiemsl obecre-
yeHuss WHGOPMALMOHHON 0€30MacHOCTH MPUBJICKAIOT MPUCTAIILHOE BHHMAaHHE Kak
CHEIMATUCTOB B O0JIACTU KOMITBIOTEPHBIX CHUCTEM M CETeH, TaK ¥ MHOTOYMCICHHBIX
MOJIB30BATENICH, BKITFOUAsi KOMIIAHUH, paboTaromue B chepe AIeKTPOHHOTO On3Heca.

B Hacrosimee Bpemsi MH(OpMaIMIO CIEAYeT pacCMATpUBATh KAaK BaKHEHIIMIA
CTpaTerMyeckuil pecypc, Kak TOBap, MOITOMY IpH Haubosee o0IieM MoAXone K
BONIPO-CaM  3AIMIIEHHOCTH HWH(POPMALMOHHBIX MPOIECCOB MOXHO CKa3aTh, 4YTO
HaHeCceHue yiepda HMHPOpMalUU OTHOCHUTCS K MaTEpHAIbHBIM 3aTpaTam JH0o
HaIpsMYy1o, MO0 OMOCPETOBAHHO. 3/1€Ch MOXKET UATH PEYb O PACKPBITUU CEKPETOB HE
TOJILKO C(epbl roCyAapCTBEHHBIX HHTEPECOB, CUCTEM BOEHHOIO BEIOMCTBA, HO U
YHUKAJIBHBIX PO-MBIIIJICHHBIX TEXHOJOTHUH, O IOTEPE PHIHKOB COBITA B CHITY YTPaThI
KOHKYPEHTOCTIO-COOHOCTH, COXPAHHOCTH KOH(PUICHIIMAIBHBIX JaHHBIX MOTPeOUTEIs,
HapylIeHUU OaH-KOBCKOW TaHbI U T.I.

JIpyTuM acmeKkToOM CIYXXHT TpeACTaBlIeHHue WHPOpPMAIMK KaK BaKHEHIero cyonb-
€KTa CHCTEM IPHUHATHS pelieHui win cyObekTa ynpapieHus. M ¢ 3Toil Touku 3peHus,
0COOCHHO B CHCTEMaX pPEaJbHOTO BPEMEHH, TAKUX KaK MPOW3BOJICTBEHHBIC TEXHOJIOTH-
YEeCKUE CUCTEMBI, 00eCIIeYeHne TPAHCTIOPTHBIX NIEPEBO30K U JIBIKEHUS, HCKAKEHUE WITH
yTparta uHGOPMAITUH MOXET MPUBECTH K KAaTacTPO(PHUISCKUM TOCIICJACTBHUIM HE TOJBKO B
00BEKTax yIpaBJICHUS, HO U IPECTABISTh YTPO3y YEIIOBEUSCKUM KHUIHSM.

CoBpeMeHHOE MOHHMMAaHHME TMpPoIecCOB 00paboTkuM uH(poOpMauu TpedyeT pac-
cMaTpuBaTh MH(OPMAITUIO KaK BAKHEHIIYIO 4acTh WH(POPMAIMOHHBIX TEXHOJIOTHH, W
oOecrieueHue 0e30MacHOCTH WH(OpPMAIMU SBISETCA CIEeNU(PUUECKUM acleKTOM ITHX
texHosoruii. [Tockonbky 3Ta chepa HayIHO-TIPAKTUIECKOM AEATEIHHOCTA B HACTOS-IIICE
BpeMs pa3BHBAaeTCs Hamboyiee TUHAMUYHO, BO3MOXKHBIE pelIeHHs B o0iacTu obec-
MeYCHUsT OE30MTACHOCTH HE JIOJDKHBI OBITh YaCTHBIMH WIJTH Y3KOHATIPABICHHBIMU, KaK
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oOy4aromyue METOIMKH, y4eOHbIE KypChl MM MPOrPaMMHO-TEXHUYE-

ckue uznenusi. TpedyroTcsi MeXaHu3Mbl HOBATOPCKUX PELICHUM, MO3BOJIAIONINE aCK-
BAaTHO pearupoBaTh Ha BHI30BBI MH(GOPMAIIMOHHON 0€301MaCHOCTH, YMETh MPEIBHICTh
HOBBIE YTPO3bl U YMETh UM IPOTUBOCTOSITb.

[Hupota oxBara chepbl HHPOPMATUZAIUHN [TOKA3BIBAET, YTO JIJISl PA3HBIX KATETro-
pHil cyOBEKTOB XapaKTep pelIaeMbIX 3a1a4 1Mo odecrnedeHno nH(HOpMalnoOHHON 0e3-
ONACHOCTH MOXET CYIIECTBEHHO Pa3JINYaThCS.

CoBpeMeHHbIE MeTO/Abl 00paOOTKH, Mepefayd W HAKOIUIEHHs] WH(OpMAIUu CIIo-
COOCTBOBAJIM MOSIBJICHUIO YI'PO3, CBSI3aHHBIX C BO3MOXKHOCTBbIO NMOTEPH, UCKAKEHUS U
PACKpBITHS TaHHBIX, JPECOBAHHBIX WM MPUHAAJEKAIIMX KOHEYHBIM IOJIH30BATEIISIM.
[ToaTromy oOecnieuenrne MHPOPMAIMOHHOW OE€30MaCHOCTH KOMIIBIOTEPHBIX CHCTEM H
CeTel SABJIIETCSA OJHUM U3 BEAYIIUX HarpasiieHui passurust UT.

B npomeamme roapl oOMUMH TEHICHUUSIMH CTajld. HENpPephIBHBIC, HHOTIA
CyILIEe-CTBEHHbIC, U3MEHEHUS B CIIEKTPE MHTEPHET-YIPO3; YBEIWUYCHUE KOJIUYECTBA U
Pa3HO-BUJHOCTEM BPEIOHOCHBIX NPOTPAMM M HX YCJIOKHEHHE; BapbUPOBAHUE
TaKTUKA W PAC-IIMPEHUE apceHana HCIOJIb3YEMbIX TEXHOJIOTMA M WHCTPYMEHTOB
krOepaTak ¥ MHUU-IEHTOB HHPOPMALIMOHHOMN 0€30MMacHOCTH.

3a mocJieIHUE TOAbI 3aMETHO BO3POCIIO YHCIIO YTPO3, HAIIPABICHHBIX HA MOOUIIb-
Heie miatdopmel. [loaTBepkaeHHEM TOMYy, YTO MOOWIBHBIM YCTPOWCTBAM BCE
OoJplIE€ BHUMAHMS YICNSIOT KaK CHEUUATUCThl 1O Oe30MacHOCTH, Tak U
KHUOEPIPECTYITHUKH, CTall PE3KUM POCT YHCTa YSI3BUMOCTEH, OOHAPYKEHHBIX B
MOOMJILHBIX ONEPAIMOHHBIX CUCTEMAX.

[TosiBneHue GOJBIIOTO KOJIMUECTBA HOBBIX MOOMJIBHBIX TJIAT(HOPM B COYETAHUU C
MOHKEHHBIM YPOBHEM BHUMAaHHUS K BONPOCaM O€30MaCHOCTH U HEXBATKOW CPECTB
3aIUTHl MOOMIIBHBIX YCTPOMCTB MO3BOJISIET MPEIIOIOKUTh, YTO KUOEPIPECTYTHUKA
HaYHYT aTaKOBaTh MOOMJILHBIE YCTPONUCTBA MMYyTEM 3apaKeHUS UX OOT-CETSIMU.

OIHOBPEMEHHO COLIMAIBHBIE CETH CTAJM MCIIOIb30BATHCS 3JI0YMBIIUIEHHUKAMU
Kak 1maaTdopMbl 111 pacIpoOCTpaHEHUs aTak, a 6iorocdepa — Kak MpuBJIIEKaTeIbHAS
MUILICHb JIJIs KuOepaTax.

[TonmynsipHOCTB COLMANBHBIX CETEN MPOJOJIKAET PACTH, U CO3AATEIN BPEAOHOC-
HBIX IPOTPAMM BCE€ Yalle CTaJU UCIOIb30BaTh «COLUATBHYIO TAKTUKY.

HNHTEpHET ceromHss — 3TO TEXHOJOTHS, KapJIWUHAIBHO MEHSAIONIAs BECh YKIaj
HaIleH KU3HHA. TEMITBI HAYYHO-TEXHUYECKOTO Mporpecca, XapakTep paboThl, ClIOCOObI
oOmenus. IphekTuBHOE TpUMEHEeHNEe MH(OPMAIIMOHHBIX TEXHOJIOTUH SBISETCS 00-
IENPU3HAHHBIM CTPATETHYECKUM (HAaKTOPOM pOCTa KOHKYPEHTOCIIOCOOHOCTH KOMIIa-
HUM. MHOTHE NPEINPUATHS B MUPE MEPEXOAAT K UCIOIBb30BAHUIO IIUPOKUX BO3MOXK-
HOCTell MHTepHeTa 1 SNEeKTPOHHOTO OM3HECA, HEOTHEMIIEMbBIH AJIEMEHT KOTOPOTO —
AJIEKTPOHHBIE TpaH3aKIuK (1o MIHTepHETY ¥ IPYTUM MyOJINIHBIM CETSIM).

DJEeKTpOHHAs KOMMEpIHS, Mpoaka nHpopMaluu B pexkuMe ON-line u MHorue
JOPYTHUE YCIYTH CTAHOBITCA OCHOBHBIMH BUJIAMU JEATEIBHOCTH JIJII MHOTHUX KOMIIa-
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HUM, a uX KopropatuBHble HHPopMannonubie cucreMbl (KMC) — riaBHBIM HHCTPY-
MEHTOM YyIpaBieHUs] OM3HECOM M, (PaKTUYECKH, BAKHEHIIMM CPEJACTBOM IMPOU3BOJ-
CTBA.

BaxxubiM Qaxtopom, Brusitonum Ha passutre KUC npeanpusitusi, sBiaseTcs Moj-
JiepyKaHle MacCOBBIX M Pa3HOOOpa3HbIX CBs3eil mpeanpustus yepe3 MHTEpHET ¢ 0AHO-
BPEMEHHBIM oOOecrieueHneM Oe30MacHOCTH 3TUX KoMMyHHKaiuid. [loaTomy pereHue
npo0ieM uHGOPMAIIMOHHON 0€30MaCHOCTH, CBSA3aHHBIX C IIUPOKUM PacHpOCTpaHEe-HUEM
Internet, Intranet u EXtranet — ogHa u3 caMbIX akTyallbHBIX 3afad, CTOSIIUX Ie-pei
pa3paboTUMKaMH 1 TIOCTaBIIMKAMU HH(POPMAIIMOHHBIX TEXHOJIOTHIA.

3amaua obecnieuenust nHpopmaimonHon OezomnacHoctu KUC TpaguuuonHo pe-
mraeTcs  IMOCTPOSHHUEM  CHCTeMbl WH(popManuoHHOW  Oe3zomacHoctd  (CHUB),
OTIPEIEIISIIO-IIIUM TpeOOBaHUEM K KOTOPOW SABIISIETCSI COXpPAaHEHUE BIIOKEHHBIX B
noctpoenue KUC wunBectunuit. Muaue rosops, CUb nomxHa (yHKIHMOHUPOBATH
a0CoJIIOTHO Tpo3padyHo s yxke cymectByromux B KHUC npunoxenuit 1 ObITh
MOJTHOCTBIO COBMECTUMOM € HC-T10Jb3yeMbIMU B KMIC ceTeBbIMU TEXHOIOTHUSIMU.

CoznaBaemass CUB npeanpusTusi JOJKHA YYUTHIBATh MOSIBIICHUE HOBBIX TEXHO-
JIOTUW U CEPBUCOB, a TAKXKE yJIOBIETBOPITH OOLIUM TPEOOBAHUSM, MPEAbSIBISIEMBIM
cerofs K mo0biM a5ementam KUC.

[Mpumenenne uHpopmanmroHHbx TexHosoruit (MT) TpeOyeT MOBBIINIEHHOTO BHH-
MaHUs K BOIpocaM MHQOpMAIMOHHOM Oe3omacHocTd. PaszpyiieHne nHbOpMalnoH-HOTO
pecypca, ero BpeMeHHasi HeJIOCTYITHOCTh WJIM HECAaHKIIMOHUPOBAHHOE MCIIOJIb30-BaHUE
MOTYT HaHECTH KOMITAHWW 3HAYUTENbHBIN MaTepuanbHbii yiiep0. be3 momkHoit creneHu
3amuThl nHGopManuu BHenpeHne UT MoxkeT oka3aTbess 3JKOHOMHUUECKH HE-BBITOTHBIM B
pe3ysbTaTe 3HAYUTEIBHBIX TOTEPh KOH(PHUIACHIIMAIBHBIX JAaHHBIX, XpaHSA-IIUXCS U
00pabaThIBaeMbIX B KOMITBIOTEPHBIX CETAX.

Peanuzanus pemenuit, obecneunBaronmx 0e30MacHOCTh HH(POPMAIMOHHBIX pe-
CYpCOB, CYLIECTBEHHO MOBBIIIAET 3(h(PEKTUBHOCTH BCETO Mpolecca MHPOPMATH3ALUN
B OpraHM3aliuy, o0ecredynBasi IeJOCTHOCTh, MOJIMHHOCTh M KOH(PHUACHIIMAIBHOCTD
JIO-POTOCTOSIINIECH JeTOBOM WHGOPMAINK, IUPKYJIUPYIOMIEH B JIOKATbHBIX H
r7100aJIbHON WH(OPMAITMOHHBIX Cpefax.

Hcxonas u3 ckazaHHOTO, CIeAyeT MPUHUMATh BO BHUMAHKE JIBA BAKHEUIIINX
3amMe-4yaHus:

* B 3aBUCUMOCTH OT c(ephl ACATEIHHOCTH, Ha3HAYCHUSI UH(POPMAITMOHHBIX CH-
CTEM U UCIOJIb3YEeMbIX MH(GOPMAIIMOHHBIX TEXHOJIOTHUN 3a/1a4uM 10 00ECTICUCHUIO WH-
dbopmalliOHHON  0€e30MacHOCTH ISl pa3HbIX KAaTeropuid CyObEKTOB  MOTYT
CYILIECTBEHHO Pa3inyaThCs;

* “H()OPMAITMOHHYIO 0€30IMaCHOCTh CIEAYET paccMaTpUBaTh KaK MHTEIPUPOBAH-
HBIN TTOKa3aTeab U 0000IIEHHOE MOHATHE, KOTOPOE HE MOXKET OBITh CBEJICHO TOJBKO
JIMIIB K 3aIIUTE OT HEIPABOMEPHOTO JOCTYIIA WIIM 00ECTIeYeHIIO KOMIIBIOTEPHOM 0e3-
OMacCHOCTH.

12-it MexyHapoiHasi HayyHasi KOHPEpeHIU 1o 0€30MacHOCTH HHPOPMAIIH U
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koMmbroTepHBIX ceTeit (SIN 2019) nmpoxoamna ¢ 12 mo 15 certsiops 2019 r. B r. Coun
no srugoit Poccuiickoro ®@onna ¢yH1aMeHTaNbHBIX UCCIIETOBAHUIA.

Pe3ynbTaThl mpeAcTaBICHHBIX MCCIEIOBAHUI HaIlpaBIeHbl HAa aHalIU3 METOOB
OPOTUBOJEHCTBUS cOOpy MHPOpPMAIUU C CATOB M 00X0Ja TaKOro MPOTUBOACHCTBHUSA,
cUCTeMaM Tepeaadn KOHPUICHIIMAIBHON HHPOopMaIuu 1o npuHuiy texaonoruu VLC,
cUCTEMaM aHaliM3a U Bepudukauuu uHANKaTopoB Kommpomerauuu (IoC), nmpo-bmemam
0e30macHOCTH PpabOThl COBPEMEHHBIX POOOTOB, aHAIW3 W OOHAPYXKEHHS Ku-Oep-
bu3nYecKux yrpo3 W HEHH()OPMAINMOHHOTO BO3JEHCTBUS HA CHUCTEMBI TPYIIIOBOTO
yhnpaBieHusl poOOTaMH, pean3alid KpUnTorpapuueckux MpPOTOKOJIOB HAa OCHOBE U-
HAMHYECKOIro aHajn3a HMH(OpMAalUU C TMOMOILIBI0 PA3IUMYHBIX MPOTOKOJIOB M WHCTPY-
MEHTOB, UHTEJUIEKTYaIbHBIM CHCTEMaM 3allUThl HH(OPMALIUU, TEXHOJIOTHIM TIy00-KOii
MIPOBEPKHU MAKETOB IS PACTIO3HABAHUS U OJIOKUPOBKH TPA(PHUKOB CETEH, NCCIIEeI0-BAaHHUSIM
QITOPUTMOB aHanu3a MHU(GPOB M MHOTUM JAPYTMM MpobiemMaM HH(OpMAIMOH-HOU
6e30macHOCTH 1 6€30MacHOCTH KOMITBIOTEPHBIX CETEH.

Pe3ynbTaThl CTylIeHYECKMX HAYYHBIX HMCCICIOBAHUM B Pa3jIMYHBIX OO0JIACTAX 3a-
HIUTH MHGOPMALMU U KOMITBPIOTEPHBIX CeTei ObuiM mpezacTaBieHbl Ha 12-if MexayHa-
poIHOIM Hay4yHOU KoH(pepeHIH 1Mo 6e30MmacHOCTH HH(POpPMAIMU U KOMIIBIOTEPHBIX Ce-
teit (SIN 2019) npu ¢unancoBoil nonaepxke Poccuiickoro dhonna GyHmameHTamIbHBIX
uccienoBanuii u Aaqmunuctpamnuu Kpacaogapckoro kpas, mpoekt Ne 19-47-231001.

MexayHaponnas KoH(pepeHIusi ObUTta HalpaBlieHA TaKXe Ha TMOIMYJISPU3AIHIO,
MPOJABMKEHUE M TIOOLIPEHWE WHHOBAIIMOHHOW JEATEIIbHOCTH CpPEAH CTYJICHTOB,
UMEIO-IIUX WHHOBAIIMOHHBIE Pa3padOTKH M HUAeH B 00acTh MHGOPMAIMOHHON
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The rapid growth of the global Internet and the rapid development of information
technologies have led to the creation of an information environment that affects all
spheres of human activity. New technological capabilities facilitate the dissemination
of information, increase the efficiency of production processes and contribute to the
expansion of business relations.

However, despite the intensive development of computer tools and information
technologies, the vulnerability of modern information systems and computer networks
unfortunately does not decrease. Therefore, information security issues attract the at-
tention of both computer system and network professionals and numerous users, in-
cluding e-business companies.

At present, information should be considered as a critical strategic resource, as a
commodity, so with the most general approach to the security of information
processes, it can be said that damaging information refers to material costs either
directly or indi-rectly. This may include the disclosure of secrets not only in the
sphere of state interests, military systems, but also in unique industrial technologies,
the loss of markets due to the loss of competitiveness, the preservation of confidential
consumer data, the viola-tion of bank secrecy, etc.

Another aspect is the presentation of information as an essential subject of deci-
sion-making systems or a subject of management. From this perspective, especially in
real-time systems such as manufacturing technology systems, transport and traffic,
dis-tortion or loss of information can have catastrophic consequences not only in
manage-ment facilities but also as a threat to human lives.

Today's understanding of information processing processes requires that infor-
mation be seen as an essential part of information technology, and ensuring information
security is a specific aspect of these technologies. Since this area of scientific and prac-
tical activity is currently developing most dynamically, possible security solutions should
not be private or highly focused, such as training techniques, training courses or software
and technology products. Innovative solutions are needed to respond ade-quately to the
challenges of information security, to anticipate and confront new threats.

The breadth of the scope of informatization shows that for different categories of
subjects, the nature of the information security tasks to be solved may differ signifi-
cantly.



Modern methods of processing, transmitting and storing information have
contrib-uted to threats related to the possibility of loss, distortion and disclosure of
data ad-dressed to or owned by end users. Therefore, ensuring information security of
computer systems and networks is one of the leading directions of IT development.

Over the years, common trends have been: continuous, sometimes significant,
changes in the spectrum of Internet threats; increasing the number and complexity of
malware; varying tactics and expanding the range of technologies and tools used for
cyber-attacks and information security incidents.

Threats to mobile platforms have increased markedly in recent years. The fact
that mobile devices are increasingly being paid attention by both security
professionals and cyber criminals was confirmed by the sharp increase in the number
of vulnerabilities found in mobile operating systems.

The emergence of a large number of new mobile platforms, with a reduced focus
on security and a lack of mobile security tools, suggested that cyber criminals would
attack mobile devices by infecting their botnets.

At the same time, social networks began to be used by attackers as platforms for
spreading attacks, and the blogosphere as an attractive target for cyber-attacks.

The popularity of social media continues to grow, and malware creators have in-
creasingly used «social tacticsy.

The Internet today is a technology that fundamentally changes the entire way of our
lives: the pace of scientific and technological progress, the nature of work, the ways of
communication. Effective application of information technologies is a recognized
strategic factor of the company's competitiveness growth. Many businesses around the
world are moving to take advantage of the Internet and e-business, an integral part of
which is electronic transactions (over the Internet and other public networks).

E-commerce, on-line sales and many other services are becoming the main activ-
ities of many companies, and their corporate information systems (CIS) are the main
tool for business management and, in fact, the most important means of production.

An important factor affecting the development of the CIS of the enterprise is the
maintenance of mass and diverse communications of the enterprise via the Internet
while ensuring the security of these communications. Therefore, solving information
security problems related to the wide distribution of Internet, Intranet and Extranet is
one of the most pressing tasks facing developers and suppliers of information technol-
ogy.

The task of ensuring information security of CIS has traditionally been solved by
the construction of an information security system (IRB), the defining requirement of
which is the preservation of investments invested in the construction of CIS. In other
words, the IRB should be completely transparent to existing applications in the CIS
and be fully compatible with the network technologies used in the CIS.

The enterprise's IRB should take into account the emergence of new technologies
and services, as well as meet the general requirements today for any elements of the
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CIS.

The use of information technology (IT) requires increased attention to
information security issues. The destruction of an information resource, its temporary
un-availabil-ity or unauthorized use can cause significant material damage to the
company. Without a proper degree of information protection, IT implementation can
be economically un-economical as a result of significant losses of sensitive data
stored and processed in computer networks.

The implementation of solutions that ensure the security of information
resources significantly improves the efficiency of the entire informatization process in
the organ-ization, ensuring the integrity, authenticity and consistency of expensive
business in-formation circulating in local and global information environments.

On that basis, two important points should be taken into account:

 Depending on the field of activity, the purpose of information systems and the
information technologies used, the tasks of ensuring information security for different
categories of entities may differ significantly;

« Information security should be considered as an integrated indicator and a ge-
neric concept that cannot be reduced merely to protection against illegal access or
com-puter security.

The 12th International Scientific Conference on Security of Information and
Com-puter Networks (SIN 2019) was held from September 12 to September 15, 2019
in Sochi under the auspices of the Russian Foundation for Fundamental Research.

The materials of the conference present student, master and postgraduate works
of representatives of universities and scientific centers of different regions of Russia,
as well as works from foreign countries.

The results of the presented studies are aimed at analysis of methods of counter-
acting the collection of information from sites and circumventing such interaction, sys-
tems of transmitting confidential information on the principle of VLC technology, sys-
tems of analysis and verification of compromise indicators (loC), problems of safety of
modern robots operation, analysis and detection of cyber-physical threats and non-in-
formational impact on systems of group control of robots, Implementing cryptographic
protocols based on dynamic analysis of information using various protocols and tools,
Intelligent information protection systems, deep packet inspection technologies to rec-
ognize and block network traffic, Research into encryption analysis algorithms and many
other problems of information security and computer network security.

The results of student scientific research in various fields of information
protection and computer networks were presented at the 12th International Scientific
Conference on Information Security and Computer Networks (SIN 2019) with the
financial support of the Russian Foundation for Fundamental Research and the
Administration of Kras-nodar Territory, Project No. 19-47-231001.

The international conference was directed also to promoting, advance and encour-
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agement of innovative activity among the students, graduate students and young
scien-tists having innovative developments and the ideas in the field of information
security, information security and computer networks, and also to the aid in
development and realization of own innovations of students and young scientists.

Participation in the International Scientific Conference (SIN 2019) allowed to in-
volve students in research activities in the field of information security, information
protection, and security of computer networks.

The conference also contributed to the development of scientific and technical

di-rection implemented by universities and scientific organizations in the field of
infor-mation security
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ABSTRACT

This paper presents the results of the study of the developed method to optimize
the process of analyzing the security of modern microprocessor plastic cards using pre-
dictive Analytics. In the course of the study, a method was developed to reliably deter-
mine the beginning of the desired phase of the algorithm inside the plastic card for
further application of the power attack. The developed algorithm can significantly re-
duce the overhead costs of experimental studies and more accurately apply the effects
on the power supply chains by detecting the phases of the algorithms with timely prep-
aration of further actions on the part of the equipment. Tests were carried out based on
the developed software and hardware complex of research of protection of micropro-
cessor plastic cards and the available measuring equipment. The use of this method has
improved the temporal accuracy of the effects by 15%, reducing the number of itera-
tions of the study.

KEYWORDS
Microprocessor plastic card, Hardware and software system, Predictive analytics,
Signal, Algorithm, Method, Research.

1 INTRODUCTION

Currently, there is an acute problem of studying the security of microprocessor
systems, individual chips and plastic cards in particular from the destructive effects of
the environment and from targeted attacks of intruders. Microprocessor-based cards are
often attacked at various levels for the purpose of destruction, unauthorized withdrawal
of funds and obtaining personal data of the owner. Such attacks are often reproduced
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both on the software and on the physical (hardware) level. At the same time, the effects
performed at the hardware level, that is, at the level of electrical signals, are the most
dangerous, since they imply direct and unlimited access to the resources of the device.

Most of these attacks are made at the power circuits, can identify the algorithms
that are currently running inside the microprocessor core, and may purposefully cause
crashes, and interferes with the operation of these algorithms, such as the generation of
«nully passwords, wipe information from the internal memory or overwriting of files
with encryption keys and passwords.

2 NEED AND PURPOSE OF WORK

This work is relevant, as it allows conducting comprehensive studies of the secu-
rity of microprocessor elements and plastic cards [1], to determine their degree of pro-
tection against various threats, as well as to build other comprehensive research meth-
ods in this area.

The aim of this work is to create a universal method to solve the following prob-
lems:

- determination of the beginning of the characteristic phases in the algorithms in-
side the microprocessor core by changes in the power consumption signals in the power
supply circuits (power profile);

- primary classification profile of the signal in the neighborhood of the predicted
phrases to increase the likelihood of the recognition performed by the algorithm inside
the microprocessor in the conditions of a priori uncertainty;

- optimization of the research process of the microprocessor or plastic card in
terms of accuracy in the time of application of various effects/

3 THEORETICAL INTRODUCTION

It is known that the most effective methods of carrying out attacks on micropro-
cessor devices and plastic cards are simple attacks on energy consumption and differ-
ential attacks on energy consumption [2]. Such attacks are carried out by the researcher
mainly by means of visual analysis of the dependence of the power consumption of the
device on time. Specific phases of algorithms and their stages (phrases) are formed by
the power profile, which depends on the type of operations performed by the micropro-
cessor and their duration. At the same time, various microprocessors and plastic cards
can have some variability in the form of signals in the power supply chain, which com-
plicates the use of classical methods of signal analysis and increases the amount of work
of the researcher. Often, tens and hundreds of simple launches of the analyzed algorithm
and the selection of the place of the impact precede the moment of application of the
analyzing influence.

The algorithms used by the authors to analyze the security of microprocessors and
microprocessor plastic cards belong to the class of high-order differential power attacks

13



[3], and therefore require the use of special tools and instruments for their implementa-
tion.

In the course of the work previously performed by the authors, a hardware-soft-
ware complex was formed, consisting of a specialized software shell in C# language,
which allows to execute scripts in LUA language, which allow to work with an external
hardware platform, intercept event triggers in the analyzed device, form impact tem-
plates and load them into a free-form digital signal generator and, finally, perform these
actions with the subsequent interception of signal profiles using a digital oscilloscope.

However, even such a complex solution did not allow accurate detection of the
beginning of certain phases and phrases in the power supply chains with high accuracy
and in automatic mode, which led to the need for multiple repetition of experiments and
direct selection of the moment of impact. Multiple repetitions of the effects on the
power lead to wear of the investigated element and significantly increase the probability
of its failure.

In this regard, the authors proposed to expand the functionality of the existing
hardware and software solutions by introducing additional tools based on predictive
Analytics.

4 DECISION OF TASKS

The proposed method of solving the problem is as follows:

- formation of a database of reference signals in the power supply circuit of the
analyzed microprocessor device, in which certain phases are clearly traced (on, off,
restart, inactivity, initialization, execution of the algorithm, saving the results in internal
or external memory, data exchange on external ports of the device);

- allocation of characteristic phrases in the above phases (for example, the inclu-
sion of internal devices after a restart, initialization of internal memory, interrupt pro-
cessing, the beginning of the algorithm, algorithm cycles, etc.);

- selection and training of predictive Analytics model;

- selection and analysis of neural network model for predictive Analytics;

- neural network training according to the selected model;

- testing of neural network on reference data;

- processing of real data from the analyzed device;

- identification of training errors and correction of predictive Analytics model
based on neural network.

To implement this method, a software package was developed in Python using the
numpy, mtplotlib, scipy, Keras, Tensor Flow libraries [4]. As a neural network, a mod-
ified model of recurrent neural network was used - a network of long-term memory
with the number of layers equal to four [5]. Here are the results of the experiments.

ACKNOWLEDGMENTS
The experiment was based on 150 million points with a representative sample of
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900 points for each phase.

Three characteristic phrases (patterns) of algorithms were predicted. In the course
of the experiments, it was possible to achieve a prediction error in the range of 2% -
6%, which allows us to attribute the proposed method to a class of methods with high
reliability.

Processing of real data involves pre-cleaning and noise reduction according to a
certain, in the course of experimental studies, noise model, which reduces the prediction
error by 30% - 35%.

This paper presents the results of the development and experimental verification
of the effectiveness of the method of predictive Analytics based on the neural network
of long-term short-term memory in the analysis of the security of microprocessors and
microprocessor plastic cards.
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KJIIOUYEBBIE CJIOBA
Crawler, scraping, captcha, reCAPTCHA, JavaScript.

1 BBEJEHUE

Be0-ckanepsl, Tak e Ha3bIBaEMbIE MTayKaMU WK poOOTaMu, SIBISIOTCS UHCT-PY-
MEHTaMH, KOTOpbIE MPEAOCTABISIIOT BO3MOKHOCTh CKAHUPOBATh MHTEPHET CTPAHUIIBI
B aBTOMAaTHYECKOM M CHCTEMAaTHYECKOM pexuMe. VX 1enbro SBIIeTCs MOJyYeHHE U
aHanu3 HHPOpMaIH, KoTopas myonukyercs B IntepHete. [lepBoHauans HO ObLIH pas-
paboTaHbl CKaHEephl TOMCKOBBIMU CHCTEMA ISl MHACKCHUPOBaHUS BeO-cTpanuil. Teneps
e CKaHEphl UCTOIb3YIOTCS IS IPOBEPKHU CCHUIOK HA BEO-CAlThI, KaK KpayJaepbl IS
cOOpa KOHTEHTa WIM B KaYECTBE aHAIM3AaTOPOB CAalTOB, KOTOpbIE 00padaTHIBAIOT CO-
OpaHHBIC TAaHHBIC JIJIS1 AaHAJTMTUYECKUX WM apXUBHBIX 1ieneH [1].

B To BpeMs kak MHOTHE KpayJiephl SABJISIOTCS 3aKOHHBIMUA U IIOMOTAIOT MOJIb-30-
BaTEJISIM HAaXOJWTh COOTBETCTBYIOIIMI KOHTEHT B MHTEPHETE, TAK kK€ CYIIECTBYIOT
KpayJiepbl KOTOpPbIE pa3BOpAUMBAIOTCS ISl BPEJOHOCHBIX 1eneid. Hampumep, kubep-
MPECTYIHUKHU BBITIOJIHSIOT KPYITHOMACIITAOHbIE CKAHUPOBAHUS B COIIMAIBHBIX CETSIX
JUtst cOoopa uH(popManuu o mpodusie Moab30BaTessl, U KOTopasi B JaJIbHEHIIIEM MOXKET
OBITH TIPOJIaHA OHJIAH-MapPKETOJIOraM UM ObITh MCIOJIb30BaHA ISl IIeJICHAIIpaBIICH-
HBIX aTak.

B 2010 roxy Facebook moxan B cyn, Ha mpeanpuHUMAaTEsi, KOTOPBIA MPOCKaHH-
posai 6osee 200 MIIITHOHOB PO uIIeH U MIIAHUPOBAJI CO37aTh COOCTBEHHYIO CITYKOY
MOKMCKa, MO JJAHHBIM KOTOPBIM OH coOpai.

B uenom, npobiema KpayJiMHra caiToB HE OrPAHMYMBAETCS COLMATIbHBIMH Ce-
TAMH. MHOTHE CailThl, PEKJIAMUPYIOIIHNE TOBAPHI, YCIYTH KEIAIOT UMETh 3aIIUTY OT
KOHKYPEHTOB, KOTOPBIE UCIIONB3YIOT CKAHEPHI 1JIs1 OTCIICKUBAHMS UX KOHTEHTA.

MHuorue BeO-caiiThl HANPsMYIO 3aMPENIAlOT HECAHKITMOHUPOBAHHOE OYUIIIEHUE B
UX YCJIOBUSIX MOJb30BaHusA. K coxaneHuto, Takue ycaoBUs IPOCTO HTHOPUPYIOTCS Bpe-
JIOHOCHBIMH KpayJiepamu.

CoBpeMeHHbIE METO/Ibl OOHApY)KEHUS IOJararTcs Ha MPOCToe OOHapyX eHue
Kpaysepa (Hampumep, M3MEHEHHBIC CTPOKH USer-agent, momospuresbhbie referrers) u
npocThie 1mabnoHbl Tpaduka, 4YTOOBl OTIMYATH YeNIOBEYeCKHil Tpaduk oT Tpaduka
kpaynepa. K coxalieHuto, Jydilme pean3aiuu KpayJepoB MOTYT 00XOIUTh JaHHbIC
METO/Ibl OOHAPYKEHUSI.

Mpuorue caiitel onaratorcst Ha CAPTCHA, 4ToObI Tpe10TBpaTUTh KPAYJIUHT CBO-
ero BeO-koHTeHTa. Ho HekoTopbie Tectel CAPTCHA MoryT ObITh YSI3BUMBI /17151 aBTOMa-
TUYECKUX METOJIOB pacro3HaBanus. Tem He MeHee, Xxoporiio pazpadotanusie CAPTCHA
NpeJIaraloT pa3yMHbI ypOBEHb 3allMThl OT aBTOMAaTHYeCKHUX artak. K coxkaneHuro, ux
Ype3MEpPHOE UCTIOJIb30BaHUE MPUBOJIUT K MpodsieMe y100CTBa UCIIOIb30BaHUS CAUTOM U
3HAYUTEJIbHO CHUKAET YOBIIETBOPEHHOCTH MOJIb30BaTeNeH [2].
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2 METOJIbI TIPOTUBOJENCTBUS CEOPY HHO®OPMAIINN

2.1 bBrokupoBanue IP-agpecon

brnokuposanue IP-agpecoB — 310 KOHUTYpaIUs CETEBBIX CIIYXkKO0, TaK, YTOOBI 3a-
MIPOCHI OT XOCTOB C onpeeieHHbIMU |P-afpecaMu OTKIOHSITUCK.

Unix-mogo0HbIe ONEpaliOHHbIE CUCTEMbI OOBIYHO peaau3yloT OJOKUPOBKY IP-
aZpecoB ¢ ucnosb3zoBanuem I CP-Wrappers.

Campblit ipocToit 1 Hanbosee pacpoCTPaHEHHBIN CIOCcO0 OnpeneNeHus MOMBITOK
aBTOMATUYECKOTo cOopa MHPOpPMAIH C BeO-CalTOB — 3TO aHAJIU3 YaCTOTHI 3alIPOCOB
Ha cepBep. Eciu 3anpocsl ¢ onpenenennoro IP-agpeca clMIlKoM 4acThIe WU UX CJIMIII-
KOM MHOT0 — ajipec Ookupyeres [3].

2.2 Ucnonb30BaHUe YYETHBIX 3alMCel U METOA0B AyTeHTU(PUKALUT

C moMOIIbIO 3TOr0 METOJa 3aIIUThI TOCTYI K JaHHBIM MOXET OCYLIECTBIISACTCA
TOJILKO aBTOPU3UPOBAHHBIMHU TOJIH30BATEISIMU. DTO YIIPOIIAET KOHTPOJIb HAJ| TOBEC-
HUEM TM0JIb30BaTeNIel U OJIOKUPYET MOJ03PUTEIbHBIC YUETHBIEC 3aIIICH HE3aBUCUMO OT
IP-anpeca, ¢ koToporo paboTaeT KIUEHT.

2.3 Ucnoan3oBanne CAPTCHA

CAPTCHA (Completely Automated Public Turing test to tell Computers and Hu-
mans A part) — 3To TUN TecTa, UCIOJIb3yEeMbIi B BBIYMCICHHSX, YTOOBI ONPEC-THTh,
SIBJISICTCSI JIA TIOJI30BATENb YETIOBEKOM WJIM HET.

Orta nporneaypa uaeHTuGUKaluy MoJb30BaTeNiel Moydniia MHOKECTBO KpU-TH-
YECKUX 3aMEUaHuil, 0COOEHHO OT JIIOZeH ¢ OTpaHMYEHHBIMUA BO3MOXKHOCTSIMH, a TaKXKe
OT JIOJIEH, KOTOPbIE CYUTAIOT, YTO MX MOBCEAHEBHAS >KU3HBb 3aMEISIETCS MCKAKEH-
HBIMH CIIOBaMH, KOTOPBIE TPYAHO MpodecThb. CpeTHECTATUCTUIECKOMY YEIIOBEKY Tpe-
oyetcst mpubnmsutensHo 10 cexyHa, 4To0s! pacno3nats TumnuHyo CAPTCHA.

reCAPTCHA — obGHoBnieHHas cucteMa, pa3paboTaHHas B yHuBepcutere Kap-
Hern-MeJToH JTst 3aIUThHI OT OOTOB U /IJISl TOMOIIH B OIIU(POBKE TEKCTOB KHUT.

[Tpuniun ee pabOTHI 3aKIIFOYAETCA B TOM, YTO YEJIOBEKY MPEIIararoT BBECTH JIBa
cJI0Ba BMECTO 0JHOT0. O/THO U3 3TUX CJIOB YK€ U3BECTHO CUCTEME U paHHEe ObLIO pac-
no3HaHo. BTopoe coBo erie He paclo3HaHO U €ro HeJb3sl paclo3HaTh MPOrpaMMOin
pacno3HaBaHus TekcTa. [IpoBepka 3ToN Kamuu paboTaeT yepe3 TO CIOBO, KOTOPOE
ObLIO paHHEe paclo3HaHo B cucteme. [IpuueM BTOpoe C10BO, KOTOpOE €IlIe HE pacro-
3HaHO B CHCTEME JIake BBOJMUTH He o0s3arenbHOo. Cuctema reCAPTCHA mpenocTas-
JSIeT KIUEHTaM U300pakKeHUs NIl pacliO3HABAHUS M MOIYYaeT Pe3yIbTaThl, KOTOPHIC
oTOM Tiepeaaet pupmam o onudpoBKe MaTEpUaoOB.

2.4 UcnoJsib3oBaHue c10:kHOM JavaScript joruku

Korna crpanuiia 3arpyaercs B Opay3ep, OHa CTaHOBUTCS OOBEKTOM JOKYMEHTA,
yp HTML-31eMeHTBI MK Y3161 3JIEMEHTOB CTAHOBSATCS AOCTYIHBI JavaScript koay. Io
Mepe 3arpy3ku JavaScript MoskeT co3aaBaTh MOXKET co3aaBath HoBble HTML-35meMeHThI
¥ T00ABIIATH UX B JOKyMeHT. CTpaHHIIa, Ha KOTOPOU 3TO MPOUCXOANT, HA3bIBACTCS CTpa-
HHUIICH, co3anHoi JavaScript. HoBble anieMeHThI He Oy IyT MPUCYTCTBOBATh B UCXOTHOM
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KOJIE CTPaHMIIbI, HO OHU Oy IyT MPUCYTCTBOBATH B KOJIE, KOTOPBIN 3arpy’KaeTcs Kak JOKY-
ment HTML. Dtor HTML-ko1 MoHO mosyunTh ¢ iomoriinsio DOM's innerHTMLprop-
erty, mpeacTaBisieT OO0 KOJ1 3aBepIlIEHHON BeO-CTpaHUIlbl, 0TOOpaskaeMblii Opay3epom
ocJie 3aBepiieHus padbotel Javascript.

2.5 YacToe 00HOBJIeHHE CTPYKTYPbI CTPAHUIIBI

OnuuM ux Hambosiee 3G (PEKTUBHBIX CIIOCOOOB 3alllMTHl BEO-CaliTOB OT aBTOMa-
TUYECKOro coopa uH(popMaIuu SBISETCS YaCTOE U3MEHEHUE UX CTPYKTYpPbl. ITO MO-
KET MPUMEHSITCS HE TOJBKO K U3MEHEHUIO UMEH UAeHTU(PUKATOpOB U kiaccoB HTML-
AJIEMEHTOB, HO JIa)KE M BCEH MepapXuu cauTa.

OTO HenaeT HalmMcaHue Kpayliepa CI0KHBIM, HO TAHHBIM METO/ MOXET Heperpy-
3UTh KOJ CaiiTa, a UHOTJa M BCIO CHCTEMY.

2.6 OrpaHuyeHue YacToOThI 3alIPOCOB U 3arpysKaeMbIX JaHHBIX

OT0 MO3BOJSET CAENaTh Kpaysep OOJIBIIETO KOJIMYECTBA JAHHBIX OYCHb MEJIJICH-
HBIM U, CJIEJIOBAaTEIbHO, HElleecoo0pa3HbIM. B Toxke BpeMsi OrpaHUYEHUsT JOJIK-HbI
MPUMEHSTCS C YYETOM MOTPEOHOCTEN OOBIYHOTO MOJIB30BATENS, YTOOBI 3TOT METO]T HE
yMeHblIlIaa o0111ee y100CTBO UCTOIb30BaHUS caifTa.

2.7 IlpenocTaBiieHre BaKHBIX JAHHBIX B BH/I€ H300paKeHU i

OTOT MeToJ 3alllMThl KOHTEHTAa JeJaeT aBTOMaTHYECKUW cOOp AaHHBIX Ooliee
CJIOHBIM U B TOXE BPEMSI MOJIJIEP>KUBACT BU3YAIbHBINA JOCTYII JJ11 OOBIYHBIX TIOJIB30-
Bareneil. 300pakeHust 4acTo 3aMEHSIOT, HalpUMep, LIEHbI, aJpeca dJIEKTPOHHOM T0-
YThl U HOMEpA Tene(OHOB, HO HEKOTOPhIE BEO-CalThl JaxKe MOTYT 3aMEHUThH CIIy4ail-
HbIE OYKBBI B TEKCTE. XOTS HUYETO HE MEIIAeT OTOOpakaTh COAECPKUMOE BeO-caiiTa B
rpadudeckoit popme (Hanpumep, ¢ ucnoip3opanueM Flash wim HTMLS), Ho 310 MO-
JKET 3HAYUTEIHHO CHU3UTH €T0 MHACKCUPYEMOCTD ISl IIOUCKOBBIX CHCTEM.
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ABSTRACT

This work presents a software package that implements the ability to remotely
network application and manage modules of the Metasploit Framework [1]. This soft-
ware package is designed to test systems for detecting, preventing and eliminating the
effects of computer attacks, antiviruses, and other means of protecting distributed com-
puter network information against malware code on client personal electronic comput-
ers with Windows and Linux operating systems.

KEYWORDS
Metasploit, rpc, security analysis system, pentest, simulation of network attacks,
automated exploiting, testing of information security tools

1 INTRODACTION

Over the past few decades, information technology has been increasingly entering
our lives, and with this, the importance of information security is growing.

Information security breaches can be caused by many reasons:

- vulnerabilities in operating systems;

- vulnerabilities in installed applications;

- errors in setting security policy;

- incorrect configuration of protective equipment.

Due to the occurrence of such violations, attackers can make attacks on the auto-
mated system. Therefore, at each stage of the life cycle of automated systems, it is
necessary to understand whether the system meets the required level of security.

Today, the Metasploit Framework is one of the best penetration testing tools.

Penetration testing consists of many separate checks. Manual verification takes a
huge amount of time, and the automatic verification tools available today, such
auto_pwn [2], are quite crude methods and are not very effective, as they are based on
iterating through a large number of exploits.
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2 SYSTEM ARCHITECTURE

Today, there are a huge number of software tools for a comprehensive assessment
of the security of programs, computer networks, and their complexes. All these tools
are created independently of each other and often do not have a common compatible
software interface that would allow the comprehensive use of analysis tools, which ne-
cessitates a tool that should solve the problems of launching, monitoring and analyzing
the results of analysis tools of software tools.

To implement the task, the system architecture displayed in Fig. 1 was chosen.
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Figure 1: General system architecture

In this architecture, the client only interacts with the application, which is the
Node.JS REST server [3]. In turn, the application deals with the task of managing the
MSF cluster, as well as the distribution and management of tasks that come from the
client. The application and the MSF cluster use the same physical database and each
instance of the MSF or application has its own logical database. The interaction be-
tween all elements is through TCP / IP [4].

Docker containers are used to deploy the MSF cluster, target systems, and appli-
cations.

Docker is software for automating the deployment and management of applica-
tions in a virtualization environment at the operating system level [5]. Allows you to
"pack" the application with all its surroundings and dependencies into a container that
can be ported to any Linux system with groups support in the kernel, and provides a
container management environment.

Kali Linux is used as the base system for the MSF container.

Kali Linux OS - an OS specially designed for penetration testing, includes a huge
number of pre-installed programs and utilities for software and technical expertise, such
as Aircrack-ng, Burp_suite, Hydra, John_the Ripper, Metasploit, Nmap, Wireshark,
Armitage and others [6].

3 CONCLUSION
As aresult, a software package was developed that implements the remote network
application and control of the Metasploit Framework modules and is designed to test
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detection systems, prevent and eliminate the effects of computer attacks, anti-viruses,
and other means of protecting distributed computer network information against mal-
ware code on client PCs with operating Windows, Linux family systems.

This project has ways of further development. For example, a rational addition to
the existing complex would be the addition of the ability to run your own scripts, as
well as their generation based on visual representation using visual programming lan-
guages. It is also possible to expand the drivers used, for example drivers for web scan-
ners and sql injections.
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PA3ZPABOTKA U UCCJIIEJOBAHHUE AJITOPUTMOB AHAJIN3A
HIN®PPA CLEFIA

Aptyp Kyaukos
FOxHb1i1 @enepanbublii YHUBEpcuTeT, Taranpor, Poccus
refulgent_armor@mail.ru

AHHOTAIIUA

B xone BrinonHeHus: paboThl pa3paboTaHa, peain3oBaHa U OMpoOOBaHa HA TIPaK-
THKE Tporpamma muppoBaHus U pacin@poBaHHs AAHHBIX C MTOMOIIBIO aJrOPUTMa
mmdposanus «Clefiay, a Taxke pazpaboraH W peain30BaH aaroput™m auddepeHIIr-
aJIbHOTO aHaJIM3a IeCTH, ACBATH, IBCHAAATH PAayHI0B IMHU(POBAHMS C Pa3THIHBIMU
YIPOIICHUSIMHU U 0€3 HUX C IIOMOIIBIO JAHHOTO aJrOpPUTMA.

B nanHoi paboTe coAep>KUTCS MOAPOOHOE ONMHMCAHUE aJTOPUTMA HAXOXKICHUS
NPaBUJIBHBIX TIAP TEKCTOB 10 XapaKTEPUCTUKE C IEITbIO TOCIEAYIONIEro qudGepeHIm-
anpHOTrO Kpurnroananusa anropurMa «Clefiay. B pesyibrare npuMeHeHUs] JaHHOTO aJl-
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TropuTMa ObLIH IMOJIYYCHBI ITPABUJIbHBIC APl TCKCTOB JUJIA IMOCJICAYIOIICTO KpUIITOaHAa-
JIn3a. HpOBe,ZIeHa OOCHKA CJIOKHOCTHU ITIOMCKA ITap AJIA BCCX UCIIOJIb3YyC-

MBIX XapaKTCPUCTUK IJIA IHI/I(I)pOB C UCIIOJIb3YCMBIMHU YIIPOIICHUAMU U YMCHBIICHHBIM
KOJIMYCCTBOM PAyHIOB. Bce PE3YIbTAThI HO,HpO6HO OIIKMCAaHBbI, 00BSCHEHBI Ha IMpuMce-
Ppax € UCIIOJIBb30BAHNCM Ta6JII/IH, I/IJIJII-OCTpaHI/Iﬁ H CXCM.

K/IFOYEBBIE CJIOBA
Kpuntorpadus, 6mounsiii mudp. nuddepentmansusiii ananmusz, mudp «CLEFIA»

1 BBEAEHUE

«Clefia» — 6:104HBII cCHMMETPHUYHBIH anropuT™ mudpoBanus. Lenapro qaHHOM pa-
00ThI ObLTa pa3paboTka U peanusaius airoputMa ans auddepeHaIbHOT0 KPUITO-
ananuza anroputma «Clefiay.

2 PASBPABOTKA U UCCJIEAJOBAHUE

B xoze BbImosiHeHHs pabOThI pelainch 3aa4u Mo pa3paboTKe U peaan3aluy aji-
roput™Ma 1mmdpoBanus. [locie nporpamMMHOlN peanuzanuu aaropuTMma mudpoBaHUs
OBLT MPOBEAEH aHAIU3 OBICTPOJCHCTBUS alropuTMa MUGPOBAHUS, COCTOSIINMN U3 3a-
MEpOB OBICTpOACHCTBUS MH(PPOBAHUS OJ0Ka JIAHHBIX U AITOPUTMa BHIPAOOTKH KITIO-
4eil, Kak 1Mo OTJAEIbHOCTH, TaK U BMecTe. ClaeayomumM 3TanoM ObUTA MpOoaHaINu3upo-
BaHBI KpunTorpadudeckne NpuMUTHBEL. [Ipeacrasmstonue nATEpec B pamkax audde-
peHImanbHOro Kpunroananusa. C momoinpio Meroaa ["aycca ObUIO yCTaHOBIEHO, UTO
MaTpHIIbl paccenBaHusi OOpaTHBI cCaMH ceOe, YTO MO3BOJIMIIO B JaibHEMIIEM npeodpa-
30BBIBATHh PA3HUIIBI HEOOXOAMMBIM HaM 00pa3oM ISl MpeACKa3aHUsl X MOBEICHHUS.
Bbbun npoaHanu3upoBaHbl OJIOKH 3aMEHBI U TOCTPOEHBI TAOIMUIBI C BOZMOXXHBIMH pa3-
HOCTHBIMH BXOJIaMH M BBIXOJIJaMHU C BEPOSITHOCTSAMH TaKOBBIX MpeoOpa3zoBanuii. Omu-
pasich Ha 3TU TaOJIMIIBI, CTAJIO BO3MOXHO BBIPAOOTATh XapPAKTEPUCTUKY M OIICHHUTH
CJI0>KHOCTB IMOUCKA MPABUIIBHOM Iapbl, COOTBETCTBYIOIIEH TAKOM XapaKTEPUCTHKE.

[Tocne ananu3za kpunTorpadhuIecKux MPUMUTHUBOB OBLJIO IPUHSTO PEIICHUE OCTIa-
OUTH OPUTHHAIBHBIN MIUQP C LETHI0 HAX0XKICHUSI MAaKCUMAJILHOTO KOJIMYECTBA PayH-
JI0OB, HE YCTOMUYMBBIX K au(pdepeHIInaIbHOMY KpUNToaHaIM3y. Takke alaropuTtm
OCIIA0JISIICS YaCTUYHBIM WJIM TIOJIHBIM OTKITIOUEHHEM MEXaHHM3Ma MEePEKIIIOUCHUS pac-
ceuBanus (Diffusion Switching Mechanism — DSM). YactuuHoe OTKJIIOU€HHE TOIpa-
3yMEBaJIO OTKJIIOYEHHUSI pa3zHooOpas3usi JuOO TOJBKO MaTPHIl pacceuBaHUs, JUOO
TOJIBKO TaOJIMI] 3aMEHbI, MOJTHOE OTKIIOYEHHUE MOAPA3yMEeBAET OTKIIOUEHUE Pa3HOO0-
pasuii 00enx KpUunTorpa@uueckux NpUMUTHUBOB.

OTkJiroueHre pa3HooOpas3ue He MoIpa3yMeBaeT UCKITI0UEHUE OJI0KOB 3aMEHbI WU
MaTpHI] pacCeUBaHMs, a JUIIb UCIIOJb30BaHUE OJJUHAKOBBIX, BMECTO YEPEAYIOLIUXCSI.

B pesynbrare aHanu3y noJaBeprajivch MeCTb U ABEHAAATh payHAOB 0€3 pa3Ho-
oOpa3zus 6JIOKOB 3aMEHBI | MATPHII PACCEUBAHUS, IBEHAIATh PAYH]IOB TOJIBKO 0€3 pa3-

22



HOOOpa3ust MaTpull paccenBanus. CleIyOIIMM 3TallOM MEXaHU3M NEPEKIIIOUEHUS pac-
CcerBaHuA paboTaj MOJHOLIEHHO, HO ObUIH MPOAHAIM3UPOBAHBI AITOPUT-MBI pa3MEpPOM
JIUIIb IECTh U JEBATH PAyHJIOB.

Kaxxnp1il 13 BEIOpaHHBIX YIPOUIEHHBIX aITOPUTMOB ObLT ATAKOBAH YCIEITHO.

Opnako OOJBIIMK HMHTEpEC MpEACTaBiICHA CIOKHOCTh HAaXOXKIIECHUS PA3HOCTH.
OpHoii U3 11eneid aHaau3a ObLUIO MPOBEPUTH CTENIEHD BIUSHUS MEXaHU3Ma MepeKIIIoue-
HUS paccerBaHUsl HA YCTOMYMBOCTh aTOpUTMA MPOTUB TudPepeHinanbubix aTtak. B
pe3ysnbTaTe MOYKHO YTBEPXKJATh, YTO Pa3HOOOpAa3UE MATPHI] PACCEHBAHUS WIPAET
OOJBITYIO POJIb, Y€M pa3HOOOpa3ue OJIOKOB 3aMEHBI. AJITOPUTM C OJJUHAKOBBIMU MaT-
pHUIIaMH paccerBaHuA Jierdye noanaéres auddepeHnnaabHoMy aHanu3y. Makcumab-
HO€ KOJIMYECTBO PAyHIOB, KOTOPOE MOIYyUUIIOCh aTaKoBaTh MpU (PYHKIIMOHUPYIOIEM
MEXaHHU3Me MEePEKITIOUCHUS PACCENBAHUS PABHO JIEBSITH, B TO BpeMs Kak 0e3 pyHKIno-
HUPOBAHMS JTAHHOTO MEXAaHHM3Ma MOJYYUTCs aTakoBaTh Oojee 12 payHII0B, UTO TOBO-
pUT O OOJBLIOM BKJIAJ€ JaHHOTO MEXaHHW3Ma B CTOMKOCTH arOpUTMa IIH(POBaHUS
«Clefia» x nuddepenuaibHOMY Kllaccy aTak.
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ABSTRACT

On the Internet there are a large number of materials that are prohibited for distri-
bution. This list includes extremist materials, documents containing state secrets, vari-
ous photos and video materials for adults, information on the manufacture of explo-
sives, weapons and drugs.

Often, a popular anonymizer, the Tor software package, is used to access such
sites and anonymously post materials. The Tor server network allows users to achieve
a high degree of anonymity on the Internet.

Both sites with such materials and the actions of Internet users who place these
materials should be blocked in accordance with federal laws of the Russian Federation.

Currently, the technology of Deep Packet Inspection is used to identify prohibited
materials and to restrict access to them. Since this technology requires significant re-
sources for work and has some features in the mechanism for analyzing the transmitted
data, there is a reasonable need for alternative methods of identifying and blocking us-
ers that will achieve high efficiency in countering criminals with minimal resources.

Permission to make digital or hard copies of all or part of this work for personal
or classroom use is granted without fee provided that copies are not made or distributed
for profit or commercial advantage and that copies bear this notice and the full citation
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on the first page. Copyrights for components of this work owned by others than ACM
must be honored. Abstracting with credit is permitted. To copy otherwise, or republish,
to post on servers or to redistribute to lists, requires prior specific permission and/or a
fee. Request permissions from Permissions@acm.org.
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terterrorism, Deep Packet Inspection, TLS certificate.

1 INTRODUCTION

In connection with the development of anonymous access technologies and hiding
the activities of individual users on the Internet used by them to commit various types
of crimes in the field of information technology, one of the central topics of research
by scientists in this area is the study and analysis of the Tor Bundle for the subsequent
deanonymization of such users and to legally block their access to data networks.

The Tor Bundle is interesting in that, in addition to the users of this network using
a specially created list of proxy servers, it allows accessing the so-called Darknet net-
work of the Tor network servers by using a software package that includes a browser
and software proxy server for tunneling traffic to one of the network nodes.

Such opportunities for anonymizing of users are used for criminal purposes: for
the sale of weapons, drugs and materials prohibited for free circulation in most coun-
tries of the world, for the disclosure of information constituting a state secret. In this
regard, the Tor software package and its users attract the close attention of law enforce-
ment agencies, including those who are fighting cybercrime.

Moreover, such opposition is aimed not only at identifying and establishing the
identity of persons committing crimes using information technology, but also at sup-
pressing such activities, if possible, at the earliest stages of its implementation.

2 DEEP PACKET INSPECTION

Currently, one of the effective and at the same time resource-intensive technology
aimed at identifying and blocking connections to the Tor network is a Deep Packet
Inspection.

The technology of Deep Packet Inspection (hereinafter - DPI) is based not only on
the recognition and creation of a "black" list of IP addresses and ports of incoming and
outgoing connections, but also on heuristic (behavioral) analysis of network traffic data
transmission [1]. In-depth analysis involves the study of the upper layers of the OSI
protocols, which is carried out both by the behavior patterns of certain applications, and
by previously unknown signs that go beyond such patterns.

In their article [2], Swedish researchers from the University of Karlstad Philippe
Winter and Stefan Lindskog discuss the basic principles of the Great China Firewall, a
traffic analysis and blocking service within the PRC Golden Shield project, the main
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principle of which is the use of DPI.

Tor network traffic is recognized by the set of ciphers offered to establish a secure
connection during TLS-handshake. Along with another researcher of the protocols for
connecting the Tor Bundle, Tim Wilde, they claim that it is unique and is used only by
the software package, while being completely identical to the Firefox browser cipher
suite version 3 [2-3]. Another Swedish researcher Anders Granerud from the Gjeovik
University College in his study [4] of the anomalies of the TLS connection protocol
indicates that the Tor complex offers 28 ciphers for traffic encryption, browsers: Opera
- 27, Chrome - 11, Firefox - 33, Internet Explorer - 12. Thus, this feature is still not
unique for unambiguous determination of the network traffic of Tor.

Nevertheless, an alternative method developed by the author for identifying Tor
network traffic in data transmission networks [5] uses other principles that are related
to the features of establishing a connection between the client software of the user and
the Tor network server, namely, it is based on the characteristics of SSL / TLS certifi-
cates transmitted on the line "user-server of Tor network”. These characteristics are
currently identified in the analysis of the Tor network data.

Well-known signs of connecting to the Tor network and certificate parameters,
which are described in the scientific literature, are mentioned as follows:

1. Connecting to the Tor network is done through ports 443, 9001.

2. The name of the server that issued the certificate, which the user of the Tor
network receives during SSL / TLS-handshake, contains a set of letters and numbers
and .net.

Moreover, one of the characteristics, according to the author, is unique - this is the
size of the certificate. The study of certificates of various servers using packet analyzers
(sniffers) allows to state at this stage that the third attribute of a certificate is its size, which
IS 450-590 bytes.

It is currently unknown whether in Deep Packet Inspection can be used to identify
Tor network data using known certificate parameters.

The principle of identifying these characteristics in real time (on-line) is under devel-
opment as part of the dissertation research “Development and research of methods for de-
tecting and identifying the use of the Tor Bundle in data transmission networks”.
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ABSTRACT

To implement the legitimately blocking of access to the Internet using software
that allows anonymous actions in data networks and on the pages of various sites, re-
searchers are developing various principles for detecting user actions.

One of the most popular anonymizer among criminals is the Tor software package.
The specified anonymizer uses a network of proxy servers and encryption to ensure
maximum protection of the transmitted data.

Connecting to the Tor network is performed using SSL / TLS encryption, during
which the server sends a certificate to the user to confirm that it belongs to the anony-
mous network.

During the study, certain features of the specified certificate were established that
allow it to be identified in the network data stream.

To identify the certificates, an algorithm has been developed that can be used to
create software for legitimately blocking access to users of the Tor software package.

Permission to make digital or hard copies of all or part of this work for personal
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on the first page. Copyrights for components of this work owned by others than ACM
must be honored. Abstracting with credit is permitted. To copy otherwise, or republish,
to post on servers or to redistribute to lists, requires prior specific permission and/or a
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1 INTRODUCTION

In connection with the increase in the use of the Tor Bundle for realizing the ano-
nymity of Internet users [1, p. 9], as well as with the increasing role of this complex in
the process of committing crimes in the field of information technology, law enforce-
ment and security services attach great importance to the early suppression of such ac-
tivities and the identification of persons involved in the commission of such crimes.

To implement the second task, methods are used to analyze various parameters of
using the Tor network (fingerprinting), and, with a variable degree of success, a MITM
attack (man in the middle) to the output node of the Tor network can be used, during
which a controlled node of the chain is created, the data to which are already unen-
crypted and can be analyzed or replaced [2, p. 258-261].

The first task mentioned above can be implemented in various ways, but the author
sees the solution in restricting access to the Internet for users of the Tor Bundle and
suggests that such a restriction be made on the segment between the user and the Tor
network server.

This decision is based on the results of a study of the features of the Tor network
certificates transmitted during the establishment of a TLS connection on the Tor net-
work “user-server” line and the exchange of this certificate between the server and the
user.

Features of Tor certificates were described by one of the Swedish researchers at
the Gjovik University College Anders Granerud, who pointed out signs that were ab-
normal compared to certificates of other applications: the contents of the name of the
server issuing the certificate (contains a set of numbers and letters in the name and has
the extension .net or .com, for example: www.jzhdfgkj79kjh98.net) and using port 443
[3].

During the experimental study of the Tor certificates by Wireshark and Network-
Miner analysis programs, the author came to the conclusion that there is a third feature
of the Tor certificate - its size, and also supplemented the data on the Tor network ports
[4].

2 ALGORITHM

Based on this data, an algorithm was developed (Fig. 1) for analyzing certificate
data and restricting user access to the Internet, which is based on a sequential check of
the presence of three features of the Tor certificate: connection port, name of the server
issuing the certificate, and known size, where:

(1) Connection start

(2) SSL/TLS v1.2 handshake

(3) Connection port check

(4) Port {443, 9001, 8443, 22, 80, 8080, 9000, 20000, 20001, 20002} -> yes/no
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(5) If “no” -> traffic skipping

(6) Connection establishing

(7) End of algorithm

(8) If “yes”-> TLS Certificate Details check
(9) Mask TLS Certificate: CN = www.[set of letters and digits].net -> yes/no
(10) If “no” -> traffic skipping

(11) Connection establishing

(12) End of algorithm

(13) If “yes™ -> certificate size check

(14) 401 b < certificate size <599 b -> yes/no
(15) If “no” -> traffic skipping

(16) Connection establishing

(17) End of algorithm

(18) If “yes” -> data network access blocking
(19) End of algorithm

REFERENCES

[1] Burtsev S. E. Reasons for the increase in the number of Russian users of the
Tor anonymous network and the effect of PR campaigns on interest in hidden Internet
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Connection start

/ SSL/TLS v1.2 handshake /

]

Connection port check

Port: 443, 9001, 8443, 22,
80, BO80, 9000, 20000,
20001, 29002

Traffic skipping

TLS Certificate Details check

Mask TLS Certificate: CN =
www. [sat of letters and
digits] .net

Traffic skipping

Certificate size check

no

401 b £ S £599b

Traffic skipping

N y

Data network access blocking

Connection establishing

End of algorithm

Figure 1: Algorithm for analyzing and blocking access to the Tor network
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HayuHozo npoexma Ne 18-07-01347

AHHOTALIUA

Bepuduxarus 6e30macHOCTH MPOTOKOJIOB SIBJISIETCS] OUYEHb aKTyallbHOM 3a/1aueH,
TaK Kak Ipu pa3paboTke KpUnrorpaguueckux mpoTOKOIOB, HE UCKIIOYEHBI ONIHMOKH,
MPUBOJISIINAE K BO3MOKHOCTH PeaTM3aliK aTaKH 3JI0YMBIIIUIEHHUKOM. OUIHOKY B MPO-
TOKOJIE MOTYT OBITh HESBHBIMU U TPYJIHO OOHapykuBaeMbIMH. CyIlIECTBYET MHOXKe-
CTBO MPUMEPOB, KOT/Ia OMIMOKN 0OHAPYKUBAJIUCH B YKE XOPOIIO U3YICHHBIX MPOTO-
KOJIax.

OpHUM U3 CPENICTB aBTOMATH3WPOBAHHOTO aHAIM3a KPUNTOTPaPUIECKuX MpoTO-
KOJIOB sIBJIsieTCS cpeacTBo SCyther tool.

[{enpro SBISICTCS M3YyYEeHUE MAaTEMAaTHUYECKOTO ammapara CpeicTBa aBTOMaTHYe-
ckoii Bepudukanuu Scyther tool, mpemHasHaueHHOTO IS aHaiM3a OE30MaCHOCTH
KpUNTOrpaduuecKux MpoTOKOJIOB.

KJIIOUYEBBIE CJIOBA
Amnanus 6e3omnacHoctH, mpoTokon Oteesi-Pumca, Scyther tool.

1 OIIMCAHME ITPOTOKOJIA OTBES-PUNCA B CUHTAKCUCE SA3BbIKA,
HCITIOJB3YEMOI'O B CPEACTBE SCYTHER TOOL

Scyther tool umeer coOCTBEHHBIN SA3bIK crieUBUKAIIAN TSI OTTMUCAHUS TPOTOKO-
noB. Crienndukaiys IpoTOKoJIa MPEACTABISIET COOOM ONMUCaHKUe POJIeH, KOTOPBIE CO-
JepKaT EeNOoUKy AEHCTBHI, MOCIEA0BATEIBLHO BBIMOJHIEMbIX ar€HTOM, (COOBITUSI recV
u send OMUCHIBAIOT MOJyYCHUE U OTIPABKY COOOIIEHUSI COOTBETCTBEHHO). CBOMCTBA
0€30MacHOCTH, KOTOPBIC HY>KHO MPOBEPUTH SIBJISIFOTCS] YaCThIO OMUCAHUSI MPOTOKOJIA.
NHCTpyMEHT MOKET YCTaHOBUTH, YJIOBJIECTBOPEHHI JIM 3TH CBOMCTBA Uin (pasibcuduka-
LU0 UX.

Omnuiem npotokos OTBes-Purica B CHHTaKCHCE TaHHOTO s3bIKa (CM. puc. 1).
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# Otway Rees

const Fresh: Function;
const Compromised: Function?

(4 BT VI %

]

usercype String, SessionHEey:s

protocol otwavrees (I, R, 5)

i

role I
1 i
2 fresh HNi : Nonce:rs
3 fresh M : String:
= wvar Hir : SessionFey:
& gend 1(I,R, M, I,R, {Ni,M,I,RIK(I,S5) )7
T recw 4 (R,I, M, {Ni,Hir}lk(I,S5) )=z

claim I1 (X, Secret,Kir):
claim I2 (I, HNisynch)
claim I3 (I, Empty, (Fresh,EKir))

role R

o RO

i
& wvar M : Sctcring:
T fresh HNr @ Nonce:r
8 wvar Hir : SessionHewy:s
=] wvar T1,T2: Ticket:
1 recv_1(I,R, M,I,E, T1 );
= send 2 (R,5, M,I,R, T1, { Nr,M,I,R }kK(R,5) )=z
= recw 3(5,R, M, T2, { Nr, Kir }rk(R,5) )=
q =s=end 4(R,I, M, T2 ):

]

claim Rl (R, Secret,Kir):
claim R2Z (R, Hisynch) :
claim R3 (R, Empty. (Fresh,HKir) )

role 5

= i

] wvar NHi.,Nr : Honce:

49 wvar M : Stcring:s

= fresh Hir : SessionHewy:s

T recv_2(R,5, M,I,R, { Wi, M, I, R}k(I,5), { HNr,M,I,R }k(R,3) }):
8 gzend 3(5,R, M, { Hi,Kir }k(LI,5) , { Wr,Eir }k(R,S5) ):

ol b b b b B o b B s D0 00 D D0 L DO D DO Db L0 RYRIRRIR O RIRMRAMMERERERR|E R |E @R

Pucynok 1: JIlucrunr nporoxkosa Orsesi-Puuca

OOBSBUM MPOTOKOJI C UMEHEM «otwayrees», KOTOPhIM umeeT Tpu poiu: «I», «R»,
«S». B KOHIIE KaXJI0H poiu T00aBISIIOTCA TpeOOBaHUS ayTEHTU(UKAIIMN U BO3MOXK-
HOCTb ITPOBEPKU CEKPETHOCTH HEKOTOPOTO TEpMa.

[TpoBepum cekpeTHOCTH Kiroya Mexxay Anucoit u booom claim 11(I, Secret, Kir);
cBoricTBo Oe3omacHocTu Nisynch (Non-injective synchronisation) — cymiect-BoBaHue
KOMMYHMKAIIMOHHOTO MapTHEpa, 03HA4YaeT, 4TO BCE MOJIyueHHbIe cooOmeHus R aeii-
CTBUTEJIHHO OTIPABJIIOTCS KOMMYHUKAIIMOHHBIM IMAPTHEPOM (OTIIPABUTEIIEM ) U OBLITU
MOJIYYCHBI APYTUM KOMMYHHUKAITMOHHBIM TAPTHEPOM (TIOTyUdaTeIeM), TO BRIpAKACTCS
B TpeboBanuu claim(R, Nisynch).

2 BEPUOUKALIMA ITPOTOKOJIA OTBEA-PUUCA C IHOMOIIBIO
CPEJACTBA SCYTHER TOOL
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[Tpomonenupyem npotokon OtBes-Punca ¢ momomipto nHCTpyMeHTa Scyther tool.

B pesynbTaTe MojenupoBaHus MPOTOKOJIA BUAHO (CM. PUCYHOK 2), UTO B 3TOM
MPOTOKOJIE HapYIIEHO CBOMCTBO Oe3omacHOCTH nisynch, Takum oOpa3oM, MpOTOKOI
OtBes-Punca o0nagaer ya3BUMOCTBIO, IPUBOAIIEH K aTaKe, KOTOpasi MO3BOJISIET BbI-
JlaTh OJHOW U3 CTOPOH ce0s 3a IPYrylo CTOPOHY B HOBOM CEaHCE C IPYrou CTOPOHOA.

B " Scyther results : verify [i:?-,l
Claim Status Comments Patterns
otwayrees [ otwayrees,[1 Secret Kir 0k Mo attacks within bounds.

otwayrees,[2 Misynch Fail Falsified At least 1 attack. 1 attack
R otwayrees,R1  SecretKir 0k Mo attacks within bounds.
otwayrees,R2  Nisynch Fail Falsified At least 1 attack. 1 attack
Done,

PucyHok 2: Pe3yabTaT NpOBEepPKH MPOTOKOJIA

3 3AK/IIOYEHUE

PeSyJ'IBTaTOM ABJIICTCS OIIMCAHHEC A3bIKA, KOTOpBIfI HCIIOJIB3YCTCA AJId COCTaBJIC-
HHUA MOACIIN B paCCMAaTpuBaACMOM HMHCTPYMCHTC, OIIMCAHBI B38HMOI[€§ICTByIOH.IPIC CTO-
POHBI, IICPCAABACMBIC OAHHLIC, ITOPAHOK IICPCIaBACMBbIX COO6H1€HHﬁ MCIXKOY CTOpPO-
HaMU; TIpoBeJieHa Bepudukaius 6e30nacHoCTH Kpunrorpaduueckoro mporokona Ot-
Bes-Purca ¢ momomipio uucTpymenTa Scyther tool Ha mpeAMET HaTMYMsI aTak Ha ayTeH-
TU(DUKAIHIO.

B pesynbTare MmoaenupoBanus npoTokoia OTees-Puunca ycTaHOBIIEHO, UTO B IPOTO-
KOJIe HapyIIeHo CBOMCTBO Oe3omacHoctu nisynch (Non-injective synchroni-sation-cyrite-
CTBOBaHHME KOMMYHUKAIIMOHHOTO MapTHEpa), TaKuM oOpaszoM, rpotokon Otes-Puuca
06Ha):[aeT YA3BUMOCTEIO, HpI/IBOI[HHICﬁ K aTaKc, KOTOpas MO3BOJIACT BbIAATH 0):[HOI>'I n3 CTO-
POH ce0sl 3a IPYT'YI0 CTOPOHY B HOBOM CEaHCE C JIPYroil CTOPOHOM.

CIIMCOK JIMTEPATYPbBI
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of Security Protocols Tool Paper. Department of Computer Science, ETH Zurich, Swit-
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AHHOTALIUA

J1J1s1 OLIeHKH KauecTBa U O€30MaCHOCTH pa3pabOTaHHBIX IPOTOKOJIOB MPUMEHSIOT
pasnuyHbie Bepudukatopsl 6e3onacHocTu. CyliecTByeT psiji BepupUKaTOpPOB, CHEIH-
aJIbHO pa3pabOTaHHBIX JJIA aHAM3a 0€30MaCHOCTH KPUNTOTPaPUUIECKUX MPOTOKOJIOB,
takue kak Scyther, Avispa, ProVerif, Cryptoverif u np. Ognako, cpenctBa, OpUCHTH-
pOBaHHbIC Ha BEPUPUKAIMIO TPOTOKOJIOB 0€30MaCHOCTH, UCTIONB3YIOTCA JIJIsl BepUdU-
KallMM CTaHAAPTHBIX CBOMCTB (KOH(PHUACHIIMAIBHOCTH, ayTEHTU(PHUKALINH), B TO BpeMs
KaK yHHUBEpCAJbHBIC CPEJICTBA MPHUMEHSIOTCS id Bepuduxamuu Ooyee CIOKHBIX
CBONCTB.

CpenctBo popmanbsHOi Beprudukarmu SPIN ucmoib3yer mpoBepKy Ha MOJEIISX C
NPUMEHEHHUEM TeMITopaibHOU oruku. OH He OB CIeUalbHO pa3padoTaH AJs Mpo-
BeJICHUS BepU(pUKAIIUU OE30MACHOCTH MPOTOKOJIOB. DTOT MHCTPYMEHT Oo0Jjiee CIIOXK-
HBIM, HO THOKHI1 ¥ MO3BOJISIET pa3pabOTUUKy KPUTITOTpadUIECKOro MPOTOKOJIA CO3/1aTh
MOJIeJIb CBOETO MPOTOKOJIa HA TpeOyeMOM eMy ypOBHE aOCTpakLui, U IPOBEPUTH €ro
Ha cOOJIt0/IEHUE MOCTABJICHHBIX 1iesiel poBepku. B Moaenn Heo6X0auMO caMOCTOs-
TEJIBHO OMHUCaTh KpUunrorpaguieckue PyHKIIUU, CTOPOHBI, Iepeaady cooOIeHnH, 3Ha-
HUS CTOPOH, B3aMMOJICHCTBUE CTOPOH, MOJIETU 3JIOYMBIIIJICHHUKA, 1IeJId BepU(UKa-
1107078

KJIIOUEBBIE CJIOBA
Bepuduxanus, kpunrorpaduueckue npotokosisl, SPIN.

1 BEPUOUKALIUA TTPOTOKOJIA HUIAXEMA-IIPEJAEPA C IIOMO-
IO MTHCTYMEHTA SPIN

CmMmoaenupyeM cokpalieHHbIi mpotokoia Hunaxama-I1Ipeaepa Ha si3bike Pro-mela.

B Mozenu npucyTcTBYET BO3MOKHOCTD ITPOBEPKU MIPOTOKOJIA B CIIy4ae aKTUBHBIX
aTak 3JI0YMBIIIJIEHHUKA, B YaCTHOCTH, aTakH JI0y ¥ TOAMEHBI CITy4aliHOTO YUCIIA.
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[TpoBeneM BepU(HKAIMIO MOJCIH MPH HAIWMYUH 3J0YMBIIIJICHHUKA IEPBOTO
tuna. B unctpymente SPIN nepexoaum Bo Biiaaky «Verificationy, Bkimodaem wuc-
1oJIb30BaHKe "never claim" B COOTBETCTBYIOIIEM IMOJIE M IIPOU3BOANM BepUDUKALIHIO

kHomko# "Run". OOHapyxuigack onmmoka (CM. pucyHoOK 1).

M e paper.pml

Safety Storage Mode

safety + exhaustive
v & invalid endstates (deadlock)
violations
[ + xrfxs assertions
Liveness

hash-compact

non-progress cycles
* acceptance cycles * use claim

enforce weak fairness constraint claim name (opt):

1 mtype = {Na, A, B, C, Nb, AKey, BKey, CKey,
WrongN};
2 #define CheckKeys{KCheck) if\
3 : Keyl == KChe
ck -> AuthGood = 1\
i else skip \
fi;
chan dy1 = [0] of {mtype, mtype, miype}
chan dy2 = [0] of {mtype, mtype, mtype}
bit AuthGood = 0;
bit Fin1 = 0;
bit Fin2 = 0;

miype Key1;
proctype AP (chan ch; mtype SideKey)

miype Na_ A B ,C_, Nb_, Na ret

Na_ = Na;
A=A

B_=B:

Key1 = SideKey;

e mi a

+ minimized automata (slow)

+ collapse compression

bitstate/supertrace
Never Claims

do not use a never claim or Itl property

iSpin Version 1.1.4 —- 27 November 2014

Search Mode
+ depth-first search
v + partial order reduction
+ bounded context switching
with bound: |0
+ iterative search for short trail

Show
Error Advanced
Trapping Parameter
breadth-first search Optiol Settings
v + partial order reduction
v report unreachable code

Save Result in: pan.out

Full statespace search for:
never claim + (never_0)
assertion violations + (if within scope of claim)
acceptance cycles + (fairness disabled)
invalid end states - (disabled by never claim)

State-vector 100 byte, depth reached 57, errors: 1
26 states, stored

0 states, matched
26 transitions (= stored+matched)
0 atomic steps
hash conflicts: 0 (resolved)
Stats on memory usage (in Megabytes):
0.003 equivalent memory usage for states (stored*(State-vector + overhead
0.287 actual memory usage for states
128.000 memory used for hash table (-w24)
0.534 memory used for DFS stack (-m10000)
128.730 total actual memory usage

pan: elapsed time 0 seconds
To replay the erro , goto Simulate/Replay and select "Run”

Pucynok 1: Omnoka npu Bepupuranuu

Jlnst 6osiee moIpOOHOTO PacCMOTPEHUS IPUIMHBI OMMOKK BO BKJIake «Simulate
/ Replay» ctpoum cxemy B3aMMOJICHCTBHUS CTOPOH (CM. PUCYHOK 2).
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Spin Version 6.4.7 - 19 August 2017 :: iSpin Version 1.1.4 -- 27 November 2014

Edit/View | Simulate/Replay  Verificalion ~Swarm Run  <Help>

Mode A Full Channel Output Filtering (reg. exps.)
Random, with seed: 123 * blocks new messages  process ids:
Interactive (for resolution of all nondeterminism) loses new messages
MSC+stmnt
MSC max text width |20 var names:
MSC update delay |25

queue ids:
* Guided, with trail: Paper.pml.trail browse
initial steps skipped:

maximum number of steps: tracked variable:

¥ Track Data Values (this can be slow) .
track scaling:

AP:1:1
ICKey,Na. A, Attackl:1:2
TCKey,Na,A
PIBKey,Na.A BP:1:3
?BKey,Na A
|AKey,Na,N

fi;

chan dy1 = [0] of {miype, mtype, mty

chan dy2 = [0] of {miype, mtype, mty

?AKey Na,N
|1AKey,Na,N

bit AuthGood = 0; 1[7AKey Na.N
bit Fin1 = 0; £\CKey,Nb,0
bit Fin2 = 0; 2CKey,Nb,
PIBKey,Nb,(}

mtype Key1;
proctype AP (chan ch; mtype SideK

B proc - (never_0:1) Paper.pml:103 (state 1) [({{!{AuthGood)||/(Fin1))[|/(Fin2)))] i Queues
56: proc 0 terminates
er.pml:103 (state 1) [(((/(AuthGood)||!(Fin1)}||/(Fin2)))
proc - (never_0:1) Paper.pml:103 (state 1 (AuthGood}||!(Fin
spin: trail ends after 58 steps
#processes: 0
MSC: ~G line 102
58: proc - (never_0:1) Paper.pml:102 (state 3)
4 processes created
Exit-Status 0

Pucynok 2: Cxema aTakd HAa NPOTOKOJ NPH HAJIUYUM 3JI0YMbINIJICHHUKA
NepBOro TUMAa

Kak BUIHO U3 CXEMBI B TaHHOM CITydae Ipou3BoauTcs aTaka JIoy. Tak ke B JeBoM
HUKHEM OKHE BBIBOISTCS 3HAYEHUS MEPEMEHHBIX B MOCIIEIHEM COCTOSHUH. M3 aTHX
3HAUYCHWH MOYXHO BBIICHUTH, Kakue (hjlarv He ObLIM YCTAHOBIICHBI B CIUHUILY W TIIC
npou3soluia omuoka. B mannom ciydae ¢uiar «AuthGoody» okaszaics paBHBIM HYIIIO.
OTO0 CBUAETENBCTBYET O TOM, YTO OBLJIO MOAMEHEHO COOOIIEHNE TIPH Mepeade U3 CTO-
poubl A k B, B 4acTHOCTH cOAepKUMOE COOOIIEHUS OCTAIOCh TAaKUM K€, HO KITIOY
mrdpoBaHus ObBUT UCTIOIB30BaH pa3HbIi. B ciiydae BTOpOro THMa 3J10yMBINIJICHHUKA
Bepu(DUKAIUs TaK ke MOKa3bIBaeT omnoOKy. B maHHOM ciyyae mpou3BOAUTCS aTaka Ha
MOJIMEHY CITy4alHOTO YHCIIa, U CXeMa B3aUMOJICHCTBUS BBITJISIIUT KaK HA PUCYHKE 3.
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Spin Version 6.4.7 — 19 August 2017 :: iSpin Version 1.1.4 - 27 November 2014

Edit/view | Simulate/Replay  verfication Swamm Run  <Help>

Mode A Full Channel Output Filtering (reg. exps.)
Random, with seed: 123 * blocks new messages  process ids:

Interactive (for resolution of all nondeterminism) loses new messages .
. . . . queue ids:
+ Guided, with trail: Paper.pml.trail browse MSC+stmnt

MSC max text width |20 var names:

initial steps skipped:
MSC update delay 25

maximum number of steps: tracked variable:

v Track Data Values (this can be slow) .
track scaling:

1 mtype = {Na, A, B, C, Nb, AKey, BK|— _ AP:1:1

ey, CKey, WrongN}; FICK(—:« ’Na’;\L Attack2:1:2
2 #define CheckKeys(KCheck) if \ ?CKey,Na,4
3 it Key 21¢Key, Wrong,A BP:1:3
1 == KCheck -> AuthGood = 1% 2’§:Key',Wr0ngl‘
= else 2!?Key,WmngN
27AKey, WrongN’Nb

i

g 11AKey, WrongN|Nb
1?;4K Wi Ht:,Nb
chan dy1 = [0] of {mtype, mtype, mty EVIE

chan dy2 = [0] of {mtype, mtype, mty

bit AuthGood = 0;

proc 1 (AP:1) Paper.pml:30 (state 10) [else] M queves

<<<<<START OF CYCLE>>>>>
proc - (never_0 aper.pml:103 (state 1) [{(()(
proc - (never_0:1) Paper.pml:103 (state 1) [(((/(AuthGood)||!

spin: trail ends after 34 steps

#iprocesses: 4

34: proc 3 (BP:1) Paper.pml:49 (state 17)

34 P )

34:

34:

MSC: ~G line 102

34: proc - (never_0:1) Paper.pml:102 (state 3)

Pucynok 3: CxemMa aTaku Ha NPOTOKOJ NPH HAJUYUM 3JI0YMbINIJIEHHUKA
BTOPOI0 THIIA

[To cxeme MOYKHO YBUIETbh, YTO MPOTOKOJI IEpeCTal BHIIOIHATHCA MOciie 2 coo0-
HICHUS. 3J0yMBILIUIEHHUK, TIEPEXBATUB EPBOE COOOIICHNE MOMEHSI 3HAUEHUE CITy-
yaitHoro yncia «Na» Ha «WrongNy. Tax ke B TaHHOM ciy4dae 3Ha4YeHUE KOHTPOJIbHBIX
¢uaroB «Finl» u «Fin2» npuHUMAIOT 3HAYCHHUE HYJS. DTO CBHIIETEIBLCT-BYET O TOM,
YTO MPOTOKOJ Ha 00EMX CTOPOHAX HE ObUI BBIMOJIHEH JO KOHIA, B YACTHOCTH M3-3a
HEKOPPEKTHOM MPOBEPKU HA BO3BPAILIEHHOE CIIy4allHOE YHCII0, KOTOPOE ObLIO MOIME-
HEHO 3JI0YMBIIIJIEHHUKOM.

2 3BAKJIFOYEHUE

PaccmoTpen meToa onpeneneHus atak Ha Kpunrorpaguyeckue mpoTOKOJbI C T0-
Motbio hopmanibHoro Bepudukatopa SPIN, KoTophlii OcCHOBaH Ha MPOBEPKE HA MOJIE-
JSIX C PUMEHEHUE JIMHENHOM TemnopanbHou jtoruku LTL. B xauectBe npumepa npu-
BoauTcs porokon Hunxema-IlIpenepa. Onucan s3bik Promela, koTopsiii ncnomnb3y-
€TCs ISl COCTABIICHUSI MOJEM B paccMarpuBaeMoM HHCTpyMeHTe. [lokasana Moaenb
MIPOTOKOJIA /IS ONPENeNieH!s aTak Ha ayTeHTU(UKAHNIO CTOpoH. OnucaHbl B3anMO-
JIEHCTBYIOIITUE CTOPOHEI, TIepeaBacMble JaHHBIE, TIOPSOK MepeaaBaeMbIX COOOIICHUI
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mexay crtoponamu. [IpoBenena Bepudukanus 0€30MaCHOCTH KPUMITOTPaPUUIECKOrO
IPOTOKOJIa ¢ moMouIbo HHCTpyMeHTa SPIN Ha npeaMeT Hanuuus aTak Ha ayTeHTU(U-
KaIuIo.
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AHHOTAIIUA

Kpunrorpaduueckre mpoTOKOJIBI SBISIOTCS OCHOBOM 0€30MacHOCTH JII000H CH-
ctembl. C MMOMOIIBIO HUX OCYIIECTBISIETCS Mepeaava JaHHBIX, KOTOPhIE HYKIAIOTCS B
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3alUTe OT TpeThux Jull. Kak npaBuio, kpuntorpadguueckuii MpoTOKOJ pa3padaThiBa-
€TCsl, aHAJIM3UPYETCsl C TOMOIIBIO cpecTB hopMaiibHON Bepudukanuu [1-3] u B ciy-
yae, €CJIM MPU3HACTCSl 0€30IMaCHbIM, MOJIyYaeT CBOIO pealn3alrio Ha sS3bIKE TPOrpam-
MHUPOBaHUS, C IOMOIIBIO KOTOPOTo pa3zpadaTsiBaeTcs cucreMa. OJIHaKo, MPU MPaKTH-
YEeCKOM peanu3aly KpUnTorpapuueckoro npoTokojia MOTyT BO3HUKHYTh OIIUOKH U3-
3a YeJI0BE4YeCKOro (hakTopa, AOMOIHEHUS TPOTOKOIA, KOTOPhIe HEOOXOIMMBI AJIS BO3-
MO>KHOCTH €T0 peaju3alliu, KOTOPhIE BIEKYT 32 cOO0M MOoaphIB ero 6ezonacHoctu. Ta-
KUM 00pa3oMm, MoTy4aeTcs, 4TO H3HAYAIBFHO CaM IMIPOTOKOJ CUUTANICS 0€30MacHbIM, HO
ero peaju3aius Ha jeje He sBisiercs TakoBoil. [lomumo 3toro, popmanbHas Bepudu-
KallMs UCTIOJIb3YET JOBOJBbHO a0CTPAKTHBIEC MOHATHUS U HE TO3BOJISIET MOJHOCTBIO MTPO-
aHAJIM3UPOBATh MPOTOKOJL.

KJIFOYEBBIE CJIOBA
Bepuduxanus 6e3omnacHocTH, Kpuntorpadhuyeckue MpOTOKOIbI, TUHAMUYECKHMA
aHaJu3.

[leapto paboThl ABJSIETCS MOBBINMICHWE OE30MACHOCTH CHUCTEM, HCIOJb3YIOIIUX
Kpunrorpaduyueckue mpoTOKOJIbI C IOMOIIbIO TPUMEHEHUS BepuduKaIuu 6e30mnacHo-
CTH KpUIITOTpadUUECKUX MPOTOKOJIOB MO UCXOHBIM KOJIaM Ha OCHOBE JUHAMUYECKOTO
aHanu3a. J[J11 BO3MOKHOCTH TIpoBeieHus 0osiee 3PP eKTUBHOM BeprUpUKAIUU TTPeIa-
raeTcs MCIOJIb30BaTh HOBBIM MOJIXO0/, OCHOBAHHBIM Ha MPUMEHEHUHN JUHAMUYECKOTO
aHanu3a. JluHaMu4ecKuid aHalu3 NpeCTaBIsAET COOOM UCTIOTHEHUE CUCTEMBI C Pa3INy-
HBIMU MMapaMeTpaMH U JaHHBIMU B PA3IUYHBIX PEeKHUMaX, U OOHAPYKEHUE HEKOPPEKT-
HOM OTpaOOTKH aJITOPUTMOB, MPU KOTOPHIX BOZHUKAIOT aTakKu Ha MPOTOKOJbI. OIHAKO,
MPOU3BOJIUTH TMHAMUYECKUIN aHAIM3 HEMOCPEACTBEHHO B KOJE pacCMaTpUBaeMOil Cu-
CTEMBI MOXET OBITh MPOOJIEMATUYHBIM U3-3a CJIIOKHOCTH MOATOTOBUTEIBLHBIX pabOT
JUTsl Havaja MCTOJNHEHUs MPOTOKOJa, KOTOPHIMU MOTYT OBITh 3arpy3ka Kakux-ando
JAHHBIX JJ151 pa0OTHI CUCTEMBI, KOTOPBIE HAIIPSIMYIO HE CBSA3aHBI C MPOTOKOJIOM, 3aITyCK
MOITOTOBUTEINILHBIX MIPOIIECCOB 00pa0OTKU NaHHBIX U Tmpouee. [ Toro utoOb n3be-
KaTh JUIIHUX AEHUCTBHUI CUCTEMBI U MPOAHAIIU3UPOBATh HEMOCPEACTBEHHO camy pea-
JIU3AIUI0 TOJBKO MPOTOKOJIA MCIOIb3YETCSl U3BJICUEHUE CTPYKTYPhI MOJHOTO OMHUCa-
HUs TipoTokosa [4]. B Hell cogepkutcs nosHas uHGOpMAIUs O IeTalsiX peaan3alnun
MIPOTOKOJIA, TAKKE KaK UCTIOIb30BaHUE ONPEICTICHHON PYHKIMU MHU(PPOBAHUS WU Te-
Hepaluy CcIy4yailHOro 4YMciia, MpoBepKa Bo3BpaniaeMbix 3HaueHud. Ha 6aze mosHoi
CTPYKTYpBI TPOTOKOJIA HEOOXOAMMO TOCTPOUTHh TaK HA3bIBAEMYIO YpPE3aHHYIO CH-
cremy. B Takoll cucreme OyJieT COAEpKAThCs TOJBKO HEMOCPEICTBEHHO PEeau30BaH-
HbIE B HEH MPOTOKOJIBbI, B KOTOPHIX MOJIYYEHUE U3HAYATBHBIX TAHHBIX JJIsl IEPECHUIKH,
SBJISTIOIIUXCS HE CITyYaHBIM YHCJIOM, HaPUMED, KO/ TaHHBIC TTOTY4Yal0TCsl C KJIaBHU-
aTypbl WK C JUCKA, 3aMEHSAETCS Ha TECTOBbIE JlaHHbIe. Kpome Toro, mpu co3laHuu
YpE3aHHOW BEPCUU CUCTEMBI HECMOTPS Ha KOJIMYECTBO CTOPOH MPH Nepeiaue JaHHbIX
n00aBIIsIeTCs €111e OJJHa CTOPOHA - 3JI0YMBINIIEHHUK. Bee coobienus, nepechuiaeMblie
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MEXIY CTOPOHAMU, IPOXOJAT YEPE3 CTOPOHY 3J0YMBIIUICHHHUKA, UCIIOIb3Ysl MOJEINb
Honea-So. Ha cropoHe 3110yMbIlITIEHHUKA BO3MOKHO IIPOU3BOIUTD JIFOObIE MAHUITY-
asuun B pamkax mojenu Jlonesa-fo. [Ipu 3ToM kputepueM mpoBepKU HAIMYHUS aTaKH
SBJIIETCS] TAaK HA3bIBAEMbIN MPUHIIMII JIOKHOTO 3aBepiieHus. OH OCHOBaH Ha HCIOb-
30BaHMM METOK YCIIEITHOTO 3aBEpUICHUS TPOTOKOJIA HA BCEX CTOPOHAX, a TAKKE CPaB-
HEHUU OTIIPABJICHHBIX JIAHHBIX HAa CTOPOHE OTIIPABUTENS U CTOPOHE Moiyyaresns. B
clly4ae €CJIM CTOPOHA 3JI0YMBIIIICHHUKA [TPOU3BEia HEKOTOPhIE MAHUITYJISIIIUM C TIEpe-
JTABa€MbIMU JTaHHBIMU, OTIPABJICHHBIE JAHHBIE HA CTOPOHE MOIYYaTeNsl U OTIPABUTEIS
HE COBIIAJIAI0T, HO MPU 3TOM MPOTOKOJI ObUT KOPPEKTHO MCIOJHEH HA BCEX CTOPOHAX,
TO 3TO CBUJETENBCTBYET O HAJIUYHUU aTaKu HA MPOTOKOJ. B pe3ynbrare paboThl ObLI
MPEIIOKEH AITOPUTM JUHAMUYECKOTO aHAJIN3a, KOTOPbI OCHOBAH Ha MPUHLHUIIE JIOXK-
HOT'O 3aBeplieHus. JIMHAMUYEeCKUI aHalu3 MO3BOJIMT HAXOAUTh PAaHEE HE U3BECTHbHIC
aTakyd Ha MPOTOKOJIbI, KOTOPbIE HE yAACTCS OOHAPYKUTh C MOMOIIBIO KJIACCUYECKHUX
MOJIXO/IOB, OCHOBAaHHBIX Ha (hopMalibHON Bepudukanuu. Kpome Toro, aHaius Hero-
CPEIICTBEHHO pealM3alli KPUNTOrPaPUUIecKoro MpoTOKoJa Ha BBHIOPAHHOM S3BIKE
IPOrPaMMUPOBAHUS TTO3BOJIUT MaKCUMaJIbHO 3()(PEKTUBHO MPOBECTH BepHUDUKAIHIO,
MOCKOJIbKY B JJAHHOM Cllydae MPOTOKOJ UMEET YK€ KOHEUHYIO (JOpMY U CYIIECTBYET
BO3MOXKHOCTh MOJy4aTh JONOJHUTEIbHYI0 HH(QOPMAIMIO O MPOTOKOJIE HEMOCpen-
CTBEHHO M3 UCXOJHOTO KOAA.

CIIMCOK JIUTEPATYPbI

[1] Vigano L. Automated security protocol analysis with the AVISPA tool //Elec-
tronic Notes in Theoretical Computer Science. — 2006. — T. 155. — C. 61-86.

[2] Cremers C. J. F. The scyther tool: Verification, falsification, and analysis of
security protocols //International Conference on Computer Aided Verification. —
Springer, Berlin, Heidelberg, 2008. — C. 414-418.

[3] Kiisters R., Truderung T. Using ProVerif to analyze protocols with Diffie-
Hellman exponentiation //Computer Security Foundations Symposium, 2009.
CSF&#39;09. 22nd IEEE. — IEEE, 2009. — C. 157-171.

[4] Ba6enko JI. K., IIucapes 1. A. Anroputm aHanm3a ucxoanoro koma C# mis

U3BJICUCHHUS CTPYKTYpPhI KpunTorpadhudecKux nmpoTokosoB //Bompockr kudepbesomnac-
HocTH. — 2018. — No. 4. — C. 28.

40



MMPOBJEMA ITOJJHOCTBIO TOMOMOP®HOMN OFPABOTKH
IEJbIX YACEJ"

HNaba PycanoBckui
Kadenpa bezonacnoctu Undopmarmonnbix TexHomorHit
HOxHb1i1 @enepanbublii YHUBEpcuTeT, Taranpor, Poccus
ilya.rusalovskiy@mail.ru
JIroamuina badenko
Kadenpa bezonacaoctn Madopmannonusix TexHomoTHiA

FOxub1it @enepanbHblil YHHUBeEpcuret, Taranpor, Poccus
Ikbabenko@sfedu.ru

*Paboma noooepaicana epanmom Munucmepcmea Obpazosanus u Hayku Poc-
cutickoui Dedepayuu Ne 2.6264.2017/8.9.

Kpunrorpadus ¢ gaBHux nop oOecneunBaeT O€30MacHy0 Nepenady JaHHBIX B
HE3alUILEHHON cpesie. DTa HayKa MpolIa OTPOMHBIH IyTh CBOETO Pa3BUTHS, HA MPO-
TSKEHUM KOTOPOTO BO3HUKAJIU HOBBIE aJTOPUTMBI, BBITECHSIOLIUE cTapble. B Hame
BpeMs HaOUpaIOT NOMYJISIPHOCTh TAKUE HaIPaBJIeHUs! KpunTorpaduu, Kak Majaopecypc-
Has kpunrorpadpus u romomopdHas kpunrorpadpusi. B taHHOM Te3uce paccCMOTPEHbI
OCHOBHBIE MPOOJIEMbI TOMOMOP(HON KpUNTOrpaduu, BO3MOKHBIE ITYyTH UX PELICHUS,
a TaKKe CYIIECTBYIOIINE aIrOPUTMBI MMOJTHOCTHI0 TOMOMOP(HOTO MIHU(PPOBAHUS.

['omomopdHas kpuntorpadus — 10CTATOYHO MOJIOIOE HANPaBIEHUE KPUITOTPa-
(dun, oCHOBATEISIMU KOTOPOTO CUYUTAIOTCA aBTOPHI aliroputMa RSA, KoTophle BiepBbIe
c(hOpMHPOBAIU MOHITHE «TOMOMOP(HOE MHK(ppOBaHKEY.

["'omomMopdHas mmdppoBanre — 310 ocodas popma muUppoBaHUs, MO3BOJISIOIIASL
BBITIOJIHATH OIpe/eJIeHHbIE MaTeMaTUUECKUe ONepaluu Haj 3amn(poBaHHBIMU JaH-
HBIMH 0€3 UX MPeABAPUTEILHOMN pacin@pPOBKH.

OTta 0cO0EHHOCTh TOMOMOP(GHOTO MIH(PPOBAHKS OTKPHIBAET OTPOMHBIE BO3MOXK-
HOCTH €r0 UCHOJIb30BaHUs B 001acTH 00JauHbIX BBIUUCICHUM — JaHHbIE MOXHO 00pa-
0aThIBaTh HA CEPBEPE, HE PACKPBIBAs MX IIPU ITOM. boJbI10# BKJIa/1 B TajbHEHIIIEe pas-
BUTHE ToMOMOpdHOTOo mHdpoBanus BHec Kpeir [xeHTpu.

VIMeHHO OH ABIISIETCS aBTOPOM MEPBOrO MOJHOCThIO romMoMop¢Horo mmudpa.
Taxxe OH BHEC OTPOMHBIN BKJIAJ B Pa3BUTHE M M3ydeHHE MPOoOIeM roMoMOp(HOTO
mrdpoBanus. MM ObUTH BBIIBUHYTHI KPUTEPUU MTOJTHOCTHIO TOMOMOP(MHBIX MIH(POB.

[TepBonayanbHO roMmoMop(dHBIE MUGPHI Pa3AETSINCH HA TIOTHOCTHIO U YaCTUIHO
roMoMOpGHBIEC IO KPUTEPHUIO YHCIIa TOAACPKUBAEMBIX OTepauii Haj 3amudpoBaH-
HBIMH JJAHHBIMHU — CJIOKEHUS ¥ YMHOKEHUSI.

YactnaHo roMoMop(HBIE aTOPUTMBI TTOEPKUBAIOT TOJIBKO OIHY OTIEPaIUio —
WM CIIOKEHHE WIIM YMHOXKEHHUSI, IOJTHOCThIO ToMoMop(dHbBIE — 00e€.
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[Tocne pa3zpaboTku cBoero anroputma JKEeHTpH pacimupui TpeOOBaHuUs K MOJTHO-
CThIO TOMOMOP(MHBIM AJNTOPUTMAM JIBYMSI KPUTEPHUSIMHU: KOPPEKTHOCTh M KOMIIAKT-
HOCTBL.

Kak Obuto ckazaHo paHee, roMoMOpdHOe MU(POBAaHUE UMEET OIPOMHBIE Iep-
CHEKTHUBBI HCIIOJIb30BAaHUSI B 00JIACTU 3alllUIEHHBIX O0JIaYyHBIX BblYMcieHud. Her
HE0OXOMMOCTHU TEepechlIaTh Ha CepBep KItoU MUGPOBAHUS MO 3alIUIIEHHBIM KaHa-
JaM. A JJaHHbIE MOTYT OBITh «HUCIIOPYEHBD» 3JIOYMBIIIEHHUKOM, HO HE MOTYT OBITh
pacmmdpoBanbl. Ha maHHBIE MOMEHT ClIeaHO MHOTO pa3pabOTOK B 00JacTH TOMO-
MopdHOTOo mMUdPOBaHUS, CO3AAHBI PA3THYHBIC MTOTHOCTHIO M YACTUIHO TOMOMOP(HBIC
anropuT™Mbl. Taxke MPEeACTaBICHBI HEKOTOPHIE TOTOBBIE pean3alliid MPOTrPaMMHBIX
poaykToB. OHAKO OOJBIIMHCTBO U3 HUX MOICPKUBAIO 00PaOOTKY HCKIIOUYUTEITHHO
OWT WM MacCUBOB OUT, HO JIsl pEIICHUS TIPUKIIATHBIX 3a/1a4 U B c(pepe 0OJauHBIX BBI-
yuCcIeHU HeoOXxoauMa o0paboTKa IebIX unciie, a He Out. Ha ocHOBaHUU BBINIECKA-
3aHHOT'0 BO3HUKAET MpoOiieMa MOJTHOCTHI0 TOMOMOPGHOTO MIUGPOBAHUS LIETBIX YUCEN.
Bropoii npobnemoii, kotopasi OyJeT paccMOTpeHa B JaHHOM JOKYMEHTE, SIBIISCTCS
npoOema ToMoMOp(HOTO eaeHUs.

B oGnactu romomopdHoro mudpoBanus pazpadoTaHbl HECKOJIBKO aITOPUTMOB
MOJIHOCTHI0 rToMoMopHOTO mudpoBanus. JJis HEKOTOPBIX U3 HUX BBHIOJTHEHBI MTPaK-
TUYECKUE PeaM3allii. HAauOOJIBIIYI0 U3BECTHOCTh UMEIOT JIBE OMOIMOTEKHU:

- oubmmoreka HEIlib caenannas [1laem Xapenu u Bukrop loyn koTopas peanu-
3yetr kpuntocucreMy BGV ¢ GHS ontumnsanuei

- ouobmmorexka FHEW, cnenannas Jleo Jlyrnac u Jlanuans Mukkunanakuo, KoTopast
SBJIIETCS peann3aluuell KOMOMHAIIMU KPUIITOCUCTEMbI 00yUueHus ¢ omuOkamu Peresa
U TEXHUKH co3faHus ruokoii cxembl Anmnepun-Illepudda u Ilelikepra.

OnHako OHU MOJAEPKUBAIOT TOJBKO 00paboTKy Out. Peanuzamus xe 1eiaouuc-
JICHHBIX ONEpalfii HA OCHOBE TOMOMOP(HOI0 anropuT™Ma, 00padaThIBAIOLIETO TOJIBKO
OUTBHI, HEBO3MOKHA U3-3a MPOOIIeMbI TiepeHoca outa. [Ipu moruueckoii o6paboTke Oura
pe3yNbTaT YMEIIAaeTCs B UCXOAHOU pa3MEPHOCTH, a Mpu apudmeTrdeckoit o0paboTke
BO3MOYEH IMepexo/] B cTapimuid pa3psaa. OHaKo HEBO3MOXKHO Y3HATh, KOT/Ia 3TOT Iie-
PEXOJ] MPOUCXOIUT B 3alI(PPOBAHHBIX JAHHBIX.

Kak cnemyer u3 BblllleCKa3aHHOTO, HEOOXOMMO HCIOJIb30BATh AITOPUTMbI WU
MOAU(UKAIIMKA aITOPUTMOB, MOJICPKUBAIOIINE 00pabOTKy 1enbix yucesn. OgHuM u3
TaKUX AITOPUTMOB SIBIISIETCS aNTrOpUTM [[PKEHTpH Hax uenbiMu unciaaMu. Taxkxe J[xen-
TpH TpeJyIaraeT MOAU(DHUKAIIIO CBOETO allTOPUTMA — TEXHOJIOTHIO OyTCTPETIHUHTa, KO-
TOpasi CHUIMaeT OTpaHNYCHNE Ha YMCIIO0 TIOCIIeI0BATENBHBIX TOMOMOP(MHBIX OTEpaIlHii.

Panee yxe Obuta paccMoTpeHa npobdsiema roMOMOP(HOTO JIeJICHHUsI2.

L C. Gentry A Fully Homomorphic Encryption Scheme. PhD thesis, Stanford University, 2009. 199 p. URL:
https://crypto.stanford.edu/craig/craig-thesis.pdf
Pycanoscxkuit 1./1. IIpo6nema romomopdroro nenenus // CtyaeHdeckast Hayka JIJIsl pa3BUTHS HHPOPMAIIOHHOTO 00IecTBa: coop-

HuK MaTepuanoB VII Beepoccuiickoit HayuHO-TexHnYeckoit koHpepenimu (r. CtaBponoins, 26-28 nexabps 2017 roaa). — Craspo-
noJib, 2018. — C. 434-437.
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Cy1ecTByIOIMe CXeMbl U aJITOPUTMbI TOMOMOP(HHOTO MIH(PPOBAHUS HE MO3BO-
JISIFOT UCTIONIB30BAaTh ONEPALUIO JIETICHUS Ha/l 3allM(pOBaHHBIMU AaHHBIMU. JJ14 pere-
HUS JTaHHOM Ipo0JIeMbl MHOM MpPENIOKEHO MCIOJB30BaTh HEKYIO a0CTpPaKIMIO, IO-
CTPOEHHYIO HaJl IIU(PPOTEKCTOM U PACILIUPSIOILYIO BO3MOYKHOCTH 10 BBIIIOJHEHHUIO Ma-
TEMaTHYECKUX omnepauuii Hag HUM. [[ns aToro Oyzmer HEOOXOAMMO BBLAEIUTH JIBA
YPOBHS IIPEJCTaBICHUS JAHHBIX — KpUNTOrpaduueckuil u matemarnueckuid. Ha kpun-
TOrpapuuecKkoM YpOBHE MOXKET OBITh pEaI30BaH JIF000H MOJHOCTEIO TOMOMOP(HBIN
JITOPUTM MIU(PPOBAHUS HAJ LEIBIMHU YHCIaMU. A Ha MaTeMaTHYECKOM YpOBHE 3amn-
poBaHHbIE TOMOMOPGHO YKcia OyayT MpeACTaBIEeHbI B BUIE MPOCTHIX apoOeit. Bee
oTiepalfy HaJl YUCIaMHU B MIPEATIOKEHHOM METOJIE — ATO ONEPALIMU HAJl TPOCTHIMH APO-
OsiMH, a IocJIe BCEX ONepalnii YUCIUTEIb U 3HAMEHATEIb HEOOX0AUMO paciin(poBaTh
U pa3AenuTh pe3yabTaThl. [IpennoxkeHHbIM BhIIIE CIOCOOOM BO3MOKHA Peau3alius ro-
MOMOPGHOTO JIeJICHHs], OJTHAKO OHA HE pelllaeT npodiemMy AeseHus Ha Hoib. [loapo6-
Hee METoJ ToMOMOp(HOTro AeneHus OyIeT pacCMOTPEH B APYToil CTaTheE.
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AHHOTAIUA

B nannoit pabote npousBoaAUTCS 0030p M aHAIHU3 YIpo3, CIeUU(DUUHBIX TSI CH-
cTeM rpymmoBoro ynpasienus podotamu (CI'YP), npumeHsseMbIMU B HEKOHTPOJIUPY-
emoii cpene. OTmuutenbHoil yeptoit CI'YP oT npounx nH(GOPMAIIMOHHBIX CUCTEM SIB-
JISI€TCSI CYIIECTBOBAHUE (PU3MUECKOTO B3aUMOJICUCTBUSA C OKpYyXkaroleit cpenoit. B pe-
3yJbTaTe 3TOrO BUIA B3aUMOJEWCTBUS BO3HMKAIOT CBSI3aHHBIE C HUM Yrpo3sl. B pe-
3yJIbTaT€ BHEIIHUX (PU3NYECKUX BO3AECUCTBUN MOXKET ObITh HAapyIlI€HA JOCTYMHOCTh
HEKOTOpbIX y310B CI'YP, wim HapylieHue es0CTHOCTH JAHHBIX, TOJIy9aeMbIX OT CEH-
copHOU cucteMsbl y350B. [Tockoibky y31bl CI'YP 11 npuHATHS peIeHUN UCTIONIb3YIOT
JaHHbIE CEHCOPHOM CHCTEMBI 00 OKpY’XKalolleil cpesie, TO BHEIIHee (PrU3MUecKOoe BO3-
JeficTBUE CIIOCOOHO OKa3bIBaTh BIMSHHUE HA PE3YJIbTaT.

KJIIOUEBBIE CJIOBA
VYTpo3sl, aTaku, MOOWIBHBIE POOOTHI, TPYNIIOBOE YIIpaBJICHHE, ceTeBas Oe3omac-
HOCTb, METOJJMKA TECTUPOBAHUs, OECIIPOBOAHBIE CETU

1 BBEJAEHUE

['pyninoBbie pOOOTOTEXHUYECKUE CUCTEMbl 00JIaIat0T BHICOKUM MOTEHIIMAIOM B
pElIeHUH pa3HOOOpa3HbIX 3a7a4. Takue CUCTEMBI KpailHe 3aBUCHUMBI OT YCIOBUN KC-
mryaTauuu. EcTecTBeHHas cpeia sBisieTcsl HEAeTEPMUHUPOBAHHOM. 110 3TOM pruunHe
CUCTEMa JI0JDKHA 00J1a/1aTh CIIOCOOHOCTHIO aJalITUPOBATHCS K U3MEHUYHUBBIM YCITOBHUSIM.
Taxoke cucTeMbl MOTYT OBIThH 00JIee YS3BUMBI ITPH AKCILTYyaTaIlMi B HEKOHTPOJIUPYEMOM
cpene. B Takux ycioBHUSIX HCTOYHUK BHEIIHETO BO3/IEUCTBHSI MOXKET ObITh €CTECTBEH-
HBIM WJIM UCKYCCTBEHHBIM. B 3aBUCMMOCTH OT Xapakrepa U CHJIbI BO3JACUCTBUS MOKET
OBITh 3aTPYHEHO WJIM HAPYIIICHO BHITIOJHEHUE MMOCTABIICHHBIX 1I€JICH, CBSI3b MEXKTY Y3-
JIaMU TPYMIbI WA Pa00TOCTIOCOOHOCTh OTACIBHBIX Y3JIOB.

2 CTPYKTYPA CUCTEMBI I'PYIIIIOBOI'O YIIPABJIEHUSA

Cucrema rpynnooro ynpasiienus podoramu (CI'YP) npumensiercs nist BbINoi-
HEHUs paclpeiciIeHNs Leled U KOHTPOJIMPOBaHUs UX UCIONHEeHMs. 1 pacripenene-
HUS 1IeJIed MOTYT MCIOJIb30BaThCSl pas3iinyHble alroputmbl [1-3]. MoOWIbHbBIE Y3IIbI
UMEIOT OIpaHUYEHHBbIE YHEPTeTUUYECKUE PECYPCHI, YTO MOBBIIIAET BAXKHOCTH P heK-
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TUBHOTO TIenepacupenencHus [4]. [Toxg agdekTuBHOCTBIO TIETepacnpeeeH sl TTOHHU-
MaeTcsl TaKOe pa3/ieleHMs 3a/1ay MKy y3JIaMHM, 4TO JUIS UX BBIIIOJIHEHUS OyAeT 3a-
Tpau€HO HaMMEHbIIIEE KOJIMUYECTBO SHEPTETUYECKUX U BPEMEHHBIX pECYp-

coB. Jlns apdexTuBHOrO 11ENEpacnpeeeHrnss HEOOX0AMMBI TOUHbBIE CBEJIEHUS 00 y3-
Jax TPYMIbL: TEKYILIEe MECTOMOJIOXKEHUE, JOCTYIHbBIE PECYPChl, UCTIOIHIEMbIE (YHK-
LIUM; CBEICHUA O LIEJIIX: HaualbHOE IOJIOKEHUE, U3MEHEHHE BO BPEMEHH, KOHEUHOE
II0JIO’KEHUE; CBEJIEHUSI O MECTHOCTH [5-6]: KapTa MECTHOCTH C METKaMH O CJIOKHOCTH
nepeMeleHns: uepe3 o0JacThb, HATHMUME AMHAMUYECKUX TMPENSTCTBUH, oOnactei co
CJ1a0OM CBA3BIO.

Jlyis BBITIOTHEHHUSA 33/1a4 KaKIbIA y3€l JOJKeH 00anaTh MOOMIBHOCTHIO. Mo-
OMIIBHOCTh MOXKET 00€CIeYMBATHCS PA3NMYHBIMU alMapaTHBIMU IIaTGopMamMu A
pa3IMYHBIX YCIOBUMN: HA3€MHBIE KOJIECHBIC U TYCEHUUYHBIE TUIaT(OPMBbI; BOAHBIE U MO-
BOJHbBIE; BO3AYLIHBIC IIJITAHEPHI U MYJIBTUKOINTEPHI.

Jlnig nonmyuyeHust nuHdopMannu 00 OKpyXKaroliei cpeie y3iabl 000pyyIHOTCsl CEHCO-
pamMH: cUCTEMBbl NO3ULMOHUPOBAHUS, UH(PpaKpacHbIE/yIbTPa3ByKOBbIE AAIbHOMEPHI,
JUAAPBI, JaTYUKKU yJapa, JaTYUKU IPOUJIEHHOTIO PAaCCTOSIHUSA, KAMEPBI ¢ CUCTEMAMHU
KOMITBIOTEPHOI0 3peHus U Ap. Ha 0CHOBE JaHHBIX C CEHCOPOB Y3€JI MOKET ONPEACIIUTD
CBOE COOCTBEHHOE MOJIOKEHHE U OOHOBUTH HHPOPMAIINIO 00 OKpYKaroIlel cpefe.

J511 00pabOTKM TaHHBIX CEHCOPOB, MPUHATHS PEIIEHUH 110 BBIITOJIHEHUIO IOCTAB-
JICHHBIX 33]1a4 U Y4acTHs B POIECCE paCIIpeeIeHH 3a/1a4 HE00X01UM OOPTOBOI! BbI-
YUCJIUTENb. BBIUUCINTEND NOKEH 00J1aaTh TOCTATOYHON MaMSATBIO JJIA XPAHEHHUS
uH(popmanuu, TpedyemMoi st paboThl B COCTaBE IPYIIIbI: HCIOIHAEMbIE (aiibl, JaH-
HbI€ JI1 ayTeHTU(UKAIMU B TPYIINE, KapTa MECTHOCTU U JIp. a TaKXe JOCTaTOYHOU
MOIIHOCTBIO U1 ucrioiaHenus nporpamm CI'YP.

st oomena coodmenusmu CI'YP tpeOyetcst kanan cBsizu. Kak npasuiio, mpume-
HSIETCA 3alMIIEHHBIA paluOKaHall. B yClIOBUsAX OrpaHUYEHHBIX PECYPCOB U radapuTOB
IPUEMOIIEPENATYMKN U aHTEHHbl MMEIOT OIPAaHMYEHHYI0 MOIIHOCTh. CiienctueM
OTPAaHUYEHUIN MOKET ObITh CHUKEHHE CKOPOCTH IMEpeayu JaHHBIX U CHIKEHUE pa3-
Mepa 30HbI pabOThI TPUEMOIIEPEIATUYUKOB.

3 KUBEP-®U3UYECKHUE BO3JIENCTBUS HA CT'YP

Bo3nelicTBre Ha MCIIOJHUTEIBHBIE MEXAHU3MBbl MOXKET CHU3HUTHh MX MPOU3BOAU-
TENBbHOCTh. B pe3ynbrare BBINOJHEHUS JOCTYNHBIX AEUCTBUN OyJeT 3aTpaueHo 0oJib-
1iee KOJIMYECTBO SHEPreTUUECKUX U BPEMEHHBIX pecypcoB. [Ipu n3nuiHel cuie Bo3-
JEUCTBUSI MEXaHU3M MOXKET ObITh TOBPEXKJIEH U CIIOCOOHOCThH UCTIOIHATH HEKOTOPHIE
byHkunu Oynet HapylleHa.

B o0mem ciayuyae npuMmeHsitorcs (pU3M4ecKue CEHCOPhI, pearupyroume Ha u3me-
HEHUs B KaKOM-110O0 cpejie: ONTUYECKOM, 3ByKOBOM U T.1. BennunHa usmeHnenus mMo-
JKET TiepeaBaThCs B BUJIE aHAJIOTOBOI0 WU IU(ppoBoro curuaia. Paborocrnoco6HOCTh
CEeHCOpa MOKET ObITh HapyIlIeHa NPSMbIM OrpaHUYEHHEM JOCTYIa K HaOIrogaeMoin
cpele WM MOBPEXIeHHEM ceHcopa. [laHHble, epeaaBaeMble CEHCOPOM, MOTYT OBITh
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UCKaXEHBI ITyTEM CO3JaHMsI IOMEX B HAOJII01aeMOi cperie.

B cnyuae nepexBarta y3jia CEHCOpHAsi CHCTEMa MOXKET MOJIBEPrHYThCsI MOIU(DpH-
Kauu. B ciyyae HecaHKIIMOHUPOBAHHOM MOU(MUKAIIMN JaHHBIE MOTYT OJMEHSIThHCS
3JIOYMBIIUICHHUKOM JJISI BO3AEHCTBUS HA MPOLECC MPUHATHS PELICHUS U HAPYLICHUS
paboThl oTaEIRHOTO Y3i1a uiu Beert CI'YP.

3alIUTUTh KCIIOIb3YEMBIM paJiOKaHal OT BHEUIHErO BO3JCHCTBUS B HEKOHTPO-
JUPYEMOil cpelie HEBO3MOKHO. B3auMoAeCTBYS ¢ palMOKAaHAJIOM MOYKHO Pa3JeiIUTh
HAa JIBa BUJIa: TACCUBHOE U aKTUBHOE. [[py macCHBHOM B3aMMOIEHCTBUH TPOU3BOJIUTCS
IpOCIyIIMBaHUE KaHaJIa M COXpaHEHHUE nepeaaBaeMbix cooOmenui. [Ipu nepenayve co-
OOIIEHUH 10 paguoKaHaTy B 00IIEM cIydae UCTIob3yeTcs mudpoBanue. B 3aBucumo-
CTH OT MapaMeTPOB HCIOJIb3yEMOI0 paJroKaHalla CyIIeCTBYET yrpo3a pacimu@poBKu
COOOIICHNI U HapymieHus KoH(puaeHnmuamsHOCTH. [lepexBadeHHBIE COOOIIEeHUsT 0€3
pacppOBKM MOTYT UCIIOJIB30BAThCS AJI ONPEIETECHUS MECTONOIOKEHHS Y3JI0B, KO-
JIMYECTBA y3JI0B, HEPAPXUU CPEAH Y3II0B, MAPIIPYTOB NEPEAAUH JAHHBIX, HHTCHCUBHO-
CTH y4acTHs B IPYIIIOBOM B3aUMOJCHCTBUH.

AKTHBHOE€ BO3JICMCTBHE HA pPaJUOKAHAI IIPEANOJIaracT UCI0JIb30BaHHUE TIepeaaT-
YUKOB U BMEIIATEIBCTBO BO B3aUMOAEHCTBHUE Y3JI0B. OHO MOXET OCYIIECTBIISITHCA ITYy-
TEM MPOBEICHUS CETEBBIX aTaK U 3alIyMJICHUS KaHalla CBsi3U. B pe3ynbTaTe 3amrymie-
HUS KaHajia CKOPOCTh MEepeaun JAHHBIX B CETU MOXKET ObITh CHUKEHA UITU CETh MOXKET
ObITH HeloCcTyMHA. Pa3zmep 061acTul ¢ HapyIIEHUSAMH JOCTYITHOCTH 3aBUCUT OT UCIIOJIb-
3yeMoro o0Opy10BaHus Ha y3j1aX U MOIIHOCTH FeHEpaTopa myma.

VY 311B1, 3KCIUTyaTUPYEMbIE B HEKOHTPOJIUPYEMOW 30HE, MOT'YT OBITh IE€PEXBAaYEHBI
3JIOYMBINJICHHUKOM. 3aXBau€HHBIE Y3JIbl MOTYT MOJIBEPTHYTHCS OOPAaTHOMY WHKHHU-
PUHTY MPOrPAMMHOM U ammapaTHON IMIaT(GOPMBI, U3BJICUCHHUIO U aHAM3y UH(pOpMa-
uuu, xpandmeica B O3Y u [13Y. Takke 3aXxBaueHHbIN y3€]1 MOKET ObITh MOJIBEPTHYT
HECAaHKIIMOHUPOBAHHON MOAM(UKAIIMU MPOTPAMMHOI0 U allapaTHOro0 00EeCeUeHHUs.
MonuduiupoBaHHbIN y3€lI MOKET ObITh BO3BpAIICH B TPYIIY JJi HapyieHus 3G hek-
TUBHOCTHU U paboTocnocobroctu CI'YP.

Oxkpyxatomias cpena, B koropoil pazmemiena CI'YP, mMoxeTr conepxaTh ecrte-
CTBEHHbBIE U HICKYCCTBEHHBIE MPEMATCTBUSA, CPEAN KOTOPHIX MOTYT PUCYTCTBOBATH JU-
HAMUYECKHUE. DTU MPEMSITCTBUS MOTYT U3MEHHUTH CBOE TIOJIOKEHHE WIIH (POpMy Haxo-
JISICh 3a MPEJIeJIaMU CEHCOPOB JIF0OO0TO0 U3 y3JI0B, UTO MPUBEIET K HECOOTBETCTBUIO UME-
IOIIENCs KapThl TPOXOJAUMOCTHU U peabHOM 00cTaHOBKU. B pe3ynbTaTe TakMx n3MeHe-
HUN MOTYT CTaTh HEJIOCTYITHBIMU BHIOpaHHBIE paHee MAPIIPYTHI, TUOO BO3HUKHYTH HO-
Bble OoJjiee onTuMalbHble. [IpeqHaMepeHHOE MU3MEHEHUE TOJIOKEHUSI M KOJIMYECTBA
MPENATCTBUN MOXKET MPUBECTHU K MOBBIIIEHHBIM PACX0J1aM PECYPCOB WM MOJHOM 0J10-
KUPOBKHU OTACIBHBIX Y3JI0B.

4 3BAKJIIOYEHUE
[IpencraBnennsie Boime Bo3aeicTBrUs Ha CI'YP ciocoOHbBI 3aTpyAHUTH WIIH TIPU-
OCTaHOBUTH BBINIOJHEHNE MTOCTABICHHBIX 3aJ1ady. JTU BO3JACHCTBUS HE MPEINOJIaraloT
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HEIMOCPEICTBEHHOTO MH()OPMAITMOHHOTO BMEIIATENIbCTBA, YTO JelacT UX He OOHapy-
’KUMBIMH JUIsI KIIACCUYECKUX CHCTEM OOHapy>XKeHHsi BTop:keHUsl. B pesynbTaTe okasa-
HUSI HEKOTOPBIX U3 IEPEUUCIICHHBIX BO3IEUCTBUI MOXKET ObITh HApYIIEHA 1IETOCTHOCTD
uH(popmaluu 0e3 HapylIeHUs] ayTeHTUYHOCTH COOOIIEHUN M KOH(UIEHIIMATBLHOCTH.
VY351 MOTYT MOJBEpraThecsi PU3NYECKOMY BO3JCUCTBUIO Ha MCIIOJHUTENbHBIE MeEXa-
HU3MBI, YTO MOXET OBITh PAaCLIEHEHO KaK aTaka Ha ucueprianue pecypcon. U3 Bcero
BbIIIECKa3aHHOTO cienyeT, uyto At CI'YP cymectByeT yrpo3za HenH()OpPMAIMOHHOTO
BO3JICHCTBHSI, CITIOCOOHAST HAPYIITUThH BBIMOJTHEHUE IMOCTABICHHBIX 3a71a4, U KJIacCHYe-
CKUX CpEICTB obecriedeHusi 0€30MacHOCTH MOXKET ObITh HEJOCTATOYHO.
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AHHOTAIUA

B nanHoi1 paboTte npeanaraeTcs 10N0JIHEHUE K CHCTEMaM OOHAPY>KEHHS BTOpKe-
HUS Ha OCHOBE JI0BEpUs JUIsl CHCTEM IpynnoBoro ynpasieHnus podoramu (CI'YP), nos-
BOJIAIOIIEE OMPEACIATh BHEIIHEeEe HEMH(POpMAIIMOHHOE Bo3aeicTBue. Henndopmarm-
oHHOe Bo3aercTBue Ha CI'YP cTaHOBHTCS BO3MOYKHBIM IT0 IPUYHMHE CYLIECTBOBAHUSA
bu3HUecKOoro B3auMOJICUCTBHS C OKpY Karolen cpeaoil. Jns obecnieuenus 3Toro B3a-
umoaeictBust y3ibl CI'YP o0nagaroT ceHCOpHOM MOJICUCTEMOM ISl TMOMYYEHUs WH-
(dopMaruu o cpesie U UCIIOTHUTENbHBIE MEXaHU3MBI JIJIsl BO3JIEHCTBUS Ha cpeny. Henn-
(dbopManmoHHOE BO3JEHCTBUE MOKET OKa3bIBaTh BIUSHUE HAa MH(POPMAIUIO, [TOJIydae-
MYIO OT CEHCOPHOM CUCTEMBI: HCKaXEHUE UJIU ITIOAMEHA, WU BbI3bIBATh ITOBBIIICHHBIN
pacxo sHepreTUUecKux pecypcoB. OOHapykeHrne HEMH(POPMALIMOHHOTO BO3ICHCTBUE
MOJKET OCYIIECTBIIATHCS HA OCHOBE Pa3JInYMil B HA0JII0/ITa€MbIX CEHCOpaMU ITapaMeTpax
Y TIEPEKPECTHOM MPOBEPKHU y3JIaMH JpYyr Apyra. OTIUYUTEIbHOM OCOOEHHOCTBIO J0-
ITOJTHEHUS SIBIISIETCS CYLIECTBOBAHUE JIOBEPUS MEKY Y3JIaMH, a TAKKE MEXKITY KaXKIbIM
y3JIOM 1 00JIACTSIM CpPEJIbI.

KJIFOYEBBIE CJIOBA

VYrpo3bl, aTaku, MOOUIIbHBIE POOOTHI, TPYNIIOBOE YIIpaBIEHUE, ceTeBast Oezomnac-
HOCTh, METOJINKA TECTUPOBAHUS, OECIIPOBOJIHBIE CETH, IOBEpHUE, HEMH(DOPMAITMOHHOE
BO3JICHCTBHE, OOHAPYKEHUE BTOPIKEHUS

1 BBEJIEHUE

Cucrembl TPyNIoOBOro YIpaBJICHHUS poOOTaMU MOTYT KCIUTyaTUPOBATHCS B pas-
muyHbIX cpenax. [Ipu npumenenun CI'YP B HEKOHTPOJIMPYEMBIX Cpellax BO3ZHUKAIOT
yIrpo3bl HEeMH(OPMAITMOHHOTO BO3CHCTBUS HA Y3JIbI — BO3JICHCTBUE MMOCPEICTBOM H3-
MEHEHHSI OKPYIKaloIIeH Cpelibl, HECAaHKIIMOHUPOBaHHAsE MOAUGUKAIIUS y3JI0B U BO3-
JICVCTBHE HA CEHCOPHYIO CUCTEMY Y3JIOB Jisi ManumnyiaupoBanus CI'YP.

TpynHoctu o0ecrieueHre 0€30MaCHOCTH B TAKMX YCIOBUSIX CBSI3aHBI CO CIIOMKHO-
CTBIO BBIJICJICHUSI YETKUX KPUTEPUEB, MO3BOJISIOMINX OTJIWYUATH MPEIHAMEPEHHOE JIE-
CTPYKTHUBHOE€ BO3JCUCTBUSI U €CTECTBEHHBIC U3MEHEHUS, BIUSHUS cpenbl. [I0CKOIbKY
pemaembie CI'YP 3amaun cBsizaHbl ¢ PU3MUECKUMH B3aUMOICHCTBUSMU U TIepEMeIIIe-
HUSMH B TIPOCTPAHCTBE, TO HETaTUBHBIE A(D(PEKTHI MOTYT OBITH 3HAUUTETHHO YATICHBI
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BO BPEMEHHU OT OKa3bIBaEMOro Bo3zcicTBuUsA. [l obecriedeHus: 6€301macHOCTH B TIO-
JNOOHBIX YCJIOBHUSIX HamOoJiee MEePCHEKTUBHBIMU OYAYT MOAXOAbI, KOMOWHHUPYIOIIHE
METO/Ibl Ha OCHOBE OOHAPYKEHHSI aHOMAJIUKA U METOJIbl HA OCHOBE JIOBEPUS U PEIyTa-
LUH.

2 TOBEPUE U CUCTEMBI I'PYIIIIOBOI'O YIIPABJIEHUSA

JloBepuie u peryTaius sSBISIOTCS KOJIMYECTBEHHOM BEJIMYMHOM, 0003HaYaronei
HAJIeKHOCTh BhIOpaHHOTrO 0OBbekTa [1]. JloBepue Ko BceM 00BEKTaM pacCUUTHIBACTCSA
KQKIIBIM Y3JIOM CaMOCTOSATEIILHO Ha OCHOBE HAOJIIOTaeMbIX TTapaMeTpoB. PemyTarus —
napameTp, 3Ha4eHHE KOTOporo (hopMupyercs Ha OCHOBE JOBEpPHUS TPEThUX CYyOHEKTOB
K BbIOpaHHOMY 00BeKTY [2]. B mpenenax onHoro cyobekra 3HaueHUE TOBEPUS U peIy-
TallM K OJJHOMY O0BEKTY MOXKET OoTinyaThes. [lokazarenu 1oBepusi UBMEHSIOTCS B CO-
OTBETCTBHUU C BEIOPAHHBIM aJITOPUTMOM KaK PEaKIus Ha JCHCTBUS HAOII01aeMbIX 00b-
extoB [3]. dns addextuHoro nenepacnpeneneuus [4] 8 CI'YP nHeobxoaumo Ha mo-
MEHT MPHUHATHUS KKJI0TO pelieHus: 00J1aaTh aKTyalbHBIMUA CBEICHUSIMU 000 BCEX Y3-
nax. MOXHO BBIJEIUTH CIEAYIOIINE CBEJICHUS: TEKYIEE MECTOIOI0KEHUE y31a, €ro
OpUEHTaIUs B TPOCTPAHCTBE, TEKYIAsi CKOPOCTh, TPACKTOPUS ABUKEHUS, TEKYIIIas 3a-
Jlaya, OCTaBIIMECS SHEPreTHMUYECKHE PECYpChl, TeKyllee sHepromorpednenue. [lpu
HaJIMYUU alapaTHbIX CPEACTB, TAKUX KAaK CUCTEMBI KOMIIBIOTEPHOIO 3PEHUS, PAIUO
WM ONTUYECKUE METKH, YPOBEHb CUTHAJIA MPH Mepeaadye COOOIIeHUN, HEKOTOpbIE U3
CBEJICHHMI MOT'YT MOATBEPKAATHCS IPYTUMHU y31aMH. JlJis pactipeAeIeHus LIeJIeH U OCy-
IIECTBIICHUS TiepeMenieHust B mpocTpancTBe st CI'YP nHeobxoaumo 001a1ath cBee-
HUSIMU 00 OKpY>Karolleu cpese, JOCTYMHBIX JJIs EPEABUAKEHNS 00JIACTIX U CYIIECTBY-
OIMX npensaTcTBui. [Ipu 3kcrutyaranuu B HEKOHTPOJIUPYEMOU CPEAE TMOJOKEHHUE,
pa3Mep U KOJIMYECTBO NMPENATCTBUN MOKET U3MEHATHCS, TO3TOMY y3Jibl CI'YP nosmkHbI
UMETh CEHCOPBI JIJIs OOHAPYKEHUS TPENIATCTBUN U OOHOBJICHUS UTOTOBOM KapThl Tpe-
narcTBuil [5-6]. O60 Bcex HaAOMIOJAEMBIX W3MEHEHMSIX JOJDKHBI OIMOBEIIATHCS BCE
octanbHbIe Y3161 CI'YP. JIpyrue y3I1bl JOIKHBI ONTOBEIIATHCS 000 BCeX HAOIFOJaeMbIX
coOpITHX. Hanboupiie BaXXKHOCTBhIO 001a1a10T COOBITHS, CBSI3aHHbBIC C TTOATBEPK/IC-
HUEM U OMPOBEPKEHUEM UMEIOIIUXCA cBeAeHUM. [I0CKOIbKY Kaxa0€ U3 BO3ZHUKIIUX
COOBITHI MOTJIO POU30NTH O] IEHCTBUEM CO CTOPOHBI OKPY>KAIOIIEH CPeIbl, TO ITH
COOBITHS JOJIKHBI COJIEPKATh METKY O MECTE M BpEMEHU BOSHHUKHOBEHHUs. Bce moce-
OYIOLIME PEIeHUs], IPUHUMAaeMbI€ y3JI0M BO BpEMsl PELICHHUS 3a7a4, JOJIKHbBI YKa3bl-
BaTh Ha MPOMU3ONICNINE COOBITUS, TTOBIMSIBIINE HAa BhIOpaHHOE perieHue. Takum 00-
pazom Bce neictBus y3n0B CI'YP nomkubsl chopmupoBath rpad. Ha sTom rpade cy-
IIECTBYIOT CJICTYIOIINE TUITBI BEPIIHH:

y3JIbI — poOOTHI, siBIIsIOIIHECS YacThio CI'YP;

- IPOCTPAHCTBEHHBIC METKU — 00JIACTU B CPEJIe, OKOJIO KOTOPHIX BO3HUKAIOT CO-
OBITHS;

- nH(opMaIs — CBEICHUS, MOJYYCHHBIE OT CECHCOPHOU CHUCTEMBI OJTHOTO U3 Y3-
JIOB, UMEET CBS3b C Y3JIOM, CT€HEPHPOBABIINM MH(GOPMAIHIO, U MPOCTPAHCTBEHHOM
METKOM, BOJIM3M KOTOPOW OHA ObLIa creHepupoBaHa. MokeT conepkaTh OOHOBJICHHE
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CBEJICHUH O MPEMATCTBUIX, HaOmoAeHue 3a Toukamu uatepeca CI'YP, nepeceuenue ¢
JIPYTUM y3JI0M, U3BMEHEHUE COOCTBEHHBIX IMApaMETPOB U JIp.;

- IEUCTBUSI — PEILICHUS], IPUHATHIC Y3JIOM JJIs BHITIOJIHEHHUS 33]1a4, TOCTaBJICH-
HbIx niepen CI'YP, nannas BepiiriHa UMeeT CBS3M € y3710M, HHGOpMaIIMeil U mpocTpaH-
CTBCHHOM METKOM;

- KOH(JIUKTBI ¥ MOATBEPHKACHUS — IPU JOOABJICHHE HOBBIX BEPIIUH, UMEIOIIUX MPO-
TUBOPEUMSI C YK€ CYIIECTBYIOIIMMHU, JTOJDKHA (DOPMUPOBATHCS KOH(IIMKTHAS CUTYalusl U
HA00OPOT JAOJDKHBI ITOMEYAThCsl (PAKThI TTOTBEPIKICHHUS MMEOIIIUXCS CBEICHUH.

[Tpu BO3HUKHOBEHNH KOH(IMKTA MOYKET OBITH MTOCTPOEHO JAEPEBO Y3JIOB MPUYACT-
HBIX K 3TOMY WHIUJEHTY. J[aHHas CTPyKTypa MO3BOJUT MPOU3BOIUTH OIPEACIICHUE
aTak Ha OCHOBE M30MOpGhH3Ma MEXKTY IEPEBbSIMU HECKOJIBKUX MHIIMICHTOB. Takxke u3
Pa3TUYHBIX WHIIUEHTOB CTaTUCTUYECKA MOTYT OBITh BBIICICHBI Y3JIbI — UCTOYHHKHU
KOH(JIUKTOB.

3 3AKVIIOYEHHUE

HeundopmarnmonHoe Bo3nelcTBre — BU yIpo3, cleudUYHBIN st poOOTOTEX-
HUYecKuX cpeAcTB. Kiaccuueckue cpeAcTBa 3allliThl HE MPEIHA3HAYEHBI JJIS1 TAKUX
yCJIOBUM. 371eCh OblIa IPEJIOKEHA CTPYKTYpa, KOTOpas A0KHA 00eCTieunTh 0OHapy-
JKCHUE BHEIIHHUX BO3JICMCTBUM HA OCHOBE NOBEICHUS OTHAEIIBHBIX Y3JI0B, BBISBICHUS
AHOMAJIMM B UX NIOBEJICHUU U MIOMCKA UCTOYHMKA 3TUX OTKJIIOHEHUH. VIcTOUHMKOM MO-
JKET SABJIATHCS y3€J, ABJStoImMics yacTbto CI'YP, KOTOpBIN TOABEPrcsl HECAHKIIMOHHU-
pPOBaHHOM MOAU(PUKALNH, JIUOO MOITYUHII HOBPEKIEHUS B X0/I€ pelieHus 3aaad. Taxxke
MCTOYHUKOM MOJKET SIBJISIThCS cpefia, B KoTopol pyHkuuonupyet CI'YP. MoxHo nipea-
MOJIOKUTh, YTO €CIIM UCTOYHUKOM aHOMAJUU SIBJISIETCS Cpela, TO COOBITHS OyIayT
CTPYIIIUPOBAHBI B OMPEICTICHHBIX 00JACTAX M BO3JECHCTBUIO MOJABEPTHYTHCS pa3iny-
HBIE y3JIbl, HaXoasiuecs B 3Toit obsnactu. Takum 00pa3om, B cUCTEME pacueTa 10BEpUst
U penyTaluu JIO0JHKHBI OTPaXXaThCs HE TOJBKO y3ibl, npuHamiexamue CI'YP, Ho u
TOYKH, MPUHAJICIKAILUE OKPYKAIOIIEH cpesie. DT MOKAa3aTeNu T0BEpHUS K CpeJie MOTYyT
MCIOJIB30BAaThCs MPU IMOCTPOCHUM TPACKTOPUM IBHKEHUSI U PACIPEICIICHUU 3a1ad
MEXTy y3JIaMu JJIsl i30eranus BHEITHUX Bo3eHcTBUi. Elie oqHuM crmioco6oM npume-
HEHUs JIOBEPHUSI MOXKET OBITh Mepepacnpe/ie]IieHUe y3J0B JJI MPOBEPKU MOI03PUTENb-
HBIX 00bEKTOB. MOXHO BBIJIETUTH JIBA CIIOCO0A TIEpepacpeIeICHHs: y3€l ¢ BBICOKUM
YPOBHEM JIOBEPHSI MOXKET OBITh HAIpaBJICH B 00J1aCTh ¢ OOJBITUM KOJUYSCTBOM KOH-
(IUKTHBIX CUTYyaIUi 1JI UX Pa3pelIeHus], TU00 y3ell, SBISIOIMINICS ICTOYHUKOM MHO-
r'uX KOH(QJIMKTHBIX CUTYyallUi, MOXET ObITh MepeHarnpasiieH B 00J1acCTh ¢ APYTUMHU Y3-
JlaMU, UMEIOIIMMU BBICOKUI ypoBeHb JoBepus. Tak kak 3amurta CI'YP oT Henndopma-
IIUOHHBIX BO3JCHCTBUI BO MHOT'OM II0JIaraeTcsi Ha MEPEKPECTHYIO MPOBEPKY MEKIY
y3JIaMH, TO TAKUM 00pa3oM MOKHO C(POpMUPOBATH OOPATHYIO CBSI3b OT CUCTEMBI JI0BE-
pust k CI'YP ni1st noBbIIeHNST KOJIMUECTBA U KAYE€CTBA TUX MPOBEPOK.
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[O>xnb111 DenepanbHblii Y HUBEpCUTET, Taranpor, Poccus
kattea@mail.ru

AHHOTAIUS

PoGoToTexHMUEeCKHE CHCTEMBI Pa3IMYHOTO BUAa IPOHUKAIOT BO BCE C(Pephl KU3-
HEJICSATEIbHOCTH 4YeJIOBEKA. TeXHOJIOTUM HE CTOSIT Ha MECTE, MO3BOJIAIOT COBEPIICH-
CTBOBAThCS KakK pa3paboTurKaM, CO3/Ial0IIMM TaKHue CHCTEMBI, TaK U 3JIOYMBIIUICHHH-
KaM, KOTOPbIE€ aKTUBHO MCCIICAYIOT MpeajiaraéMble TEXHOJIOTUM Ha MPEeIMET HATUYUS
ySI3BUMOCTEM B CUCTEME U 3aT€M MCIIOJIL3YIOT JaHHbIC YSI3BUMOCTH C 1LIEJIbIO TTOTyYe-
HUS MaTepUaIbHON BBITOJIBI.

Hawnbonee yacto B mociieiHee BpeMsi Mbl CTAJIKUBAEMCSI ¢ MOOMIIBHOM pOOOTOTEX-
HUKOM, a UMEHHO: KBaJPOKONTEPHI, APOHBI, OCCITUIOTHBIC JIETATEIIbHBIC aNmapaThl UC-
MOJIB3YIOTCSl KaK B MOBCEIHEBHOM JKMU3HU, TaK U B KOMMEPUECKHUX IIEJAX, U, JaXe B
BOCHM3MPOBAHHBIX HAMpaBieHUsIX. Takke pacnpoCcTpaHEHbl TAKUE CUCTEMBI, KaK «yM-
HBIN JOM» WU «yMHBIN TOPO/I», HE OTHOCSIIUECS K MOOUIBHBIM.

KJIIOUEBBIE CJIOBA
Kpunrorpadusi, MmobusibHass poOOTOTEXHUKA, KOMIBIOTEPHBIE CETU, CEHCOPHBIC
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CCTH.

1 OB30P JIMTEPATYPBI

Cucrema «YMHbIH 1oM» [1] mo3BoJIsIeT 0OBEAMHUTH B ce0€ BCE BO3MOKHBIE CH-
CTEMBI )KM3HEOOECIIeUeHus, 3alIpOrpaMMUpPOBATh UX B3aUMOJIEHCTBUE MEX]Yy COOOH,
OCYILECTBIIATh KOHTPOJIb Ha/l JOMOM, HaOJII01aTh 3a JOMOM uepe3 MIHTepHeT uinu yaa-
JEHHOE BUIEOHAOIIOIEHUE C YUYETOM BCEX MOTpeOHOCTEN X03d1HA. M3 3TOro MOXKHO
clenaTh BBIBOJ, YTO OyJeT 00pabaThiBaTbCA BCEBO3MOXKHASI KOH(HIEHIIMATbHAS WH-
dbopmarus, mepeaaBaThbes Mo ceTh IHTEepHET, a TakkKe MEXAY BCEMHU JaTYUKaMU, pac-
IIOJIO’KEHHBIMM B JIOME, C IIOMOLIBIO, HAIIPUMEDP, CEHCOpHOU ceTh. Ha manHOM dTame
BO3HUKAET BOIMPOC 3AIIUIIIEHHOCTH TaKOW CHCTEMBI, KaKk 00€30I1acuTh BCE MOTECHIIN-
QJIbHO YSI3BUMBIE JTAHHBIE O JJOME, KOTOPbIE MOXKET MEPEXBATUThH 3JI0YMBINUICHHUK U
HaBpeINUTh UX Biazenbly. CHcTeMa «yMHBIA ropo» [2], O4EBHIHO, COAEPKUT BO
MHOT0 pa3 OoJibllle KOH(PUACHINAIbHBIX JaHHBIX, KOTOPBIMA MOXET 3aBJIaJETh 3J10-
YMBIIUIEHHUK, YTO MOXET HAHECTH YPOH HE TOJBKO OOJBILON Ipymie JItoJeH, HO U
TOpPOJCKON MH(PPACTPYKTYpE B LEIOM.

Yro kacaercs MOOMIBHON POOOTOTEXHUKH, TO PEUb MOXKET UATH 00 OJIMHOYHBIX
anmapaTtax ¥ rpynnoBoi pooboTorexHuke. ['pynmnoBas podoTorexHuka [3], uiu poit po-
00TOB mpeAcTaBisAeT cO00M KOJJIEKTUBHOE B3aUMOJIEUCTBUE YYACTHUKOB MEXIY CO-
OO0, IPHU 3TOM MOBEJEHUE KaKJOTO YUaCTHUKA PETYIUPYETCS B COOTBETCTBUHU C TIOBE-
JEHUEM JPYTUX YYaCTHHUKOB U OCOOCHHOCTSAMHM OKPY>KAIOIIEH X CpPeIbl.

Bce yyacTHHKM posi, Kak IPaBUIIO, B3aUMOJEHCTBYIOT IPYT C IPYTOM C TOMOILBIO
OECIIpOBOIHOM CETH, KOTOpasi MOXKET CTaTh OOBEKTOM B3JIOMA.

B pabote [4] onucbiBaeTCs MOACTMPOBAaHUE aTaKu HA OJIMH U3 aJITOPUTMOB B3au-
MOJEUCTBUSI MOOMIIBHBIX POOOTOB, TaK HAa3bIBAEMbI MypaBbUHBIA airopuT™. I1o mo-
JYYEHHBIM pe3yJibTaTaM MOJEIMPOBAHUS aBTOPbI BBISICHWIN, YTO B NIEPBYIO OUYEPEb
pealin3alyio 1aHHOTO aJIfOpUTMa HEOOXOAUMO JOIMOJHUTh MEXaHU3MaMHu HH(opMa-
LIHOHHOI 0€30IT1aCHOCTH.

2 CYHIECTBYIOLLIUE AONOJHEHUS MEXAHU3MOB BE3OITACHO-
CTu

OnHO W3 TJaBHBIX CYIIECTBYIOIMIUX JOMOJTHEHUH MEXaHM3MOB O€30MacHOCTH,
MPEIOKEHHBIX aBTOpaMHU padoThI [4] — 3TO MEXaHW3M 3aIllIUThl OT aHOMAJIUH, OT-
CJIC)KWBAHWE M BBISBJIICHHE BOSHUKAOIINX HE ICKIIAPUPOBAHHBIX CUTYAIIUH B CHCTEME.

Crnenytoias npobsiema cBsizaHa ¢ MpoOiaemMoit ayTeHThuduKauu poOoTOB B poe,
BO3HUKAET HEOOXOJAMMOCTh B YTOUHEHHH «CBOETO» WM «4Y>KOT'0» y4acTHUKA B poOeE.
[Tpu 3TOM anropuT™M ayTeHTH(HUKAIMK HEOOXOAMM HE TOJIBKO HA ATarie OpraHUu3aIiu
PO, CYIIIECTBYET IMMOTPEOHOCTH B MEPUOINYECKON ayTCHTH(PUKAIIMHA KITFOYCBBIX yJacT-
HUKOB TPYIIbI, TaK KaK OHK MOTYT OBITh CKOMIIPOMETHPOBAHBI 3JI0YMBIIIJICHHUKOM.
Kak u3BecTHO, mporiecc ayTeHTHU(UKAINK SIBISIETCS. JOCTATOYHO PECYPCOEMKHUM, TO-
ATOMY HE0OXOJaMMa TaKasi CXema, KOTopasi T03BOJIUT MOOMIHHBIM y4acT-
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HUKAM TPYNIbl TPATUTh MUHUMAJILHOE KOJMYECTBO DHEPTUU ISl ayTeHTU(UKAIUN
ApYT ApyTa.

Tak>ke aBTOpbI OTMEYAIOT HEOOXOJUMOCTh B JOTIOJHEHUU CUCTEMbI 3alIUTON OT
KOMITPOMETAIIMH KIIIOUel Mo MOOOYHBIM KaHalaM, B ClIy4ae €CJIM KTO-JIM0O0 U3 y4dacT-
HUKOB OKQ)KETCS BHE KOHTPOJIMPYEMOT0 niepuMmerpa. Eciin 310yMbIIIIEHHUK MTepexBa-
TUT JIETaTeJIbHBIN anmnapar, TO 3TO MO3BOJIUT MY MEPEXBATUTD KIIIOY, HAIIPUMED, CHSAB
JMarpaMMmy 3HEpronoTpedieHus.

3 BOSMOXHBIE BAPUAHTHI PEHIEHUA INTOCTABJIEHHBIX ITPO-
BJIEM

Hcexons U3 npOoaHAIM3WPOBAHHBIX BBILIETIEPEYHUCICHHBIX MCTOYHUKOB, MOYKHO
NPEIIOKUTh HECKOJbKO ITyTEH, MO3BOJSIOIIUX PELIUTh IOCTABIEHHBIE MPOOJIEMBI,
CBsI3aHHBIE C 0€30MACHOCTHIO POOOTOTEXHUYECKUX CUCTEM, B TOM YUCJIE U MOOMIIBHBIX
poOoToTexHuYecKux cucteM. Hexkoropslie mpo0iemMbl MOKHO PEIIUTh, HAIPUMED, C 10~
MOILBIO IPUMEHEHUS CXeMbI ToMOMOp¢Horo mudpoBanus [5] — cnocoba, Mo3BOJIAIO-
IIETO BBINOJIHATH Ha/l HU(PTEKCTAMU MaTeMaTHUECKHE OTIEpalK U MTOJIy4aTh 3aiud-
POBaHHBIN PE3yIbTAT, KOTOPBIN OYJET COOTBETCTBOBATH PE3Y/IbTATaM BBIIIOJIHEHUS TEX
K€ MaTeMaTU4YEeCKUX OIlepaliil HaJ OTKPBITHIM TekcToM. Ho riaBHast mpoGiema romo-
MOp(}HOTO HIM(PPOBAHUSA COCTOUT B TOM, YTO OH OTPEOIIAET MHOTO PECYPCOB, [TOITOMY
CYLIECTBYIOIIME CXEMbI HE MOTYT OBITh UCITOJIb30BAHBI B MOOMIJIBHON pOOOTOTEXHHUKE.

BTopsiM BapuaHTOM 3alIUThl MOOWJIBHBIX POOOTOB SIBIISIETCA MallOpecypcHas
kpunrorpadus. JlaHHblid BUJ IUPPOBaHUS UCTIONB3YETCS IS IIU(PPOBAHUS U, HATIPU-
Mep, XpaHeHUsl KOH(pHUIeHIHaTbHON nH(pOpMalMK B TaMATH po0O0Ta, KaK MPaBUIIO B
[IT13Y. Bce mpoueccsl 3amupoBaHus U paciinppoBaHus OCYUIECTBISIOTCS ¢ MUHH-
MU3aIMEN 3aTpaT SHEPrUH, YTO SBJISETCS YAOOHBIM M aKTyalbHbIM CBOMCTBOM. K co-
KAJEHUIO, MAJIOPECYPCHBIE aJITOPUTMBI HE PEIIAIOT IPOOIeMbl aBTOPU3ALMU, OHU HE
IIO3BOJIAT OINPEIEIIUTh YUACTHUKAM, KTO U3 HUX «CBOW», a KTO «4yx)oi». Ho ripu aTtom
IpU MPaBUIBHOM MMOAOOpPE KPUIITOrpapuuecKoro Kiroda B3JOM JIETKOBECHOI'O ajro-
pUTMa MOKET 0Ka3aThCs AJI 3JI0YMBIIJIEHHUKA CIUIIKOM TPYAOEMKOM 3a7a4eil U 3TO
HE TI03BOJIUT eMy niepexBaTuTh Xxpanumyto B [1I13Y cexpernyro nndopmariuto.
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AHHOTAIUA
B crathe paccMaTpuBarOTCsS HEKOTOpbIC 0a30BbIe TPEOOBAHUS K pa3pabOTKE CH-
CTeMbl cOOpa M aHanM3a UHAMKaTopoB kommpomeraruu (Threat Intelligence Platform,

TIP).

KJIFOYEBBIE CJIOBA

WNHukaTop KOMIIpOMETalluK, aHaIu3 Yrpo3, MHPopMarimoHHas 0€30MacHOCTb, IN-
dicators of Compromise, 10C, Threat Intelligence Platform, TIP.

1 TPEBOBAHUS K APXUTEKTYPE TIP

Cam mporiecc kubeppasBeKd MOXKHO OTOOpasuth B (popme IMKIIA, KOTOPBIH
BKJIIOYACT B ceOs 5 KIIFOUYEBBIX 3TarnoB [1]:

1) Ha srane rutaHupoBaHus yCTaHABJIMBAIOTCS 1EJIH, TPEOOBAHUS K MOJydaeMOit
nH(OPMAITUU U PACCTABIIAIOTCS IPUOPUTETHI.

2) Drtan cOopa BKJIOYACT B ce0s pa3IMyHbIC ITAIbI ACITSIBHOCTH 10 COOPY MH-
dbopmanuu 11 yAOBIECTBOPEHUS MTOCTABICHHBIX HA TIEpBOM dTarie neneid. Kpome co0-
CTBEHHBIX MCTOYHUKOB MH(OpPMAIIMK, HA ITOM 3Tale UCIOIb3YIOTCS M JIaHHBIE MPO-
BaiiiepoB Threat Intelligence, cpeiu KOTOPBIX MOKHO BBIACIMTH TAKWE KOMITAHUH, KaK
Group-1B, Palo Alto, ESET, Kaspersky Lab, FireEye u np.

3)Ha srtame 00paboTKM COOpaHHBIC HCXOJHBIC JaHHBIC HHTEPIPETHPYIOTCH,
TPAHCIUPYIOTCA U YHUPUIIUPYIOTCSL.

4) [ToaroToBKa JaHHBIX BKJIFOYAET B CeOs MPOIECC YTOUYHSHUS U CITUSHHS HHDOP-
Manuu, 00pabOTaHHOM Ha MPEbIAYIIEM dTare.

5) 3akT0YaroIMM 3TAaoM IUKJIa CTAHOBHTCS PaclpoOCTpaHEeHUEe HHQPOPMAIUU
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KOHEYHBIM MMOTPEOUTEIISIM, B POJTM KOTOPBIX MOTYT BBICTYIIATh KaK BHEIIHHUE MOTPEOU-
TeJM, TaK U coOcTBeHHbIE noapasneneHuss Ub B ¢unmanax, qouepHUX U 3aBUCHUMBIX
Ou3Hec-eAMHUIIAX KOMITAHUH.

Jlnst aBTOMaTH3alMKd 3TOTO ITUMKJIA MCIOJIB3YIOTCSl CIEUAIN3UPOBAaHHBIC ILIAT-
dbopmel — Threat Intelligence Platform (cokp. TIP).

Hexotopblie uHIMIEHTHI 0€30MaCHOCTH MOT'YT OBITh JJOCTATOYHO CIOXKHBIMH, TPEOy-
IOUIMMH PaCIIMPEHHOr0 aHainu3a U o0patHoro MHKuHUpUHTa. Korja Bce 3T 00pasiisl
cOoOpaHbl, TO pe3yJbTaT Ha3bIBAIOT WHAWKATOpoM KommpomeTarmu (Indicator of
Compromise, I0C). I0C — 310 aKTUBHOCTb H/WJTK BPEIOHOCHBI O0BEKT, 00HAPY KEHHBII
B CETH WJIM HA KOHEYHOH TOYKE, KOTOPBIA MOXKHO HICHTH(HUIIMPOBATH U, TAKUM 00pa3oM,
YIIyYIIATHh BO3MOYKHOCTH 110 OOHAPYKEHHIO OyIyIINX aTak.

B kayecTBe UCTOYHMKOB JAaHHBIX 00 MHAMKATOpax kommpometanuu TI-cucrema
JOJDKHA YMETh pacCMaTpPUBATh:

—uHdopmaruio oT npousBoauteneit C3U,

—MH(}OPMAIUIO U3 TPETHUX UCTOYHUKOB 00 00HApYKeHHBIX ya3BUMOCTAX B C3U,

—(ubl ¥ TBUTEP-KaHAJBI (B T.4. VIS MPEIBIAYIINX HCTOYHUKOB) UCCIeA0BaTeNeH
YSA3BUMOCTEM,

—OSINT u IOC ¢uns! (B popmare OpenlOC, STIX/TAXII),

—poccuiickue mnoanucHele ¢uasl ['ocCOIIKA, ®unllEPTa, Kacnepckuii,
BI.ZONE, Group-IB,

—0a3wl curaaryp (Snort-style, ET-open, Talos),

—Telegram-kananst u popmupoBanue I0OC aHATUTHKOM,

—npoBepka B Sandbox unu VirusTotal u popmuposanue [OC ananutukom,

—JaHHBIC KYPHAJIOB PETUCTPAIIMH COOBITHH (CUCTEMHBIC U CETEBBIC) — TIPEeI0Opa-
0otka/arperamus punabTpamu, Gopmupoanue [OC aHaTUTHUKOM.

B kaudectBe Open Source penieHusi, KOTOpoe MOXKET CIIYKUTh TOYKON cOopa, ar-
perupoBaHus U 00padOTKHU TAHHBIX, MOTYT BBICTYNATh:

1. GOSINT [2]. Pemenne mo aBTOoMaTu3aluu cOOpa, MPOBEPKH HHIUKATOPOB
KOMITPOMETAIINH U UX TIepeiaue B CUCTEMY 00pabOTKH.

[IpeumyiiecTBa - OTKPBITHIM KOJI, HEOTPAHHUYEHHOE YUCIO HUCTOYHUKOB, TO/I-
neprxka APl (Cisco Umbrella, VirusTotal, Twitter API), Bo3MOXHOCTB [Ia0TOHH3AIHH
npoBepku noaydeHHbix |0C, KoHCOBIO yITpaBaeHus Ha JavaScript.

Henocratku - perymspasie o0HOBIsseT GOSINT, HeoOX0AUMOCTh TOIICPKKH.
CnoxHocTh ¢ ucnonszopanueM B KNUH.

2. Spiderfoot [3].

[IpeumyinecTBa - mpexHa3HAYCH JJII cOOpa MHGOPMAIIMH O TIOI03PUTEIBHBIX Bpe-
noHocHBIX |P, aBTOMaTH3upyeT cTaauio coopa nuHdopMaIuy 1o ueau At 000TaieHus
IOC. Coxpanenue pesynbratoB B SQLite. [Toap3oBaTenbekuii HHTEpQEiic OCHOBaH Ha
BeOe. MonynbHOCTb. JIt000H 3aKOHUYEHHBIN (DYHKIMOHAN - MOAYJb, HATUCAHHBIN Ha
Python. Busyanu3ainus. BerpoeHnas Bu3yanusaiusi, OCHOBaHHast Ha JavaScript, Bos-
MoxHOCTh dkcriopra B GEXF/CSV nns ucnonb3oBaHus B IPYrUX HHCTPYMEHTAX,
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Hanpumep, B Gephi.

Henocrarku - opuenTupoBaH 0oJibliie Ha cO0p MHGOPMALIMH C IIEIEBBIX aJIPeCcoB
U TIOMCK YSI3BUMOCTEH, a HE Ha paboTy ¢ pugamu.

3. Apache Metron (Cisco OpenSOC) [4]. ITnardopma ais aHaau3a OOJIBIINX JTaH-
HBIX B 00J1acTH KHOEpPOE30MacCHOCTH.

JIoCTOMHCTBA - arperupyeT HeCKOoJIbKo Open-source pemenwuit mo Threat Intelli-
gence, Bxiarouas Flume - pacnipeneneHHblli KHCTPYMEHT I COOpa U arperaiuu 00J1b-
X 00BEMOB JIAaHHBIX U3 Pa3HBIX HCTOYHUKOB B pa3HbIX dopmarax (Syslog, SNMP,
Netflow, JMS, HTTP, daiinsr, PCAP u 1.1.), Kafka, Storm, Elasticsearch n npyroro
[1O nnst opranM3aiy napaiebHON 00pabOTKH U MOUCKA MO COOOIICHUSIM.

HenocraTku - OONBIION CHOKHBIA MPOEKT, BKIIOYAOIIUN B T.Y. U3JIMIIHUE JJIS
Harel 3agaun QyHkiuu. [loTeHnmransHo 00bIas CII0KHOCTh OCBOCHHS.

B nenom, Mbl cuutaeM onTuManbHeIM BeiOOpoM mpoaykT GOSINT.

Jly1st cOopa TaHHBIX MBI TIPEIJIaraeM CIIeIYIOIINe PEeIICHUS:

— BBoj AaHHbIX yepe3 API (Cisco Umbrella, VirusTotal, Twitter API, npyrue
API),

— apcuHr (HUIOB,

— aBTOMATHYECKHI BBOJI IaHHBIX, COOPaHHBINA C CAUTOB C TOMOIIBIO KPayJIepoB,
MOCTPOEHHBIX Ha Scrapy,

— PYYHO BBOJI JaHHBIX, COOPaHHBIX.

2 BEPUOUKALIMSA 10C

Cuctema TI TpeOyeT mpoBeAeHUs TPOBEPKU COOOIIEHUS U COJIEPKUMOI0, U MO-
JKET TIPEIOCTABIIATh ABTOMATU3MUPOBAHHYIO MTPOBEPKY, HHCTPYMEHTAPHH JJIT PYUHOU
MIPOBEPKH, WJIM 00a BapUaHTA.

CymiecTByeT psigi HEOOXOIUMBIX IIIaroB MPOBEPKH, KOTOPHIE HEOOXOIUMO BBITTOJ-
HUTB, IPEXKJIC YEM MCTIOIB30BaTh MHINKATOPHI, TOJTYYEHHBIC IPU PYYHOM OOMEHe. DTH
[Iard TakKe MOTYT OBITh MPUMEHEHBI K aBTOMaTHYECKON 00paboTKe.

Boripocsl, Ha KOTOpBIE HAZ0 MOJIYYUTH OTBETHI MPU BepUdUKAITUU COOOIICHUS 00
10C [5]:

1. ITpoBepka UCTOYHUKA COOOIIEHUS - aBTOMATHYECKHU.

2. Ceszatnes ¢ ornpaBurenieM |OC o otnensHOMY KaHay CBSI3H - pyKaMu

3. [Iposepka nenoctaoctu coodbmienus ¢ |OC — apTomaTuuecku

4. K xakoi KOMIIaHUM (TeKYIIEeH I UCTOPUUECKOI) MO pacpoCTpaHEHUIO MaJl-
Bapu oTHOcsTCs nojaydeHHbie |OC — apTomMaTHyecku, MOUCK - TI0 KJITFOYEBBIM CJIOBaM,
+ py4Has

5. OtHocutcs u 1OC Kk 11eneBbIM CEKTOpaM, B KOTOPbIE BXOJAUT OpraHu3aIusi? —
aBTOMAaTHYECKH + pyKaMHU

6. KakoB ypoBensb ciioxxHocTr aTtaku? Y s3pumocta [10 wim conmanbHas HHXKEHe-
pust/(pUIIUHT - BpYIHYIO

7. llenb 3M0YMBITTUICHHUKOB - HAPYIIUTH PA00Ty WK Kpaka KOH(MUIESHITUATHLHOM
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uHdopmaruu? Bpydnyio

8. Eciiu paccmatpuBaercs Heckoiabko |OC - ecTh U CBS3b MEXKAY WHIUKATO-
pamu? JIomKHBI I OHU OBITH OOBEAMHEHBI UJIM UCITIOIb30BAaHbI KaK OT/ENIbHbIE 00b-
€KTbI? ABTOMaTUYECKH C JOMOJIHUTEIILHON PYyYHOU MPOBEPKOI

9. Kakue BpeMeHHbIe paMKH MpuMeHstoTcs? Heo6XxoauMo U UCoab30BaTh ap-
XUBHYIO HH(MOpMaIUIO? - aBTOMaTHYECKU

10. CymecTByeT Jin KOHKpETHas cpejia A IPAKTUYECKOTO MPUMEHEHUS MHIUKA-
TopoB? HeoOXoAnMOo 11 UX TPOBEPUTH B IECOYHHUIIE, HA pa0OYHMX CTAHIUAX, CEPBEpPax
WIN OTIPEICNICHHBIX YCTPOMCTBaX, UM ceTsAx? BpyuHyro, MOXHO MOMpoOOBaTh aBTO-
MaTHUYECKH 10 aHAIHU3Y COOOIEHUS

11. KakoBa oxugaemasi peakiiis Ha HHIAKATOP — OJIOKUPOBAHUE/ U0 JTHO0
JIOTIOIHUTEIBHBINA aHanu3 noBeaeHus? biokupoBaHue BpY4YHYIO C JOTOIHUTEIHHOU
MPOBEPKOI NCTOUHMKA, AHAIN3 TIOBEJICHHS — AaBTOMATHYECKH.
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ABSTRACT

In this article, the application of VLC technology based on the use of visible opti-
cal radiation for information transmission is considered. The relevance of using the
technology under consideration while providing secure data transfer is justified.

KEYWORDS
Information security, visible light, technology, transmitting data, confidential
data.

1 INTRODUCTION

The transfer of information using Wi-Fi networks in organizations is one of the
most vulnerable places for unauthorized access by attackers to information. The VLC
(visible light communication) data transmission method is considered as one of the ap-
proaches to solving the problem of high vulnerability of a corporate network.

2 STRUCTURE OF VLC TECHNOLOGY

The basis of VLC technology is an open optical communication system in which
the transmitting module is mounted in the lighting system of the serviced room [1, 2].

The principle of VLC technology in a room that requires an increased level of
information security shows on Figure 1.

Figure 1: The principle of operation of VLC technology indoors (1-transmit-
ting module; 2-receiving module)

Proof. In the process of using Wi-Fi networks, the potential risk zone can be 10-
30 meters.

Using the organization of a corporate network based on VLC technology, you can
reduce such zone to several meters. The structural diagram of the VLC-system is shown
in Fig. 2.
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Figure 2: System block diagram implementing VLC technology

The transmitting module consists of a matching device, which converts the param-
eters of the input digital signal to parameters suitable for controlling the LED block
using the corresponding control device.

Thanks to the photodetector, the optical signal is converted into an electric signal
in the receiving module on the subscriber unit and amplified by power through a signal
amplifier. The high-pass filter (HPF) allows you to get rid of unwanted noise. The com-
parator is installed at the circuit output to convert the analog signal to digital.

Thus, the method of signal transmission based on VLC technology is potentially
more relevant than existing Wi-Fi solutions in terms of information security and can
form the basis of a secure corporate network.
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AHHoTanus. Pemaercs 3agauya GopMUpOBaHUs NPUHLIUIIOB TOCTPOSHUSI UHTEI-
JIEKTyaJIbHBIX CHCTEM YIPABIICHUS AESATEIBHOCTBIO CUCTEM OOHAPYKEHHUSI aTak Ha 0ase
CHUCTEMHO-KOHIIENTYAJIBHOTO IMTOAX0JA C MCIIOJIb30BAaHUEM IPUHINIIA MUHAMAIbHOU
CJIOXKHOCTH.

KuaroueBble ciioBa. HTeEeKTyalbHbIE CUCTEMBI YITPABIICHUSI 3aIllIUTON UHMOP-
Malliu, HeUPOCETEBbIC CUCTEMBI OOHAPYKEHUS aTaK, MPUHIIUIT MUHUMAJIbLHOM CJIOKHO-
CTH.

Ha ocHOBe cuCTEMHOI0 10/1X0/1a K MPOEKTUPOBAHUIO CUCTEM 3aIUThI HH(OpMa-
uuu [1], a Takke aHaIM3a METOAOB, AITOPUTMOB U MEPONIPUATUNA UHTEIVIEKTYaJIbHOTO
MPOTUBOOOPCTBA 3JIOYMBINLJICHHUKOB U CIY>KObI 3amuThl uHhGopmanuu B ACO/] [2]
MO3KHO C(hOpMYJIMPOBATH 0a30BYIO MOCJIE0BATENLHOCTD IPUHIUIIOB IIOCTPOEHUS MEp-
CHEKTUBHBIX MHTEJJIEKTYaIbHBIX CUCTEM YIIPABIICHUS AEATEIBHOCTBIO PA3JIMYHBIX CH-
cteM oOHapykeHus arak (COA).

B nacTosiniee BpeMsi, OTHUM U3 MEPCIIEKTUBHBIX HAMPABICHUH SBJISIETCS HAMPAB-
JeHHe pa3pabdOTKH CHCTEM 3aIlUThl HHGOPMAIMM HAa OCHOBE HEHPOCETEBBIX CHUCTEM
OOHapyKEHMsI aTak U MEXaHW3MOB HCKYCCTBEHHBIX MMMYHHBIX CHUCTEM, KOTOpas Xa-
PaKTEPU3YETCA MEPEXOAOM OT apaAUTrMbl aJallTUBHOIO PA3/I€IbHOTO YIIPABIICHHUS JIe-
AarenpHOCThI0 COA K mapaJurMe HHTETPUPOBAHHOIO MHTEIIEKTYAIBHOTO YIIPABICHHUS
Ha Oa3ze cucremHoro nonaxona [3,4,5,6]. Ha ocHoBe aHamn3a MPHUHIUIIOB, METOIOB U
ITOPUTMOB TIOCTPOEHHMSI HMHTEIUIEKTYaJIbHBIX cucTeM yrpasieHuss ACOJ/l Mo0xkHO
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copMynupoBaTh 6a30BYI0 KOHIIETIIMIO TOCTPOCHUSI IEPCTIEKTUBHBIX MHTEIIIEKTYalb-
HBIX CCTEM YMPaBICHUS 3aIIMTON HHPOPMAIINH, OCHOBAHHYIO HA MPUMEHEHUH OCHO-
BOIIOJIATAOIINX CUCTEMHBIX ITPUHIIUIIOB:

Cdhopmynupyem nepedyeHb 3TUX OCHOBHBIX TPUHIIUIIOB:

1) npuHLKI TOCTPOEHUS €INHON UHTETPUPOBAHHON HHTEIIEKTYIIbHOU CUCTEMBI
yIpaBiIeHUS 3aIUTON HHPOPMAIIUN OT HECAHKIIMOHUPOBAHHBIX aTaK KaK BO BHEIIHEH
30HE 3alllUThl, TAK U BO BHYTpeHHEH 30He 3amuThl nHpopmanuu B ACO/L, mo crangap-
TU3UPOBAHHBIM TEXHOJIOTUSIM 00paOOTKH MH(POPMALIUH Ha Pa3JINYHBIX ATAIaX )KU3HEH-
Horo 1ukia ACO/I. st KOppeKTHOM NOCTAHOBKY U PELICHUS 3a/1a4 TPOECKTUPOBAHUS
UHTETPUPOBAHHBIX CUCTEeM 3amuThl uHpopMmaruu B ACO/], B paMKkax mpeaioxKeHHON
B [1,2] xoHuenuuu, Tpedyercs pa3paboTka YHUBEPCAIBHBIX MOJENEH, aITOPUTMOB U
METOJIMK CHUCTEM YMpaBICHUS 3alIUTON HH(OpMaIK, 00eCeUNBAOIINX MUHIUMH3a-
LIAIO CJIOKHOCTH MPOEKTHBIX PELIEHUH Ha OCHOBE SHTPOIIMWHOIO MOAX0Aa K OLEHKE U
ONTUMU3ALIMN TIOKa3aTesel 3alUIIEHHOCTH HH(OPMALUU U CJIOKHOCTU alIrOPUTMOB
yIpaBJICHUS 3alIUTON HHPOpMALIUHL.

2) IpUHIIMI COTJIACOBAHUSA PEKUMOB PaOOTHI BCEX MOJCUCTEM YIIPABIIECHUS 3allH-
TON MH(OpPMALUU MIPU YCIIOBUH BBINOJHEHUSI KOHIIENTYaJIbHBIX TPEOOBAaHUS K OCHOB-
HbIM KOHCTPYKTHUBHBIM 3JIEMEHTAaM CHCTEMBbI YIpaBICHUS 3allluTol mHpopMaluu, a
MMEHHO TIOJTHOTHI BBIIOJIHAEMBIX (DYHKIIUH yrpaBiIeHUs 3allUThl, a€KBaTHOCTHU 3aja4
YIPaBJIEHHUS 3aIUTON, HAEKHOCTU CPENCTB YIIPABIICHHS 3aIUTON U aJallTUPYEMOCTH
K U3MEHSEMOW BHEIIITHEW U BHYTPEHHEN CPEIE.

3) ONpUHLMI UepapXUYECKO OpraHu3aluy 00pabOTKH MOCTYMAIOIIMX 3alpOCOB B
ACO/I, o3Ha4arOmui NOCTPOCHUE CUCTEMBI YIIPABJICHUS JJI1 OTPAKEHUS aTaK U3BHE C
nomotibio COA, T.e. Ha 3Tane MOCTYIUICHUS 3alpOCOB Ha 00pabOTKY, TaK M Ha HTaIle 3a-
BEPLICHHUS X 00paOOTKH C MOMOIIIBIO TPOLECCa MOHUTOPUHTA COCTOSHUSI CUCTEMBI [TOCTIE
00paboTtku 3anpoca. [Ipoliecc MOHUTOPUHTA OCYIIECTBIISIETCS C LIENbIO BBISIBICHUIO HE-
OOHApPY>KEHHBIX 3JI0YMBIIUIEHHBIX aTak. JDTO O3HAYaeT MOCTPOEHHE MHOT'OYPOBHEBOM
UEePapXUYECKON CUCTEMBI YITPABIIEHUS C pa3JIelIEHUEM (JIEKOMIIO3ULIMEN ) €€ HAa YPOBHH BO
BCEX THUIIOBBIX CTPYKTYpHbIX KommoHeHTax ACO/l, ornuuaroniyecs BbIOOPOM LieJei
yIpaBJIE€HUs, CPEACTBAMU U METOIAMH peasTM3allui. A IMEHHO Ha CJIEIYIOIUe YPOBHH: 1)
YPOBEHb IIAHUPOBAHMSI, 00ECIIEUNBAIOIINI BEIOOP CPENICTB U MEXAHU3MOB YIIPABJICHHUS
UCXO/S U3 TEKYIEH CUTyalluu B YCJIOBHUSIX HEOMPEAEIEHHOCTH; 2) YPOBEHb KOOPAMHA-
1K, 00ECTICYMBAIOIINN aaNTalMI0 XapaKTEPUCTUK 3alUIIEHHOCTH UHPOPMAIH K 13-
MEHEHUSIM BHEUIHEW U BHYTPEHHEH cpelibl, KOOPAMHALIMIO Pa0OThI MOJICUCTEM HIKHETO
YPOBHS ¥ PEKOH(UTYPAIHIO ITUX MTOJICUCTEM IPU U3MEHEHUH CUTYaIlUU YIIpaBJIeHuUs; 3)
WCTIOJTHUTEBHBIN YPOBEHb, 0OCCTICUMBAIONINI aKTUBHOE YIIPABIICHHUE 3aIIUTON WH(POP-
Mallyy MPH NOJHOM U JUHAMUYECKOM B3aUMOAECUCTBUHU CITYKOBI 3aIIUThI HH(OOPMAIIIH C
MOJICUCTEMaMHU 3aIUThl THPOpMAIK BO BeeX pexkumax GyHkironupoBanust ACO/];

4) mpUHIIMI KOMIUIEKCHOTO TPUMEHEHUH KaK CTAaHJAPTHBIX METOAO0B YIPABICHHUS
3alMTON MH(OPMAIIMK, TaK U HOBBIX METOJ0B MHTEIIEKTYaJIbHOTO YIIPaBICHUS 3allH-
TON MH(pOPMAIIMK HA OCHOBE HEMPOHHBIX CETEM, HEUETKOW JIOTUKHU, TeHETUUECKHUX aJl-
TOPUTMOB M Jp. TOJIararoluidi BbIOOp HauOosiee MPOCTOM CTPYKTYpPbl aJITOPUTMOB
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YIPABJICHHS 3aIIUTON MHGOPMAIMH C YYETOM U3MEHEHUs 3aluIEHHOCTH nHpOpMa-
IIMU ¥ YCIIOBUH 3aIIUTHl HHPOPMALIUY;

5) IpUHIIUIT MUHUMAJIBLHON CJIIOKHOCTH [7], mpeanoararoniuii BIoop Hauboiee
MPOCTON CTPYKTYpPbl AJITOPUTMOB MHTEJUIEKTYaJIbHOTO YIPaBIICHUS 3aIllUTON MHPOP-
Malliy C Y4€TOM U3MEHEHHS PEKUMOB pabOThl CUCTEMBI 3aIIUTHI MH()OpPMAIUK, BHEIII-
HUX U BHYTpeHHUX ycioBuil ¢pyHkuuonuposanuss ACOJl npu onTuMaibHOM UCIOJIb-
30BaHUM OPTaHU3AIMOHHBIX, HTHHOPMAIIMOHHBIX, TUHIBUCTUYECKUX, AMIMApPaATHO-TIPO-
rPaMMHBIX, HOPMAaTHUBHO-TIPABOBBIX U BBIYUCIUTEIBHBIX PECYPCOB CUCTEMBI YITpaBJIc-
HUSL.
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AnHoTanus. [IpuBoguTCs aHaIM3 TAKOTO COBPEMEHHOTO (PeHOMEHa, Kak nH(OpP-
MalMOHHbIE BOMHBI UM KHOEPBOMHBI. BISABIAIOTCS OCOOEHHOCTH UX BEICHUS U MPH-
BOJIUTCA NIEpEUEHb 3a7a4 AJIs1 00eCIeUeHUs 3alUThl U PEJOTBPAIICHHUS.

KuroueBnble ciioBa: kubepBoitHa, nHDOpMaIMOHHAs BOWHA, KHOepaTaku, Kuodep-
MPOCTPAHCTBO, 00ecriedeHne KnbepOe30macHOCTH.

KubepBoiina - nuiiib 0HO U3 MPOSBICHUNA WHHOPMAIIMOHHON BOWHBI, MOTyYHB-
I€€ B CBSI3U C PacIIUPEHUEM BUPTYAIbHOTO MH(GOPMAIMOHHOTO MPOCTPAHCTBA (KU-
OepIpoCTpaHCTBA) BCE MPaBa Ha CAMOCTOATENLHOE CYILIECTBOBAHHUE.

TepmuH «uHQOpMaIMOHHAS BOMHAY» TOCTATOYHO MOJ0. OH NOSIBUJICS B HA-LIEM
JIEKCUKOHE NPHUOJIU3UTENLHO B cepelnHe cemuaeciaThix. Ha 3amane oTmom TepmuHa
«MH(pOpMaLIMOHHAsI BOIHA» Ha3bIBAIOT ydeHoro-(gusuka Tomaca PoHa, KOTOpBIA B
1976 (pasrap «X0J0HOUW BOWHBI») Ha3BaJl HHPOPMAIIMIO CAMBIM CJIA0BIM 3BEHOM BO-
OpPY>KEHHBIX CHJI U 0OOPOHBI.

[Ton nHpOpMAITMOHHON BOWHONW MHOTHE IMOHUMAIOT BEACHUE NEUCTBUN MPOTHB
UH(GOPMAILIMOHHBIX CUCTEM M COBPEMEHHBIX MH()OPMALMOHHBIX TEXHOJOTUH C ITOMO-
IbIO BCE TEX )K€ MHPOPMAIIMOHHBIX CUCTEM U TeXHOsoruil. Bo3moxkHo, cinenyer pac-
cMaTpuBaTh MHPOPMALIMOHHYIO BOMHY HEMHOTI'O IIIKMpPE: B Ka4ecTBe HHPOPMAIIMOHHOTO
OpY>KHsl MOKET BBICTYNATh U Ae3uH(pOopMaIus IPOTUBHUKA, U BEJICHUE HAIIPaBICHHON
IIpOIIaraspl.

OnHo w3 ompeneneHuii HHGOPMAIMOHHON BOMHBI rnacuT: «HpopMannoHnHas
BOMHA COCTOUT U3 IEUCTBUM, IPEANPUHUMAEMBIX 1JI51 TOCTHKEHUSI UH(POPMAIITMOHHOTO
MPEBOCXOACTBA B 00€CIEUEHNN HAIMOHAIBHOW BOEHHOM CTpaTeruu MyTEeM BO3JEi-
CTBUS Ha UH(OPMAIUIO U UH(OPMAIIMOHHBIE CUCTEMbI IPOTUBHUKA C OJJTHOBPEMEHHBIM
YKpEIUICHUEM U 3alIUTON Halleil cCOOCTBEeHHON nHGOpMalKi U MHOOPMAITMOHHBIX CHU-
crem» [1].

CeronHsi BHUMaHHE B OCHOBHOM HAIIPaBJICHO HA BCEBO3MOKHBIE YSI3BUMOCTH CH-
CTEM, TO U JIeJI0 BOZHUKAIOIINE B YCIOBUAX BO3pacTarouieil nH(popMaTu3aluy NOJIUTH-
YeCKOM U BOEHHOMH c(hepbl COBpeMeHHOTro rocyaapctBa. O0beKTaMu, HHTEPECYIOIUMHU
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BOCHHBIX, CTAIH JI00bIe HH(POPMALIMOHHBIE CHCTEMBbI, BKJIIOYAs TUHUH Tepeaay, HH-
(dbopMalOHHBIE IEHTPBI, JIFOJIeH, CBSI3aHHBIX C TAKUMH OOBEKTaMU, U MHGOPMAIIMOH-
HBIE TEXHOJIOTHH, UCIIOJIB3YIOIIHNECS B COBPEMEHHBIX CHCTEMAaxX BoopyxkeHus. CocTos-
HUE COBPEMEHHON MH(GPACTPYKTYphl TAKOBO, UYTO JaXKe HE3HAYUTEIHHOE M3MECHEHHE
MH(OPMAIMOHHOTO OOBEKTa MOKET MPUBECTU K BBIXOJY U3 CTPOSI BCEH CUCTEMBI.
Hampumep, B aHepreTrke 0JI0KMpOBaHUE HHPOPMAIIMOHHBIX IIEHTPOB MOKET MOBJICUb
3a cO0OM, eClI HE AJIEpHYIO KatacTpody, To, 10 KpaitHel Mepe, peKpalieHue nogaqu
AIIEKTPO3HEPTUH B TOPOAA UITU LEbIE PAlOHBI.

Jlyist mpeaoTBpalieHus MoI00HBIX TEHCTBHM HEOOXOAMMO CTPOUTH M MIOCTOSHHO
MOIU(UIIMPOBATH CUCTEMBI 3aIIUTH WHGOPMAIMOHHBIX pecypcoB. OHAKO HEKOTO-
pBIe TOCYIapCcTBa, TOMHS O TOM, YTO JIy4iliasi 000pOHa - 3TO HamaJIeHue, He OTPAHUYH-
BAIOTCS PA3BUTHEM ITACCHBHOM COCTABIIAIONICH HH(POPMAITMOHHOM 3alTU-ThI, CO3/IaBast
crielMaibHble BOEHHbIE (POPMUPOBAHUS AJI MIPOBEACHUS KMOEpaTak Ha MHPOpMaLU-
OHHBIE CUCTEMBI MPEANOIaraéMoro NpoTuBHUKa. Tak, UHTEpechl BOCHHBIX BCE OOJIbIIE
NEePEMEIIAIOTCS U3 PeaJIbHOr0 MUpa B KUOEPIPOCTPAHCTBO.

KubepBoiiHa ocHOBaHa Ha JEHCTBUAX, HAMPABIEHHBIX HA YHUUTOXKEHHUE, OJIOKH-
poBaHue WM MoauuKalrio WHOOPMAIMU TEIEKOMMYHHUKAIIMOHHBIX CHUCTEM. JTO
BOITHa 0€3 NPSIMBIX YEJIOBEUECKUX JKEPTB: 31€Ch HE BCTPEUAIOTCS apMHUU, HET PYKOIIaIl-
HBIX, HET paHEHbIX. [[pOTUBHUK MOXKET 10 ONPEIEIICHHOM MOPHI AK€ HE JOTaIbIBATHCS
O TOM, YTO BOIHA IPOTUB HETO B ITOJHOM pasrape.

KubepBoiiHa agomuia v 10 COUUAIbHBIX CETEH, MOJIb30BaTENI KOTOPBIX HHTEPECY-
I0TCS MOCTEAHUMU COOBITUSIMU, TPOUCXOASIIMMH B Mupe. IMEHHO TaMm BemyTCs aK-
TUBHbIE UH(POPMALIMOHHBIE 00U, HAIIPABJIEHHbIE HA U3MEHEHHE CO3HAHMS YEJIOBEKA C
TE€M, YTOOBI OH Ha4aJl CTAaBUThH MOJI COMHEHUE MHTEPECHl U MO3UIMIO BIACTEU CBOEH
cTpanbl. Hepenko a1 3Toro B cCouualibHbIe CETH BOPAChIBAETCS IPOBOKALIMOHHAS J1€3-
uH(popmarus.

HeszaBrcuMo OT BUJ1a aTaku, IOYTHA HUKOT/1A HEIB35I TOYHO BBISICHUTH, KTO UIMEHHO
BBICTYTIA€T OPTaHU3AaTOPOM KHOEpyaapa: Xakepbl-OJJMHOYKH, OPTaHU30BAHHbIE XaKep-
CKHUE TPYIIIbI INOO TOCYIapCTBEHHBIE CTPYKTYPHI.

ApceHai KuOepBOMHBI COCTABIISAIOT «U3SIIIHBIE» (POPMBI BOOPYKEHHUS: pa3InUHbIC
BUJIbl KOMIIBIOTEPHBIX aTaK, MO3BOJISIOLIUE TPOOPATHCS B aTaKyeMYIO CETh, KOMIIbIO-
TEpHBIC BUPYCHI, TO3BOJISIOMINE MOAUPHUIIMPOBATh M YHUUYTOXKATh HH(POpMAIUIO (JaH-
HBIE WJIM TTPOTPAMMBbI) WM OJIOKUPOBATH pa0OTY BEIYMCIUTEIBHBIX CUCTEM.

U »10 opyxkue odensb aemieBo. Kubepopyxue mo3BoJISIET 3HAYUTEIbHO CHU3ZUTD
BOEHHBIE PACXO/Ibl, TAK KAK KOMIIBIOTEPbI HAMHOTO JIeIIeBJIE Kopabieil u caMoJIeTOB, a
yCHENIHbIE ONEepalliy Ha 3JIEKTPOHHOM T0Jie 00 € JINXBOM OKYIIAT 3aTPaThl HA 3aLUTY
COOCTBEHHBIX HH(POPMALIMOHHBIX PECYPCOB.

KubepBoitHa gaeT BO3MOXKHOCTh BEICHUSI BOCHHBIX JCHUCTBUM MaJIbIMU CUJIAMH,
KOTOpbIE K TOMY K€ MOTYT ObITh pacmpenesieHbl (JIeLeHTPaTIN30BaHbl) U TIIATEIbHO
3aMaCKHpPOBaHbI, CYLIECTBEHHO 3aTPYIHSS TEM CAMbIM UX OOHAPYKEHUE U YHUUTOXKE-
HUE.
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KubGepBoiina — 310 BoiiHa 0e3 rpaHull. ATaku B HEll MOTYT BECTHCh KaK C TeppH-
TOPUU HaMaJarolIero, Tak U ¢ APyrux (BOBCE HE CMEKHBIX) TEPPUTOPUIA.

BoNbIIMHCTBO CHENMATUCTOB MPEACKA3bIBAIO HA4yallo BPEMEHM KUOEpPBOIH
Tosibko B XXI Beke [2], 0lHaKO, OHU BEOYTCS YK€ CEroJHs, MMyCKall MoKa eIlle HE B
MmaciiTabax, ONMCAHHBIX B pse NPOU3BEACHUN nucareneii-gpanractoB. boesrie neil-
CTBUS, pa3BepHyThle Xakepamu mnpotuB crpaH HATO, nmokasamu, 4to OOBSABICHHE
BOITHBI IIepecTaeT ObITh IPEPOraTUBOM rOCy1apCTB U MPaBUTENLCTB. Ee MOXKeT HavaTh
KaK MaJleHbKas IpyIla JJAeH, TaK U OJJUH YEJIOBEK.

s obecrieueHns: KnOepOE30MacHOCTH CTpaHaM HEOOXOAMMO BCEMEPHO pa3BU-
BaTh TEXHOJIOTMU MHTEPHET-PAa3BEIKH U Pa3BEIKH IO OTKPHITHIM HcTOUHUKaM (OSINT)
JUIS pEIIeHUs] MPAKTHUECKUX 3a/7a4 cOopa U aHAIMTUYECKOH 00pabOTKU ONepaTHUBHO
3HaYMMOW HH(OPMAIIHH B UHTEpECcax Mo ipa3aesieHuil kKuoepOe30MmacHOCTH pa3INuHbIX
BeJIOMCTB. J1J1s1 3TOro TpeOyeTcsi COrIacOBaHHOE PEIICHHUE CIEAYIOMINX 3a/1ay:

— obecrieueHne CKpbITHOCTHU NpucytcTBus B Cetu;

— cOop uHpopmaiuu u3 riryouHHoro («ceporo») MHTEepHETa, a TakKe U3 COIU-
IBbHBIX CETEW: CIelHAIU3UPOBAHHBIE MHCTPYMEHTHI MOKCKa, Oazupyrommecs B 00-
JaKe, MO3BOJISIOT BECTH JOJITOCPOYHOE CKPBITOEC HAONIOJAEHUE 32 3aJJaHHBIMU CETe-
BBIMHU pPeCypCcCaMu;

— aHanu3 npoduiieil moyib30BaTesie B COIMATIbHBIX CETAX: JIETAIbHBINA MOBEACH-
YEeCKUIl aHaJIU3 HAa OCHOBE MPHUHIIUIIOB IICUXOMETPUH MO3BOJISIET BBISABIATH M10JIb30BA-
TeJe! ¢ 3aJaHHBIMH IICUXUYECKUMH CBOMCTBAMU U OTKJIOHEHUSIMU (CKJIOHHOCTD K aJl-
KOTI'OJIF0 M HAapKOTUKaM, >KECTOKOCTb, CYWLHJAIbHbIE HAKIIOHHOCTH, 3KCTPEMHU3M U
T.J1.); 3Ta HUH(OPMALKA B MOCIETYIOIIEM UCTIOIb3YETCS IPU (POPMUPOBAHUU KOHTPAKT-
HBIX U CTIELUAIbHBIX MTOAPA3ICICHUN;

— aHaJM3 MOJIb30BATENILCKUX TPYIII B COLMAIBHBIX CETAX: METO/IbI 001a4HON 00-
paboTKK OONBIINX JAaHHBIX (BKIIFOUYAs HEUPOHHBIE CETH, HEUETKYIO JOTUKY U Ap.) 03~
BOJISIFOT BBISIBJISITH MECTA CKOTUICHUS LIEIE€BOM ayIMTOPUU JJIs1 IJTAHUPOBAHUS U ITPOBE-
JieHusl onepanuii B chepe HHPOPMAITMOHHOMN BONHBI;

— MOHUTOPHHT MIHTEpHEeTa Belel B LeNsAX BbISBICHUS IJI0X0 3AMIIEHHBIX KOM-
MOHEHTOB UHPPACTPYKTYPHI APYTUX CTPaH, Kak BOCHHOM, TaK U TPAHCIIOPTHOM, SHEP-
TETUYECKOM U JIp.;

— KOHTpPOJIb COOCTBEHHOM 3aIMILIEHHOCTU: aHAJIM3 XaKePCKUX aTak HOBOTO IO-
KOJICHUS MTOKa3aJl, YTO TPAJULMOHHBIE AHTUBUPYCHI U CKaHEPhI HE CIIPABJISIOTCS C 3a-
HIUTOW KPUTUYECKHUX PECYPCOB, HYKHbI HOBbIE KOMITJIEKCHBIE PELICHUS;

— paHHee OOHapy>KEeHHE yTeueK KPUTHUYECKOW M KOH(UIEeHIIMaIbHOU nHpopma-
IIUU: OpraHu3anus 00Ja4HON CUCTEMBI KOHTPOJISL pacpOCTpaHeHust HH()OpMAaILIUU 03~
BOJISIET OTIEPATUBHO OOHAPYKMBATh YTEUKH BXKHOW MH(pOpPMAIUK KaK obIerocyaap-
CTBEHHOT'O, TAK 1 BOEHHOT'O IPUMEHEHHSI.

Takum 00pa3om, perieHne MepeIrcICHHBIX MPOOIEM C YCIIEXOM MOXKET OBITh UC-
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MOJIb30BAHO ISl BBIMOJHEHUSI KOMIUIEKCAa OMEPAaTUBHO-CTPATETHYECKUX 3a/1ad B KU-
OepIpoCTpaHCTBE B UHTEpEcaX OOOPOHBI U O€30MTaCHOCTH.
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1 BBEAEHUE

MakapeBuu Oser bopucoBuu —noktTop TexHuueckux Hayk (1983 r.), mpodeccop
(1996 r.), nmeiicTBuTenbHbIM uieH MexayHapolaHblii Akazemun WHGOpMaTH3ALUU
(1994 r.), padotaer B YHupepcutere (TPTU, TPTY, IODY) c 1962 roga. B nepuon
dbopmupoBaHus HaydyHOU MIKOJBI (1993 1.) B HAyYHOM KOJIJIEKTHBE COCTOSIO 15 co-
TPYJHUKOB M aCIUPAHTOB, BCE OHU B OyAyUIMM 3allMTHIIA KaHAUAATCKUE (AHUKEEB
M.B., Xycaannos H.I11., Hlenynprko B.M., lllenyasko U.A., [{onkano H.H., KopoOko
A.1O., ITeckonra O.1O., FOpxkos IL.YO., bproxomuiikuii FO.A., ®enopoB B.M., Cnupu-
nonoB O.b., Criupunonos b.I'.) u noktopckue auccepranuu (badenko JI.K., Uedpanon
A.l'., Butrucka H.I.). MHOTHE U3 YyIOMSIHYTHIX YJIE€HOB HaYyYHOU IIKOJbI B HACTOSIIEE
BpeMs padotatoT B FODY u BO3MIaBISIOT YK€ CBOM HAYYHBIE IIIKOJIBI, HAIIPUMED, MPO-
deccop babenko JIL.K., mpodeccop Uedpanor A.T.

2 MAKAPEBHUY O.b. - PYKOBOJIUTEJIb

MakapeBuu Oser bopucoBuy —noktTop TexHuueckux Hayk (1983 r.), mpodeccop
(1996 r.), nmelicTBuTeNnbHbIN wieH MexayHapoJIHblil Akanzemun WHGOpMATH3ALUU
(1994 r.), 3acnyxennsiii n3o0peratenp PO (1987 r.), 3acimyKeHHBIN neqaTelb HAyKd
P® (2001 r.), HarpaxkJieH MeaansiMU «3a YKpEIJIeHue ToCyJapCTBEHHOW CUCTEMBbI 3a-
IIUTHI “HPOpMAIUM» 2-0i U 1-0¥ cTerneHn paboTaeT MTATHBIM COTPYIHUKOM B Y HU-
Bepcurete (TPTU, TPTY, IODVY) ¢ 1962 roga no Hactosiiiee BpeMsi Ha I0HKHOCTSIX:
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aCCHUCTEHT, JIOIIeHT, 3aB. otaeiom B HUU MBC, mpodeccop, 3aB. kadeapoit BUT, mpo-
dbeccop FODY.

3 BEAYIIAS HAYYHAS HIKOJIA

Benymas Hayunas mkona npodeccopa Makapeuua O.b. ¢ HazBaHueMm «AJro-
PUTMBI U TEXHOJIOTUU MapalIeNIbHBIX BBIYMCICEHUNA B CUCTEMAX 00paOOTKU M 3aIUTHI
uHpopMarun» yxke B 2003 roxy (mpotokon Ne 5 3acenanus Yuenoro Cosera TPTY ot
28.01.2003 r.) BeIIBUTAJIACH HA KOHKYPC MO TOCYJaPCTBEHHOM MOAEPKKE UCCIEA0BA-
HUW BeIylIUMX HAay4yHbIX KON Poccuiickon Penepannu. Bee nmocneayronme roasl 10
HACTOSAIIETO BPEMEHH IIKOJIa YCIENTHO ()YHKIIUOHUPYET.

4 KOJIMYECTBO Y CIUCOK YJIEHOB HAYUHOM IIIKOJIbI, PABOTA-
IO X B HACTOSIILIEE BPEMS B IO®Y

B Hacrosimee BpeMsi Ha MITATHBIX JOJDKHOCTSAX B PA3IMYHBIX TMOPA3ISICHUSIX
FODY pabortaer 23 yyaCTHMKOB Hay4HOW IIKOJIbI, U3 HUX JOKTOPOB HayK 2, KaHAMUa-
TOB Hayk 10, acnupanToB 9 U IPYrux COTPYIHUKOB (MArucTpoB) 2.

KonkpeTHo:

1) ITpodeccop Makapesuu O.b.

2) Ilpodeccop badenko JILK.

3) Houent Adpamos E.C.

4) Nouent bacan A.C.

5) Honent Py6nes . I1.

6) Homent Mopasun J1.B.

7) Honent [Monosko U. IO.

8) Honent Tymosiu E.II.

9) Mouent Anunkees M.B.

10) Houent bproxomurckuii FO.A.

11) Houent ®enopos B.M.

12) Houenr ITeckora O.1O.

13) K.1.H. braromapenko A.B.

14) AcniupanT bacan E.

15) Acnimpant Cepruenko A.A.

16) Acniupant Pequn A.C.

17) AcnupanTt Kyrmienko A. C.

18) Acniupant TpyOHukoB S.A.

19) Acnimpant Cropuyak C.A.

20) Acriupant Hukynpma A.C.

21) Acriupant Yecnakos P.JI.

22) Actiupant YucrtoxomoBa A.A.

23) Maructpant [lectoB B.A.

24) Maructpant Mapuenko E. A
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5 COCTAB YYACTHHUKOB
3a 1o/l CyIIECTBOBAHUS HAYYHOM IIKOJbI COCTAB YYACTHUKOB, KOHEYHO, U3MeE-
HSJICS, HO B CpeHEM ATO ObLI0 exkeroaHo 20 — 27 COTpyAHUKOB, Cpeu HUX 2 — 3 OK-

Topa Hayk, 10 — 12 kanauaaToB HayK, 5 — 8 acliUpaHToOB, 3 — 4 CTyJCHTA.
5.1 Crapuiee noxkoJieHue

J.1.H., mpodeccop
UYedpanor A.T.

Hayunblli pyKOBOAUTENb KAHIUJATCKON M KOHCYJIBTAHT 110 JOKTOP-
CKOM auccepTalyy, COBMECTHbIE MOHOTpaduu, HaydHble CTaTbH, J10-
KJIaJIbl.

J1.1.H., ipodeccop

Hay4nblli pyKOBOIUTENh KaHAUIATCKOW AUCCEPTAIIMH, COBMECTHBIC

Butucka H.M. MOHOTpaduu, HaydHbIEe CTaThH, TOKJIAbI.
J.1.H., mpodeccop CoBMecTHbIE MOHOTpaduH, HAy4HBIE CTAaTbH, JOKJIAbl, TPAHTHI
babenko JI.K. PODU, pazpaboTku 1o X0370r0BOPaM, CBUJETEIHCTBA O PErUCTpa-

[[UU TIPOTPaMM.

K.1.H. CuBnos C.A.

Hayunslii pyKOBOAMTENb qUCCEPTALIMU, COBMECTHBIE Hay4YHBIE CTa-
ThU, JOKJIA/Ibl, Pa3pabO0TKU MO X0340IOBOpaM.

K.t.H. Kapnos E. B.

Hayunslli pyKOBOAMTENb OUCCEPTALMU, COBMECTHBIE Hay4YHBIE CTa-
ThU, JOKJIA/Ibl, Pa3pabOTKU MO X0340IOBOpPaM.

5.2 CpenHee mokoJsieHue

K.1.H., nonieHT
Crnupunonos b.I'.

CoBMecTHBIE HAy4dHbIE CTaThH, NOKJIaibl, TpauTtel PODU, paszpa-
OOTKHU MO X03I0rOBOPAM, CBUIECTEIHCTBA O PETUCTPALIUU TPOTPaAMM.

K.1.H., nonieHT
Aobpamos E.C.

HayuHblif pyKOBOJIUTENH AMCCEPTAIIMH, COBMECTHBIC MOHOTpaduH,
Hay4YHBIE CTaTbH, JOKJIabl, TpaHThl PODU, pa3paboTku mo x0310-
TOBOpaM.

K.1.H., mouent
ITeckosa O.1O.

Hayunblil pykoBoauTe b AMCCEPTAIlMM, COBMECTHBIE MOHOTrpaduH,
Hay4yHbIE€ CTaTbH, JOKJIaJbl, TpaHThl PODU, pa3paboTku no xo310-
rOBOpaM.

K.T.H., nonieHT

Hayunslli pyKOBOINUTENb JUCCEPTALMH, HAYYHBIE CTATbH, JOKJIA/IbI.

Hlenyapko N.A.
K.1.H., nouenr Hayunslli pyKOBOIUTENb NUCCEPTALMNA, HAYYHBIE CTAThH, JOKJIA/bI,
Annkees M.B. pa3pabOTKH MO X0370TOBOpPaM.

K.1.H. Tepewkun A.B.

HaquHﬁ PYKOBOAUTCIIb JUCCCPTALNNN, HAYIHBIC CTATbU, JOKJIAJbI.

K.T.H., nonieHT
TymosH E.IL

HayuHblli pyKOBOIMTENB OUCCEPTALIMU, COBMECTHBIE HAYYHBIE CTa-
ThH, IOKJIabl, rpaHThl POOU, pa3paboTku Mo X0340roBOpam.

5.3 Muaanaiiee no

KOJICHHC

K.T.H., nonieHT
PyGnes .

Hayunslli pyKOBOIUTENh NUCCEPTALNNA, HAYYHbIE CTAThbH, JOKJIA/bI,
rpanTsl POOU, pa3paboTku MO X03740rOBOpaM.

K.1.H. Koconamos @. A.

HayuHblll pyKOBOJIUTENb JUCCEPTALIMH, HAYYHBIE CTAThH, TOKJIAIBI.

K.1.H., 1ouent
MopnsuH /I.B.

Hay‘-IHBIfI PYKOBOAUTCIIb AUCCEPTALINN, HAYYHBIC CTATbU, JOKJIA/IbI.

K.T.H., nonieHT
ITomosko 1.10.

Hayunslli pyKOBOJINUTENE JUCCEPTALMH, HAYYHBIE CTAThH, JOKJIA/bI.

K.T.H. AGacos H./I.

HayuHblll pyKOBOJIUTENb QUCCEPTALIMH, HAYYHBIE CTAThH, JOKJIAIBI.

Acnupanrt bacan E. C.

Hay‘-IHBIfI PYKOBOAUTCIIb AUCCCPTALNN, HAYYHBIC CTATbU, JOKJIA/bI.
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\ K.1.5H. Comnua H.. \ HayuHbIil pyKOBOIUTENb TUCCEPTALIMU, HAYYHBIE CTAThbU, TOKJIA bl \

6 KOJTMYECTBO KAHJIUJATCKAX U JOKTOPCKUX IUCCEPTAIINM,
SAINUIINEHHBIX B HAYUHO-IIEJAT'OI'MYECKOM KOJUIEKTHUBE 3A T10-

CJIEJHUU ITEPUO/J (10 JIET)
HCCEPTAHT Hayunsrii Mecro
A p ’ HaszBanue Y1 T'on
CTETIEeHb PYKOBOJIUTEIH paboThI
Pa3pabotka u uccienoBanue me-
P a [Tpodeccop UYacrtHas
K.t.n. Kazapua M.H. | TOZOB CKpBITHOrO KJIaBHATYp- 2006
Makapesuu O.b. dbupma
HOTO MOHUTOPHUHTA
MeTOTeXHONOTHs 3aIIUThl HH-
K.1.1. Koconanon (hbopMaITMOHHBIX  PECYpCOB  OT [Tpodeccop 2006 YacTtHast
D.A. BpPEOHOCHOIO MoBeAeHusl npo- | Makapesuu O.b. dupma
rpaMM.
Pa3paboTka u ucciiejoBaHue BbI- {010
[Tpodeccop
K.1.1. Py6nes [I.I1. COKOYYBCTBHUTEIBHBIX METO/IOB 2007| Yacruas
Makapesuu O.b.
CTeroaHajnsa bupma
Pa3pabotka u uccienoBanue me- 0Dy
TOAA 3allUTHl OT AJICHHBIX IIpodecco
K.1.H. Tepewkun A.B. . HI A pod P 12007| Yacrnas
aTaKk Ha OcHOBe auBepcukanuu | Makapesud O.b. (bupma
MPOTrpaMMHOTO 00€CTIeUeHUS p
Pa3paboTka anropuTMUYECKUX U
MPOrPaMMHBIX CPEJICTB, TIOBBI-
marommx 3¢(HEeKTUBHOCTh OOHA- [Tpodecco
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MOJYJIIPHOTO Koja Juisi o0ecre-
YEHUsl LEIOCTHOCTU TpPaH3aKIIM-
oHHBIX JaHHBIX AC 00paboTKu
nHpopmanuu 6aHka

Pa3pabotka cucremsbl ympasie-
HUS 3alUTOW  OECTPOBOIHOM [Tpodeccop 2016
CEHCOPHOM CeTH Ha OCHOBE J0Be- | MakapeBuy O.b.
pusi.

K.1.1. bacaun E.C. IOV

7 KOJIMMECTBO ACIIMPAHTOB B HAYYHOM KOJIVIEKTHUBE 3A T10-
CJEJHUE 10 JIET

Ecnu ucxoauts U3 Toro, 4o 3a Bce BpeMs padoTsl B OOV (TPTY, TPTH) y mens
3aIuUTUIOCH O0Jee 20 coucKaTenei, a y JOKTOPOB — yYaCTHUKOB JAHHOM IIKOJIBI ITyCTh
eme 10 couckarenei, To ob1Iee KOIUYECTBO acnupaHToB OyaeT paBHo 30. B HacTos-
1iee BpeMs B paMKax IIKOJIbI padoTaeT § aCIMpaHTOB

8 OCHOBHBIE ITYBJIMKALIMU KOJIVIEKTUBA 3A 10 JIET
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18. babenko JI.K., Makapesuu O.b., [lonkano H.H., benozepos A.A., Ilepechir-
kuH B.A. [Iporpamma noucka n3o0pakeHHi CUMBOJIOB Ha M300paKEHUU U3BECTHOU
TEKCTOBOM CTpOKH. CBUAETEIBCTBO O TOCYAAPCTBEHHOM PErHCTpaluy MpOrpaMm JUIs
OBM Ne 2011618982. - M.: ®enep. ciyxba o UHTEI. COOCTBEHHOCTH, - 17.11.11T.

19. ba6enko JI.K., Makapesuu O.b., Ilonikano H.H., bemo3epos A.A., Ilepecsim-
kuH B.A. [Iporpamma cUMTBIBaHUS TAJIOHHBIX M300paXE€HUI CUMBOJIOB PAa3JIMYHbIX
HpUQTOB U pa3MEPOB CO CTPAHUI] CIIeHUaIbHOTO (popmaTa. CBUAETENBCTBO O rOCyap-
CTBEHHOU peructpanuu nporpamm st IBM Ne 2011618988. - M.: ®enep.cnyxba no
WHTEJII. coOOCTBeHHOCTH, - 17.11.11r

20. ba6enko JI.K., Makapeuu O.b., AuukeeB M.B., benozepor A.A., lonkamno
H.H., Ilepecbinkun B.A. MoayJib TUHIBUCTHYECKON KOPPEKLHH JIJI CUCTEMBI ONTH-
YECKOTO paclio3HaBaHUs MevYaTHOro TeKcTa. CBUIETEIHCTBO O TOCYIaPCTBEHHOM peru-
ctpauuu nporpamm st IBM Ne 2011618987. - M.: denep. ciayxba 1o HHTEIUL. cO0-
cTBeHHOCTH, - 17.11.11T.

21. bacan A.C., bacaun E.C., Makapesuu O.b. [Iporpamma ananusa JaHHBIX U BbI-
YHUCJIEHUs JoBepus B OeCHpOBOIHON ceHCOpHOW ceTh. CBHUAETENbCTBO O rocyaap-
CTBEHHOM peructpauuu rnporpammsl i 9BM Ne2016615606, 26 masa 2016 r.

9 MIEPEYEHbB X035 CTBEHHBIX JJIOTOBOPOB, HAYUHBIX TPAHTOB
3ASJIET

Hctounuk u hopma moa-
Ne | nepkku CTpyKTYpHOTO HaumenoBanue paboTsl
MOJpa3/IeJICHNs By3a

[lepuon | O6beMm ¢puHaH-
HOJJIEPAKKH | COBOro obecrie-
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(xo3moroBopa) CTPYKTYp- YEHUS TTO/I-
HOTO MOJ- | JCPIKKH 3a Ie-
pasneneHus | puof, pyo.
By3a
1 |CY HUP «Karuon-T», | Pazpaborka mnporpammuoin cu- | 20.05.2009 | 6 780 940,00
3akazuuk OI'VII HTLI | creMbl pacno3HaBaHHs TEKCTO- -
«Opuony, r. MockBa BBIX M300pakeHmid HU3Kkoro ka- | 20.11.2011
PykoBogurens — mpod. | uecTBa, MUHUMAIbHO 3aBUCSIICH
Makapesuu O.b. OT MCTIOJIb3yeMOoro mpudTa
2 | CY HUP «Topoc-T», 3a- | Pazpabotka metomoB koutpois | 15.04.2011 | 12 199 141,00
kazuuk @®I'YII HTII | geiicTBus moJib30BaTelIeH Iielie- -
«Opuon», r. MockBa Py- | BeIX KOMIBbIOTepHBIX ceTeit ¢ mo- | 31.03.2013
KOBOAUTENH — Ipo¢. Ma- | MOIIBI0 MPOrPaMMHBIX areHTOB
kapesud O.b.
3 | CU HUP «Tpomns-K4», | UccnenoBanue nmpodiem aroma- | 01.04.2014 | 8 347 816,82
3akazyuk @I'YII HTII | Tuzanmu aHanu3a 3aiiuIleHHO- -
«Opuon», r. Mocka cTH u pa3paboTka cpenctB 3a- | 31.10.2015
PykoBogurens — mpod. | IUTH WHTEIUIEKTYaJbHBIX ILIa-
Makapesuu O.b. CTUKOBBIX KapT
4 | CHU HUP «Tpasepc-K3», | UccnenoBanne 3ammménnoctu | 5.04.2016- | 9 000 000,00
3akazunk OI'YII HTL | cneunanusupoBanubix  mukpo- | 30.06.2018
«Opuon», r. Mocksa KOHTPOJUIEPOB, MPUMEHSIEMBIX B
PykoBogutens — mpod. | COBpEMEHHBIX  MapUIpyTH3aTO-
Makapesuu O.b. pax, OT BHEIIHUX BO3JCHUCTBUI
HUTOTI'O: 36327897 pyo.
10 TPAHTBI POOU
Hcrounuk n Obrem du-
(bopma o HAHCOBOTO
Howmep obecrieyeHus
Ne | nepxkwu cTpyk- Haumenosanue paOoTsl I'on
TYPHOTO Opa3- rpaHTa MOJIICPIKKH
JIEJICHUA By3a 3a TICpHOL,
pyo.
2 | POOU, r. MockBa | Ne16184 | Pa3pabotka creranorpaduueckoro | 2011 | 500 000,00
Pyx. O.b. Maka- METOJIa CKpBITUS HHPOpMAIUU B
peBuY MOTOKOBOM mepefaye ayauoiaH-
HBIX, YCTOMYMBOTO K CKATHIO C I10-
TEPSIMH
3 | PO®U, . MockBa | Ne16188 | PazpaboTka u uccinenoanue meto- | 2011 | 350 000,00
Pyx. O.IO. Ilec- JI0B, METOJIOJIOTUU U CPEJICTB aBTO-
KOBa MaTH3UPOBAHHOTO CO3/aHUS BUPTY-
QJIbHBIX MY3€€B U MOATOTOBKA BHp-
TyasibHOro 3D-My3es, NOCBSIIEH-
Horo 150-netnro co AHS pOKIACHUS
A.Il. YexoBa
4 | POOU, . MockBa | Ne 16 | MccnenoBanue pa3pabotka mome- | 2011 | 350 000,00
Pyk. E.Il. Tymosia 189
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JIeH, METO/IOB M CPEJCTB MPEICTAB-
JICHWsI ¥ XpaHEHUs 3HaHUU B 00Ma-
CcTH HMH(POPMAIIMOHHON Oe30macHo-
CTH

6 | PODU, r. Mockga Pazpabotka creranorpaduueckoro | 2012 | 455 000,00
Pyx. O.b. Maka- METOAa CKpBITHS HWHpOpMaLUU B
peBHY MOTOKOBOW Tiepeaaye ayauo/aH-
HBIX, YCTOMYMBOTO K CKATHIO C I10-
TEPSIMU
7 | POOU, 1. MockBa | Nel16188 | PazpaboTtka u uccnenoanue mero- | 2012 | 405 000,00
Pyk. O.10. Ilec- JIOB, METOJ0JIOTUU U CPEJICTB aBTO-
KOBa MaTH3UPOBAHHOTO CO3/aHUS BUPTY-
QJIbHBIX MY3€€B U MOATOTOBKA BHP-
TyanbHOTO 3D-My3esl, MOCBSIIEHHO-
ro 150-netutro co AHSA POXKICHUS
A.Il. YexoBa
8 | PODU, r. Mockna |Ne 10-07-| HMccnenoBanne paspadorka moxe- | 2012 | 305 000,00
Pyxk. E.Il. Tymosa | 00529-a | neii, METOOB U CPEICTB MPEICTAB-
JICHHUS W XPaHCHUs 3HAHWU B o0Ja-
cTi MH(OPMAIIMOHHOK Oe301acHo-
CTH
9 | PO®U, . Mockna | Nel12-07- | IIpotuBoneiictBue arakam Ha cere- | 2012 | 600 000,00
Pyk. O.b. Maka- | 92693- | Bble IpPOTOKOJIBI B MOOMJIBHBIX CEH-
peBuy WHJ] a | copnsix cetsix Adhoc
10 | PO®U, r. Mocksa |Ne 12-07-| Pazpabotka u ucciaenoBanue meto- | 2012 | 455 000,00
Pyk. O.b. Maka- | 00013-a | 10B U CpeACTB ONEPATUBHOTO aHa-
peBuY mu3a tpaduka JIBC u aBromarusu-
POBAaHHOTO TIOCTPOCHHS MOJIENEH
CEeTEBbIX aTaK
11 | PO®U, . Mocksa |Ne 12-07-| Pa3pabotka u uccinenoanue meto- | 2012 | 410 000,00
Pyk. E.C. Ao6pa- | 00014-a | tuku U cpelcTB MOCTPOCHHUS U Be-
MOB pUUKAIMKA aJaNTUBHBIX CHUCTEM
nHPOPMALIMOHHON  0e30MmacHOCTH
KPUTHUYECKUX CHUCTEM HWH(pOpMAIIH-
OHHOM MHPPACTPYKTYPHI
12 | PODU, . Mocksa |Ne 12-07-| Pa3pabotka metooB Bepudukamuu | 2012 | 400 000,00
Pyk. JI.I1. Py6nes | 00674 | momb3oBatens Mo BUOpoOaKycTHYe-
CKUM [IyMaM, BO3HHUKAIOIIAM IIPH
paboTe ¢ KJIaBUATYpOH U MAaHUITYJISA-
TOPOM «MBIIITHY
13 | PODU, . Mocksa | Ne12-07- | TIpotuBoeiicTBue arakam Ha cere- | 2013 | 600 000,00
Pyk. O.b. Maka- | 92693- | Bble IPOTOKOJIBI B MOOMJIBHBIX CEH-
peBHY WHJI a | copubix cetsix Adhoc
14 | PODU, r. MockBa |Ne 12-07-| Pa3pabotka u uccienosanue mero- | 2013 | 570 000,00
Pyk. O.b. Maka- | 00013-a | 10B ¥ CpeACTB ONEPATUBHOTO aHa-

peBud

mu3a tpaduka JIBC u aBromarusu-
POBAHHOIO IOCTPOCHHS MOAEIEH
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CETCBbIX aTakK

15 | PODU, r. MockBa |Ne 12-07-| Pa3pabotka u uccienoanue mero- | 2013 | 470 000,00
Pyk. E.C. AoGpa- | 00014-a | nuku ¥ CpeICTB MOCTPOEHUS U Be-
MOB pudUKaUd aJanTUBHBIX CHCTEM
MHPOPMAIMOHHON  0€30MaCHOCTH
KPUTHUYECKUX CHUCTEM WH(pOpMAIH-
OHHOM HHPPACTPYKTYPHI
16 | PODU, r. Mocksa |Ne 12-07-| Pa3pabotka metonoB Bepudukanuu | 2013 | 400 000,00
Pyk. [I.I1. Py6ne | 00674 | monmb3oBaTenss 1o BHOpPOAKyCTHYE-
CKUM IIIyMaM, BO3HHUKAIOIIUM TIPH
paboTe ¢ KJIaBUATYpOH U MAaHUITYJISI-
TOPOM "MbIlIB"
17 | PO®U, r. Mocksa |Ne 13-07-| HUccenoBanue u paspadorka meto- | 2013 | 400 000,00
Pyk. O.IO. Ilec- | 00244-a | noB, anropuTMOB ¥ METOJIUK CO3/a-
KOBa HUsl, QYHKIIMOHUPOBAHUS U o0ectie-
YeHUs1 0€30MaCHOCTH BUPTYaJIbHBIX
OKCIO3MIIUN M IJICKTPOHHBIX KaTa-
JIOrOB, ITOCTPOEHHBIX HA OCHOBE 00-
JIAYHBIX TEXHOJIOTUHI
18 | PODU, r. MockBa | Ne HK- | Pa3pabotka u uccienoanue mero- | 2014 | 600 000,00
Pyk. O.b. Maka- | 12-07- | 10B U cpeACTB ONEpPAaTUBHOTO aHa-
peBHuY 00013/14 | nu3a tpaduka JIBC u aBTOMaTH3M-
POBAHHOTO TIOCTPOCHHS MOJIENICH
CETEBBIX aTaK
19 | PO®U, r. MockBa | Ne HK | MccrienoBanue u paspadorka meto- | 2014 | 400 000,00
Pyk. O.IO. Ilec- | 13-07- | moB, anropuTMOB M METOJUK CO3/a-
KOBa 00244/14 | nust, pyHKIHOHUPOBAHHS U OOecTIe-
YeHUs1 0€30MTaCHOCTH BUPTYaAIbHBIX
OKCIIO3UIIUN M DIEKTPOHHBIX KaTa-
JIOTOB, TIOCTPOEHHBIX HA OCHOBE 00-
JIAYHBIX TEXHOJIOTUH
20 | POOU, 1. MockBa | Ne HK | Pa3paborka un mccnenoanue kom- | 2015 | 800 000,00
Pyk. O.b. Maka- | 15-07- | miexcHO MOJAEH JIJIsl aBTOMATH3HU-
peBHuY 00595/15 | poBaHHOTO aHAJIN3a 3AIIUIIICHHOCTH
WHTEIUICKTYaJIbHBIX  IUIACTUKOBBIX
KapT
21 | POOU, r. MockBa | Ne HK | MccnenoBanue u pa3padorka meto- | 2015 | 500 000,00
Pyk. O.1O. TIlec- | 13-07- | noB, anropuTMOB U METOJUK CO3/Ia-
KOBa 00244/15 | Hus, pyHKIIMOHUPOBAHMUS U 0OecIIe-
YeHUs1 O€30MTaCHOCTH BHPTYabHBIX
OKCIIO3UIUN M DIEKTPOHHBIX KaTa-
JIOTOB, TIOCTPOEHHBIX Ha OCHOBE 00-
JIAYHBIX TEXHOJIOTUH
22 | POOU, r. MockBa | Ne HK | IIpoekt opranmzamnuu nposenenus | 2015 | 380 000,00
Pyk. O.b. Maxka- | 15-07- | BocbMOW MEXIyHApOJIHOW KOH(e-
peBuY 20393\15| penmu o uHGOPMAITMOHHOHN 0e3-

onacunoctu SIN-2015
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23 | PODU, r. Mocka |Ne 15-07-| PaspaboTtka u ucciaempoBanue kom- | 2016 | 720 000,00
Pyk. O.b. Maka- |00595\16 | miekcHOM MOIeH 1)1 aBTOMATHU3H-

PEBHUY POBAaHHOT'O aHaJIn3a 3allIMIICHHOCTHU
I/IHTCHHCKTyaJIBHBIX IIJIACTUKOBBIX
KapT
UTOIrO: 10520000 py6.

11 UICTOPUSA CTAHOBJIEHMS Y PA3BUTH S HAYYHOM IIKOJIbI

Hcropust cTaHOBJICHHS M Pa3BUTHs HAyYHOM LIKOJIbI HAMPAMYIO CBS3aHO C pado-
toit Makapesuu O.b. B TPTHU, TPTY u FO®Y. Makapesuu Ousner bopucosuu 3a-
KOHYMJ TaraHporckuili rocyAapCTBEHHbIA paJuOTEXHUYECKH MHCTUTYT B 1961 T. C
JTUTLIIOMOM HHXeHepa-3iekTpuka. C 1962r. no Hacrosiiiee Bpems O. b. MakapeBuu pa-
oortaer B FODY, HaurHas OT JOJKHOCTH MHKEHEPA, MIIA/IIIEr0 HAYYHOT'O COTPYHUKA,
3areM 3aBenyromero oraenoM HUM MBC, nouentom, npogeccopoM, BEAyIUM CIie-
AATMCTOM B oOsiacTi uHpopmarmoHHbIX TexHosnorui. C 1997 roga no 2014 rox on
ABJISUICS  3aBENyIOIIUM Kadeapoil O0e30macHOCTH HMHGOPMAIMOHHBIX TEXHOJOTHI
(BUT), nupexropom FOxxHO-Poccuiickoro peruoHanbHOro yueOHO-HAyqHOTO IIEHTpa
(FOP PYHIL) no npo6iaemMam uHGOpMAIMOHHONW 0€30MacHOCTH B CHCTEME BBICIICH
IIKOJIBI, B HAcTOsIIee BpeMsi padoTaeT mpodeccopom kadeapst BUT FODY u nayunsim
pykoBoautenem FOP PYHIT IO®Y. Kadbenpa BUT, naunnas ¢ 2000 roga, moaroroBuia
6oneem 900 cnenmanucToB, KoTophie ycneniHo Tpyaarcs B BY3ax FOra Poccuu, Ha
NpEeAnpuATUaX U B opranuzanusax P®. Exeroano, mo mepe BO3MOKHOCTEM, OOHOBIIS-
eTcst 1JabopaTopHOe 000py0BaHUE, METOANUECKOE U IporpaMMHoe obecrieueHue. Pe-
3yapTatel HUOKP ncnonbp3yrores npenogaBaTeasiMi — YYaCTHUKAMHM IIKOJIBI B JIEK-
[USIX U TIPY BBITIOJTHEHUU JTA0OPATOPHBIX U MPAKTUUYECKUX padoT.

3a atu roasl Makapeud O.b. yyactBoBan B BeinosHenuu 6osee 40 HUOKP, pas-
paboTan v BHEAPUI pAl U31eaui HU(POBOM TEXHUKH, B YACTHOCTH:

- 1967-1969 r.r. - pyKoBOAMI pa3pabOTKOM U BHEAPEHUEM B CEPUITHOE TTPOU3BOI-
cTBO Ha HoBOCHOMPCKOM MOJTYNPOBOJHUKOBOM 3aBOJI€ CEPUM MHTETPATIbHBIX MUKPO-
cxeM mudpoBbix uHTErpaTopoB K-502, KOTOpas BhITyCKaIach ACCIThH JIET;

- 1969-1975 r.r. - pykoBoAMII pazpabOTKOW MUKPOCXEM OTHOKPUCTAIBHOTO 1U]-
POBOTO MHTETPATOPa, BOJIHOBOI'O KOMMYTATOpPa, HACTOJIHHOU IU(PPOBOI MHTETPUPYIO-
el MarmHel (Ha MUKpocxemax cepun K-502), comeprkaineit 90 1iudpoBbIX HHTErpa-
TOPOB, NEKTPOHHYIO KOMMYTalMI0 U BO3MOKHOCTh ITPOU3BOJIBHOTO pa3/IeNICHUs pe-
HIAIOIIETO MOJIS MEXAY TpeMs nojib3oBatensiMu (cMm. [Ipunoxenue 1);

- 1981-1995 r.r. - B kauecTBe ['MaBHOTO KOHCTPYKTOpa pa3paboTan TEXHUYECKHE
MPOEKTHI M CO3/1aJ1 IKCIIEPUMEHTANIbHBIE 00pa3Ibl MHOTONPOLIECCOPHON BBHIUUCITUTEb-
Hol cucteMbl EC-2703, BekropHoro yckopureins Kk PC u nepcoHanbsHONM MHOTOIIpOLEC-
copHoii cyniepOBM «ITAPYC My (cm. [Ipunoxenus 2,3,4 COOTBETCTBEHHO);

- 1995 r. - akTuBHO yuyacTBOBaa B OTKpbITUH B TPTY HOBOro HampaBieHUs UH-
(dhopMaIlMOHHBIX TEXHOJOTUM - 3alUThl MH()OPMAILIMKM, B YACTHOCTH CIEIUAIBHOCTH
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220600 «Opranu3aiys ¥ TEXHOJIOTHS 3alIUThl HH(POpMAaLm.

C 1997 ropa o Hacrosiniee BpeMsi KOJUIEKTUB Hay4HO- MeIaroruuyecKon MIKOJIbI
YCHEIIHO BEAET HAyYHO-UCCIEI0BATENbCKUE U OMBITHO-KOHCTPYKTOPCKUE PabOTHI O
CO3IaHUIO ¥ BHEJIPEHUIO COBPEMEHHBIX CPEJICTB 3alUThI HH(OPMAIINH, BBHITIOJIHIEMbIE
1o 3akazaM DefepanbHOM CIIyKObI 10 TEXHUYECKOMY M dKCIIEPTHOMY KOHTpoJito Poc-
CUH, IPEANPUATUI MUHUCTEPCTBA OOOPOHBI IO TPOrpaMMaM MHUHHUCTEPCTBA 00pa3oBa-
Hus, rpantaM POOU. 3akazuukamu gaHHbix padot ssisitores: HTL «Opuony», 3A0
«PHT», 3A0 «Konniepp BHUUMCOC» (r. Mocksa), THUNU ITT3U ®CTIK Poccuu (r.
Boponex). Kadenpa miogorBopHo coTpygHuvaer ¢ Bexymmmu Byzamu: MUDU,
PITY, UKCU Akanemuu ®Cb, ¥YpuMckuM aBHAIMOHHBIM YHHUBEPCUTETOM, By3aMU
FOsxHOrO pernona. OCHOBHBIE HAIIPABJICHHS HAYYHBIX UCCIEAOBAHUI KOJUIEKTHBA 3TO
- pa3paboTKa HOBBIX METOJIOB U CPEJCTB, 0OECIICUNBAIONINX BBISABICHUE U UACHTUDU-
KalMIO YIpo3 HapyleHuss NHHOPMAIIMOHHON 0€30MMaCHOCTH B KOMIIBIOTEPHBIX CETSIX,
a Takke npoTuBojieiicTBUEe 3TuM yrpo3am. Pesynbsratet HUOKP BHenpsitotcs B yueo-
HBIM TIpollecc B JIKIIMU TIpernojiaBatesied W auccepTaluu acnupanToB. Ha manHoe
yucio y Makapesuua O.b. Oonee nBaanatu ero ydeHMKOB 3alllUTUIN KaHIUJATCKUE
JCcCepTaliy, OUMH — JOKTOPCKYIO AuccepTaiuio. Y mpodeccopa badenko JI.K. 3amu-
TUJIM KaHIUAaTCKUE JUCCEpTalnK 12 acupaHTOB.

B xomnektuB HayuHoU mikosisl MakapeBuua O.b. B iepByto ouepenb BXOIAT €ro
ACIIUPAHTHI, TETIEPh YK€ KaHIUIAThl U IOKTOPA HAYK, a TAKXKE T€, KTO €Il HEe 3alUTHII
cBou nuccepranuu. [Ipodeccop Uedpanos A.I'. uMeeT HayIHYIO LIKOJTY, PpA0OTAET yKe
MHOTO JieT B yHuBepcutere Ha Kunpe. J[.T.H., npodeccop badenko JI.K. B HacTosiee
BpeMs camMa UMEET HAy4YHO - MeAarormuecKyro Koy M0 HAPABJICHUIO — KPUIITOTpa-
¢busa. UneHsl HAy4yHOU MIKOJBI ABJSOTCS dKcnepramMu B Gonae PODU (MakapeBuu
O.b., ba6enko JI.K.), B xypHane «Mupopmarus u 6e3onacHocts» (Makapesuu O.B.),
B xKypHaine «Kubepoezonacnocts» (badbenko JI.K.).

C 1999 roma Makapesuu O.b. opranuzoBai u mpoen 6osiee 15 pernoHagIbHBIX
CEMHUHAPOB U MEXIyHapoaHbIX KoHpepeHun «Mudbopmarmonnas 6e3onacHocTh». C
2009 r. oH sBisieTcs compeacenareneM ot Poccun MexnyHapoaHON KOH(pEpEeHINH
«International Conference on Security of Information and Networks» (SIN). Anrio-
s3pruHas koHdepenius SIN 2010 u SIN 2015 nposoammucs B Poccuu (r. Taranpor u
r. Coun coOTBETCTBEHHO). B npyrue ronsl koHbepeHIus MpoBoauiack: B Typuuu
(2009 .), Uaauu (2011 r.), ABctpanuu (2012 1.), Typuuu (2013 1.), (IHoTmanauu 2014
r.), (CIHA 2016 r.). CoTpyaHUKH, acIUpaHThl U cTyaeHThl FODY BricTynanu ¢ gokia-
namu. (cm. Ilpunoxenue 5).

Makapeuu O.B. cOCTOsT YI€HOM psiia COBETOB IO 3alIUTaM JOKTOPCKUX JUC-
cepTalMii, B HacTosuee Bpems oH siBisiercs [Ipencenarenem auccepTallioOHHOTO CO-
BETa MO 3allIUTE JUCCEPTALMM Ha COMCKAHUE YYEHON CTENEeHH JOKTOPa TEXHUYECKUX
Hayk B FOxHOM deaepaibHOM yHUBEpcUTeTE M0 crienuanbHoCTIM 05.13.19 - «MeTo b
U CpelcTBa 3ammThl nHOpMaIuu, 1 uHpopMamonHas 6e3onacHocts» u 05.25.05 -
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«Uupopmanmonnsie cuctemsl u npouecce». C 2007 r. B CoBeTe 3alUTHIN AUCCEPTa-
uuu 43 couckarens. Bece quccepramuu yreepauin BAK Poccun.

12 AHHOTUPOBAHHOE OIIMCAHUE HAYYHOM IIKOJIbI

Hayunas mkona « MHTEIIEKTyalIbHBIE CUCTEMBI 3aIUThI HH(POpMaIumy Obli1a co-
3nana 3a nepuoj ¢ 1994 o 2004 rox npodeccopom Makapesuuem Onerom bopucosu-
yeMm. Illkona Bo3HuKIIa Ha 0asze oTaena mMHoromporeccopHsix cucteM HUNW MBC.
['pynna uccnenoBateneit (COTpYIHUKH OTAEINA, IPENO1aBaTENM, aCIUPAHTHI, CTYJEHThI
TPTU) Ha mpoTsHKEHUM MHOTHX JIET pealiu3yeT HayYHO-UCCIEHOBATEIBCKYIO MPO-
rpaMMmy 1o pa3pabOTKe METOAOB, aJITOPUTMOB M METOJUK aHAIN3a, CYIIECTBYIOIIUX
MBC u ux 3amutel. C 2004 roga TeMaThka MIKOJIbI OblJIa CKOPPEKTUPOBAHA U MOJHO-
CTBIO TIOCBsIIEHA 3anuTe nHbopmanwu. [Io qaHHON TeMaThKe BBIOIHEHO Ooiee 15
MIPOEKTOB, MPOEKTOB, MOJIep>KaHHbIX TpaHTaMu Poccuiickoro donna GpyHmameHTa b-
HBIX MCCJIEAOBAaHUM, TOCOIOKETHBIMU B X03a10roBopHEIMU HUP. 3a mocineanue 5 net
B KOJUIGKTHBE BBIMOJHEH O0OBEM HAyYHO-HCCIEI0BATEIbCKUX PA0O0T MO MpoeKTam
I'PaHTOB Ha cyMMy 6ojiee 10 MutH. py0., IO MPOEKTaM X03/I0rOBOPOB Ha CyMMYy 0ouie 36
MiH. py0. Pesynpratet HUOKP wucnonb3yrores mnpernogaBaTtelssMd — y4acTHUKAMHU
IITKOJIBI B JICKIIUSIX U IPU BBITTOJTHEHUH JTA0OPATOPHBIX U MPAKTUYECKUX padboT. BrImo-
HEH COBMECTHBIA MEXIYHAPOJHBIM IPOCKT C y4acTHEM uccienoBarenen Jxaumyp-
ckoro yHuBepcurtera (Muaus). bonbinyto 4acTh COTPYTHMKOB HAyYHOM IITKOJIBI COCTAB-
JISI€T MOJIOZIEKb. Bcero 3a BpeMsi CyIieCTBOBaHHUS IIKOJIbI 3alUIIEHO 21 KaHauIaTcKast
JIACCEPTALIUS U OJIHA TOKTOPCKask KOJIEKTUBOM HayYHOM IIKOJIBI ITO UCCIIETyEMOM Te-
MaTuke onyosmkoBano 6osiee 200 paboT u yueOHbIX OcOOUi, mojydeHo 43 cBuje-
TEJIBCTBA O FOCYIAPCTBEHHOM peructpauuu nporpamm mit OBM. CoTpyaHuku Hayd-
HOM IIKOJIBI SIBJISIFOTCSI OPTaHU3aTOPAMH M CaMU PETYJISIPHO YYaCTBYIOT B pabOTE MEX-
JyHApOJIHBIX KOH(EPEHIINM, BRICTYNIAIOT C HAYUYHBIMH JOKJIAJaMH 10 UCCIIETyEeMO Te-
matuke (cM. [Ipunoxenue 5).

Makapesuu O.b. sBnsgercs akagemMukoM MAMW, 4jaeHOM-KOPPECIOHACHTOM
PAEH, nmeer nodetHoe 3Banue Poccuiickoit akanemun ectectBo3Hanus (PAE) "Oc-
HOBATeJIb HAyYHOW MIKOJIbI", «3aciyXeHHbI neareib Hayk Pdy», «3acimyXeHHbII
uzooperarens POy, mpodeccop, umeet menanu ®CTIK Poccun «3a ykpenieHue roc-
yIapCTBEHHOW CUCTEMBI 3aIlIUThl HH(OpMaIumn» 2-oi u 1-oit ctenenu, axcreptT POOU,
YJIEH PEAKOJIIETUU KYpHaAI0B, BXoaamux B nepedeHb BAK «3Bectust FODY. Texuu-
yeckue Hayku,» U « MHbopmanus u 6e3omacHocThY (r.Boponex). B HacTosiiee Bpems
Makapesnu O.b. pykoBoauT 7 acimpantamu. MM mOATrOTOBIEHBI U YUTAKOTCS KyPCHI
JUIS aCIIUPAHTOB M0 CIASAYIOUIUM JAUCIUIIIHHAM «MeToAbl U CPeACTBA 3alUThI, UH-
dbopmaruoHHasi 6€30MacHOCTh» U «['yMaHUTapHBIE acleKThl MHPOpPMAITMOHHOUN Oe3-
onacHOCTHY». OCHOBHBIE HAIIPABJICHUS HAYYHBIX UCCIEAOBAHUN KOJIJIEKTUBA ATO - pa3-
paboTKa HOBBIX METOJIOB M CPEJICTB, 00ECIICYNBAIOIINX BHISIBICHUE U HICHTU(DUKAIINIO
yrpo3 HapylieHus: HHOOPMAITMOHHOM 0€30MaCHOCTH B KOMIIBIOTEPHBIX CETAX, a TAKKE
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npoTtuBoericTBue 3TuM yrposzam. Pesynbsratet HUOKP BHeapsitoTcs B yueOHBIN mpo-
1IeCC B JICKLMU IIPENogaBaresiel u aucceprannu acnupanTos. Ha nanHoe uncno y Ma-
kapeBuda O.b. OoJiee 1BalIaTH €r0 YYEHUKOB 3aIlUTUIN KaHUAATCKUE AUCCEPTALIH,
OJIMH — TIOKTOPCKYIO JUCCEPTALMIO.

13 HACTOJIBHAS HU®POBASI UHTET'PUPYIOLLIAS MAIIIUHA. PA3-
PABOTKA 1978 TOA

[Ipenna3nayeHa s mupoBOTo MOAETUPOBAHUS BCEX HETUIIEPTPAHCIICHICHT-
HBIX (DYHKIIMOHAJILHBIX 3aBUCUMOCTEH, a TAK)KE MPOIIECCOB U SIBJICHUH, OMMCHIBAEMBIX
nudepeHnanTbHBIMU 1 anTeOpandecKiMU YpaBHEHUSAMH U cucTeMamu. [IpexycMoT-
PEHO BOCIIPOU3BECHUE TUITHYHBIX HEJIMHEUHOCTEM.

MoskeT 3aMEHHUTh aHAJIOTOBBIC MAITMHBI B a0COFOTHOM OOJIBIITUHCTBE TPATUITHU-
OHHBIX /ISl HUX 00JlacTel MPUMEHEHUS.

KoHcTpykTHBHO npejicTaBisieT MpuOop B HACTOIBLHOM HMCIIOJHEHUU, COCTOSIIHUMA
U3 IEHTPAIBHOTO YCTPOUCTBA, COEAMHEHHOTO C OJIOKOM MUTAHUS, U MOJKII0YAEMbIX K
HEMY JIByX MYJIbTOB ONEPaTOPOB, HHU(poneyaTH U rpadonocTpouTes. DIeMeHTHas
0a3a pemaimux 6JI0KkOoB — MUKpocxeMbl cepun K502,

13.1 OcHOBHBIE TEXHUYECKHE JIAaHHbBIE

*KoaudecTBo pemaronux 6;10koB — 90.

*Koam4ecTBO 0THOBPEMEHHO pabOTAIOIINX OMEPATOPOB — 110 3-X.

*MakcumanbHas pa3psaaHOCTb 22 TBOMYHBIX pa3psija.

*KoMmyTanus pemaronumx 0JJ0KOB — 3JIEKTPOHHAS.

*JkBuBajeHTHOE ObicTpoAeiicTBre 500.000 onepaiiunii CI0KEHHS B CEKYHTY.

*BriBo nH(pOpManuu Ha MHAUKAIUIO, U POTIeYaTh, rpadornocTpOUTENb.

*KonuecTBo aHAIOTOBBIX BBIXOJOB — 2.

*JIeMEHThl HOBU3HBI — BIIEPBBIE CO3/1aHa IU(pOBasi MHTETPUPYIOIIAs MallIHA C
MPOU3BOJIBHBIM Pa3JIeJICHUEM TIOJI PEIaronIuX OJOKOB MEXKIy TpeMs MOJIb30BaTe-
JISIMU, SJIEKTPOHHOU MOJTHOIOCTYITHOW KOMMYTAIMEH U OOJIBIIUMHU BEIYUCIUTEILHBIMU
BO3MOKHOCTSIMU TIpH MaJlbiX radapurtax. Mcmonb3oBaHbl M300peTEHUS, 3alUIICH-
HBIMU aBTOPCKUMU CBI/I,Z[eTeJ'IBCTBaMI/I NO 328482 Ne 355631 No 572787.

Pucynok 1: HacronbHas uudposasi uHTerpupymomas MmamuHa (aBropbi: Ky-
ToBOH A.C., MakapeBuu O.b. (pyk. npoekra), Jlanmun M.A. Cnupugonos b.I'.)
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14 COCTAB PASPABOTYUKOB BK: HA BA3E EC 2703

-HaY4YHBIM pykoBoauTENb paboThl — Kanses A.B.

-TJIaBHBIM KOHCTPYKTOp - Makapesuu O. b.

-3aM. TJIABHOT'O KOHCTpYKTOpa 1o pazpadoTke [10 — Hukomnaes M. A.

-3aM. TJIABHOT'O KOHCTpYKTOpa 1o pa3padoTke BK — babenko JIL.K.

-OTBETCTBEHHBIM HCTIOJHUTENH paboThl — YepHsk M.M.

-ocHOBHBIE pazpaboTunku 0;10k0B BK: Karaes O.B., Kapnios E.B., baptunu B.P.,
Cnexrop B.P., Cmeranko B. E., ’Kuna B.B., CuBuos C.A., Yupckuii A. C., KyroBoii
A.C., Crapoctun B.B. u ap.

-OCHOBHBIE pa3padoTunku mporpammuoro ooecnederus: @omunra H.U., Ocnonos
M. J1., Uepkaco A. M., Ouapenko O.U., Xapuna O./1. u 1p.

Pabota npunara MexBe1oMCTBEHHON Komuccuen 25 okta0ps 1986 rona

BriBoabI KOMHUCCHUH

1. Texunueckuii npoekT BK Ha 6a3e nporeccopa EC2703 o cBoemy o0beMy u
KaueCTBY COOTBETCTBYET TEXHHUUYECKOMY 3aJJaHUIO Ha Pa3pabOTKy TEXHUYECKOTO Mpo-
exta u opopmiieH B coorBeTcTBuM ¢ ECKJ[ u ECIIJI. Cuurars komiuiekt KJI nHa BK
EC1061-EC2703 no uCoJIHEHHUIO COOTBETCTBYIOIIUM JiuTepe T.

2. Paspabotka nporeccopa EC2703 mo psiny TEXHUYECKUX PEIICHHM o0iagaeT
OPUTMHAJIBHOCTBIO U MTATEHTHOW YUCTOTOM.

3. Marepuainbl TEXHUUECKOTO MPOEKTa, HAYYHO-TEXHUUECKOTO OTUETa C PE3yJib-
TaTaMU HCCIIEIOBAHUI MO OlLeHKE 3(P(EKTUBHOCTH BBIYUCIUTEIHLHOTO KOMILIEKCA
OBM EC1061-EC2703 npu pemieHnn 3aja4 MaTeMaTH4ecKol (pU3UKUA U pe3yibTaThl
WCIIBITAHUM DKCIIEPUMEHTAIBHOTO 00pa3iia KOMILJIEKca B 00beMe YTBEPKICHHOU Mpo-
rpaMMbl IOJATBEPAWIIA BBICOKUN HAYyYHO-TEXHUUECKUN YPOBEHD U TEp-

CIIEKTUBHOCTH BBIOPAHHBIX apXUTEKTYPHBIX PEIICHUM, CTPYKTYPHI almapaTHON 4acTh
U TIPOrPaMMHOT0 o0ecriedeHusl.

4. cnonb30BaHHAs B 9KCIIEPUMEHTAIBHOM 00pasiie KOHCTPYKTUBHO-TEXHOJIOTH-
YyecKas U dJIeMeHTHas 6a3a OTpakaeT COBPEMEHHOE COCTOSIHIE OT€UE€CTBEHHOM BBIYHC-
JIATEITLHON TEXHUKH.

5. Komuccus cuurtaer, 4To, UCIONIb3ysl UMEIOIIHMICS 3a/1ell 10 pa3padoTKe apXu-
TEKTYPHBIX U CTPYKTYPHBIX PEIICHUI B aImapaTtype U MpOrpaMMHOM OOECIeYeHUH,
CJIEIyeT MPUCTYIUTH K TPOBEICHUIO OMBITHO-KOHCTPYKTOPCKOM PabOTHI MO CO3JJaHUTO
MHOTOMPOIIECCOPHOTO BBIUUCIUTEILHOTO KOMILJIEKCA C TTPOU3BOIUTEILHOCTHIO 0 OJ1-
HOTO MJIpA. ori/c, Ha 6aze DBM EC «Psa-4».

83



—

Pucynok 2: Cocras paszpadoruuxkos BK: na 6aze EC 2703

15 BEKTOPHBIA YCKOPUTEJIb K IIEPCOHAJIBHBIM KOMIIBIOTE-
PAM THIIA IBM PC AT

Bexropusiit ycxkopurens (BY) npeanasznadeH A yBeIUUYCHUS TPOU3BOIUTEIb-
HOCTH IepcoHanbHbIX DBM. [loBbIIEHHE TPOU3BOAUTEIBHOCTH JOCTUTAETCS IIYTEM
annapaTHO-MUKPOIPOrPAMMHOIO MCIOJIHEHHsI OMOJMOTEUHBIX OIepalui, HalKuCaH-
HbIX Ha accembiiepe BY . [Toakmtouenne BY k nepcoHanbHOMY KOMIIBIOTEPY MO3BOJIAET
YBEIUYUTH MTPOU3BOAUTENBHOCTh B 10-30 pa3 mo cpaBHEHUIO ¢ apu(PMETHUECKUM CO-
nporieccopom 80287 (10 MI').

Oo6unactu npumeHenus: BY: o6paboTka MHOrOMEpPHBIX MaCCUBOB MH(MOPMALIMH B
3a/layax aHalv3a HU300paKeHHUM, pajMoJOKaIlluu, TUIPOAKYCTUKH, MOUCKA PBHIOHBIX
CKOIUIEHUU U T.J.

KonctpyktuBao BY BrinosHeH B Bujie 0J10Ka B HACTOJILHOM BapHaHTE, MTOIKITIO-
yaemoro k IBM PC uepe3 nepexoaHyto miaTy, Uiu B BUJI€ MOAYJIA U3 2-X TUIaT, BCTaB-
asieMbIX B cBOOOAHBIN «croT» [I9BM EC 1855.Cuctemuoe maTobecrieueHrue BKITIO-
YaeT SA3bIK acceMOuiepa, 3arpy34uK, OTJIauuK, TECTOBbIE ITporpaMMHbIe cpenctra. 1o
OTZIEJIBHOMY 3aKa3y MOCTABIISETCS MPOrPaAMMHas MOJENb, TO3BOJISIIOILAS TIPOU3BOIUTH
pa3paboOTKy U OTJAJKy OMOIMOTEUHBIX Oornepaiuii 6e3 BeKTopHOTo yckoputens. [Ipu-
KJIaJJHOe MaToOecreyeHne BKII0YaeT OMONMOTEKY MpOorpaMM MaTpUYHOM anreOphl,
OMOIMOTEKY CI0KHBIX HAYYHO-TEXHUUECKUX PACUETOB PA3JINYHBIX OOBEKTOB (TYpOUH,
JIOTIATOK, TPYOOIPOBOAOB U T.1.) METOJAOM KOHEYHBIX 3JIEMEHTOB M OMOIUOTEKY s
pacuera TUAPOAKYCTUUECKUX U PHIOOMPOMBICIIOBBIX 3a1ad [1]. OnbiTHBIE 00pa3ibl (2
mT.) uzrotorieHsl B HUM OBM r. MuHCK, TexHUYecKasi JOKyYMEHTAIus MepejaHa Ha
Mockosckuii 3aBog CAM B 1993 r. PazpaboTka BbinosiHeHa o 3akazy HWM OBM r.
Munck g opranm3anuu [THUM AI' r. Mocksa. Pa3paborunku: Makapesuu O.b.
(rmaBHBIN KOHCTPYKTOD), badenko JI.K. (3am. rimaBHoro koHcTpykTopa), Kapmnos E.M.,
Yupckuii A.C.,IIIunoB A.K., Ocinonos M /., CustioB C.A., Boitnos B, I1. (HUI MBC
npu TPTY r. Taranpor), Acuatypos P. M., Casenkos B.I1. (HUM 3BM r. MuHck).
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PucyHok 3: BekTOpHBIN YCKOPUTEIb K IEPCOHATBHBIM KOMIILIOTEPAM THIIA
IBM PC AT

16 PA3SPABOTUHUKU ITEPCOHAJIBHOM MHOI' OHPOHECCOPHOfI CY-
IMEPDBM «(I1APYC-M»

CyniepOBM «ITAPYC-M» siBiisieTcsi epCcOHaIbHOM MapajuieIbHOM MHOTOIPO-
LIECCOPHOM YHUBEPCAIbHOU BBIYMCIUTEIBHON CHCTEMOM U MOKET HUCIIOIB30BATHCS IS
NOCTpOoeHUs1 Mpo(hecCUOHATBLHO-OPUEHTUPOBAHHBIX pabouux craHuuid. Pa3paborka
BhITIOJTHEHA 110 JtoroBopy ¢ HUU npubopoctpoenus (r. Mocksa). Cuctema peanunso-
BaHA B €AMHUYHOM dK3eMInLipe. OneHkKa Mponu3BOAUTEIBHOCTH HA OJJHOM U3 BaXKHEH-
IIMX KJIaCCOBY HAapOJHOXO3AMCTBEHHBIX 33/a4 (aHAJIU3 U IJIaHUPOBaHUE pa3pabOTKU
HEe(DTAHBIX MECTOPOXKICHUI) TTOKa3asla ABHYIO 3(()EKTUBHOCTh MPEII0KEHHOHN pa3pa-
OOTKH IO CPABHEHUIO C IPYTMMH OT€YECTBEHHBIMU U 3apyOexkHbIMU cpenctBamu BT.
[Ipennoxenuss mo s3blky U cucremMe mnporpammupoBanus EVAL (Easy Vector
Algorithmic Language) nins pa3pabateiBaemoii cynep2BM nMeroT MUpOBYIO HOBH3HY.
Jliis obGecrnieueHusi KOHKYPEHTOCIIOCOOHOCTH BBIYMCIIUTEIh MHOTOIPOIIECCOPHOM Tep-
COHAJIbHOM cynepOBM Obl1 BBIIIOJIHEH Ha BBICOKOHA/IEKHOM 32-X pa3psIHOM KOM-
mwiekre CBUC AM 29¢300 (B CCCP on u3BecteH kak cepusi 1843 — usrorosutens 110
«uTterpam» r. MUHCK).

OcHoBHBIE TeXHHYECKHE XapaKkTepucTuku cynepIdBM «ITAPYC-M»

1. IlpousBogutenbHOCTh: mukoBas - 64 Mdopnonc, na makere LINPAK — 36
Mutorc;

2. Yuco mapamiensHo padoTaromux Makpomnporeccopo (MAII) — 4;

3. O6pem onepaTuBHOM naMsTH ogHoro MAII:

-rtaMATh KomaHa — 128 Kobaiit, mamaTe n1aHHbeIX — 2 MoOaiTa.
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4. ®opmatsl nanHbix MAII (cranmapt MMNIP754): 32 u 64 pa3psna c niaBaro-
mIei 3amsTou, 32 paspsaa ¢ GUKCUPOBAHHOM 3aIlsATOM.

- [IporpamMHoOe oOecrniedeHue: mapauiebHbIE SI3bIKA BEICOKOTO YPOBHS Ha 0a3e
®OPTPAH-77, CU, Monayna-2, npodeccuonanbubiii 361k EVAL, ACCEMBJIEP.

5. HabGop crangapthHeix makpokomana — 200, HECKOJIBKO BHJIOB KOMMYTAIIMH
MAIL

6. OcHoBHas snemeHTHas 6a3a — MkoMIuiekT AM 29¢300: Yucmo CBUC — 32 miT.

7. KonctpykrtusHoe odopmienue: - uucio TO3o0B — 14,- rabaputet TO30B -
410x410 Mm2.

Pucynok 4: Pa3patboT4uKky nepcoHaibHO MHOTOnpoueccopHoii cynepBM
«ITAPYC-M» (xadenpa Oe3omacHoCcTH WHOOPMAIIMOHHBIX TexHosoruii, 1989-1990
T'OJIbI)

17 PASPABOTKU NOCJIEJHUX JIET

Ha ceropnsmnuii aens noxa pykoBoactBoM O.b. MakapeBuua Ha 6a3e kadeapsl
0e3omacHOCT MH(OPMALIMOHHBIX TEXHOJIOTUM aKTHBHO PAa3BUBAETCSl HaIlpaBIICHHUE,
CBSI3aHHOU C oOecreuyeHueM HHQPOPMAIMOHHON 0e30MacHOCTH POOOTOTEXHUUYECKHUX
KOMIUIEKCOB. OCHOBHOE Ha3HAYEHUE POOOTOTEXHUUYECKUX CUCTEM 3aKJIFOYAETCs B MO-
HUTOPUHTE W YNPaBICHUU OOBEKTOM, a TaK)Ke BBITIOJIHCHUH, MTOCTABJICHHBIX TEPE.T
HUMHU 3a/1a4. Vcrionp30BaHre CUCTEM TPYIIIOBOTO YIIPABICHUS JJII KOHTPOJISI pabOThI
MOOWIIBHBIX TIOJIBI)KHBIX OOBEKTOB SBIAECTCS (D (HEKTUBHBIM PEIICHUEM, MO3BOJISIO-
IITUM JIOCTHYb 3aJJaHHOM I1eJIH 3a 00jIee KOPOTKOE BpeMs, C HAMMEHBIIICH TTOTepei pe-
CYPCOB, UTO SIBJIICTCS KPUTUIECKH BAKHBIM B CITydae C aBTOHOMHBIMHU POOOTaMu, UMe-
IOIMMHU OTpaHUYEHHBIN 3amac sHeprun. C peneHueM mpoodieM rpyImnoBOro yipasiie-
HUS CBSI3aH POCT MHTEPECa, KaK B HAYYHOM, TaK U B MPOMBIIIIICHHOW U BOGHHOU cdepe.

AHaJIN3 CUCTEM I'PYIIOBOTO YIPABJICHUS C TOUKH 3PEHUST OE€30MMaCHOCTH BBISIBUII,
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YTO MOAOOHOTO pojia CHCTEMaxX He 3aJI0’KEHbBI PUHIIAITBI 00ecTieueHrs 0€30aCHOCTH.
OCHOBHBIMH YSI3BUMOCTSIMU CHCTEM YIPABJICHHUS] MOOWIBHBIMUA POOOTAMHU SIBJISTFOTCSI:
Hajn4ue OECIpoBOHOM Cpe/ibl epejaur TaHHbIX; PU3NYecKast He3aluUIIICHHOCTDb aB-
TOHOMHBIX MOOWJIBHBIX POOOTOTEXHUYECKUX CPEICTB PACIOIOKEHUE MOOMIIbHBIX
YCTPOMCTB 3a MpeeaaMu KOHTPOIUPYEMOM 30HBI.

OcHOBHOI1 TPO0JIEMOIi CBA3aHHOM € pa3pabOTKOM CUCTEMBI 00€CTIEUEHUS 3aIUThI
JUTSL CETH MOOMJIBHBIX POOOTOB, SIBJIAETCS OTIMYME JAHHOTO TUIA CETH OT MPUBBIYHBIX
KOMITBIOTEPHBIX ceTei. UTo TpeOyeT pa3paboTku 0COOBIX METOOB M TIOJIX0/IOB, KOTO-
pBIC TOJDKHBI YIUTBHIBATh CICAYIONINE (PaKTOPBI: OTPAaHUYEHHOCTh BBIYUCIUTEIBHBIX
YHEPTEeTUYECKUX PECYPCOB pOOOTOB, UTO JCIACT MPUMEHEHHE TAKUX MAaTEMAaTHIECKUX
pEIIeHN, KaK MCKYCCTBEHHBIH WHTEJUICKT, I OOHAPYXKEHUS 3JI0YMBINIJICHHUKA,
CJIOHBIM U PECYPCOECMKHM.

JIyst petieHrs ONMCaHHBIX BBIMIE MPOOJIEM, CBSI3aHHBIX C IMOBBIIIICHUEM YPOBHS
0€30MacHOCTH Ha3eMHBIX MOOMIIBHBIX POOOTOB BBITIOIHEHBI CIEAYIOIINE 3aJa4H.

B wactHoCTH, TpOoBeicHA:

1. PazpaboTka Mojiesid YIrpo3 U HAPYIIUTENS 11l CHCTEM TPYTIIOBOTO YIIPABIICHUS
MOOHIILHBIMU poOoTamu. JlaHHast MOJIeNb YTPO3 JOHKHA BKIIIOYATh B C€0s1 BCE BO3MOXK-
HBIE YTPO3bI, peaTU3yeMbI€ 3I0YMBIIIUICHHUKOM Ha CETEBOM, (PU3UUECKOM YPOBHSX U
Ha YPOBHE YIPaBICHUS CEThI0. MOIe)Ib HApYIITUTEINS JJ1S CACTEMBI TPYIIIOBOTO yIIPaB-
JICHUSI MOOMJIBHBIMH poOoTamMu. Mojiesb HapyIIUTeNs TOJKHA OBITh MOCTPOCHA TAKUM
oOpa3zom, 4yToObI TalIbHEHIINE pelieHust B 00J1acTh 0€30MacHOCTH HOCUITU KOMILJIEKC-
HBI XapakTep W MO3BOJMIN ObI OOHAPYKUTH JICHCTBHSI PEaTbHOTO 3JI0YMBIIIICHHUKA.
Habop napameTpoB 115 ornipesiesieHns 3J10yMbllieHHUKa. [[paBuibHbI BBIOOp mapa-
METPOB ISl OTIPEICTICHUST aHOMAJILHOTO TIOBEICHUSI B CETH MTO3BOJIUT MTOBBICUTH YPO-
BCHB 3alIMIICHHOCTH CCTH.

2. Pa3paboTka u peann3aius ClICHApUEB aTak Ha CUCTEMY I'PYIIIOBOro yripasJe-
HUSI MOOWUJIBHBIMU POOOTaMH, TECTHPOBAHUE CETH MOOMIIBHBIX POOOTOB Ha ySI3BUMO-
CTH, a TaK)e IUIaH MPOBEJICHUS aTaKWu 3JI0YMBINTUICHHUKOM. Pa3paboTka crienapuen
aTak MO3BOJIMT CO3/7aTh 0a3y aTak JJIsi CETH MOOMIBHBIX POOOTOB.

3. PazpaboTka METOZ0B MPOTUBOICHCTBHS aKTUBHBIM aTaKaM CO CTOPOHBI BHYT-
PEHHETO 3JI0yMBINITIEHHUKA. Pa3paboTka UMUTAIIMOHHOM MOJIETTH CO BCTOPEHHBIMU Me-
XaHU3MaMH OIPEENICHUs COCTOSIHHS Y3JIOB CETH Ha OCHOBE BBIUMCIICHUS JOBEPHUS.
MonuduiupoBaHHbIA METO/I BHIYUCIICHHS YPOBHS JIOBEpPHS B CETH HA OCHOBE MTOPOT0-
BOI'0 aHAJIU3a MapamMeTpoB, PUKCUPYEMBIX MOOMJIBHBIMU POOOTaMU U MEpe/laBacMbIX
1o KaHajam cBsi3u. OCOOCHHOCTBIO JAHHOTO METO/Ia SBJISCTCS TO, YTO OJarojaps aHa-
JU3y U3MCHCHHS TapaMeTPOB OKPYIKAIOIICH Cpebl WU MapaMeTpoB caMOro poOoTa
MO>KHO OTIPEJICITUTh OKAa3bIBACTCS JIM Ha HETO JASCTPYKTHBHOE Bo3jacicTBUEe Paspala-
THIBAEMBIH ITOAXO0/ 32 CUET aHaIM3a IMOKA3aTesl JOBEPHSI TO3BOJIUT PACIIHPUTD CTICKTP
aTak, KpoMe TOTO, 3a CYET TOT0, YTO MPH aHaJIM3¢ MOBEICHUS Y3Jia, TOJIOBHOH y3el
CpaBHHUBAET TEKYIIIEE COCTOSTHUE Y3JIa HE C ATAJIOHHBIM, a C PE3YIbTUPYIOIIUM COCTOSI-
HUEM Y3JIOB TPYIIIIbI, TTOBBIIIAETCS BO3MOKHOCTh BBISBJICHUS PACTIPEICIICHHBIX aTaK
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3JIOYMBIIJICHHUKA, a TAK)KE HOBBIX TUIIOB aTaK.

4. PazpaboTka METOJIOB aKTUBHOTO MPOTUBOJECHCTBUS aTakaM CO CTOPOHBI 3JI0-
YMBIIJIEHHUKA, B CITy4ae UCIOIb30BAHMS UM IPYIIT MOOUIIBHBIX POOOTOB, a TAKkKe pe-
anuzanus pazpaboTaHHBIX METOA0B. [Ipumep 3ammieHHON ceTH MOOMIBHBIX pOOOTOB
MIPUBEICH Ha PUCYHKE 5.
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PucyHok S: Apxurekrypa 3alUMINEHHON TPYNIbI MAJOradapUTHBIX JeTa-
TeJbHBIX ANINAPATOB

18 TIPOT PAMMHO-AIIITAPATHBIN KOMILJIEKC (ITAK) «TPABEPC»

[Iporpammuo-anmapatuseiii komreke (ITAK) «TpaBepc» pa3paboTan asis ynpas-
JICHUs TIpo1ieccoM (OPMUPOBAHUS U IPUMEHEHUs cO0EeB B pab0Te MUKPOKOHTPOJIIE-
POB 10 MUTAHUIO U YAaCTOTE AJIA PEIICHU 3a/1a4 OOHAPYKEHUS U IKCILTyaTalluu ys3BU-
MOCTEI MUKPOIPOLECCOPHBIX cucTeM. OCHOBHOM MPUHIIMI OPraHU3aluu cOOEB C MO-
Mmoo [TAK peanusyercs myreM co3gaHusi CKpUIITOB, KOTOPBIE B TIOCJIEICTBUHU TIEpe-
JarTcs Ha 00paboTKy B MUKpPOKOHTposuiep. JlaHHBINM moaxon obiagaeT MOAYIbHO-
CThIO M OOecreynBaeT ruOKUi MOJAX0J] K HAMMCAHUIO MporpaMMbl cOost. KimtoueBbim
MOMEHTOM ycriexa c0os sIBJISIETCSl TpaBUJILHO BhIOpaHHasi popma curdana coos. Tak
KaK CUTHAJ MOXXET OBITh IOCTATOYHO CJIOXHBIM JIsI OTIMCAHUS B CKPUIITE, TO JJIS pe-
HIEHUS] 3TON 3aJlayu pa3paboTaH MOJYJb, KOTOPBIN MO3BOJIAET T€HEPUPOBATH CUTHAI
BU3YaJIbHO, a MOCJIE 3aBEPILECHUS TOCTPOEHUS MPEe0Opa3yeT CUrHaj B CKPUIIT, KOTOPBIH
OTIIPABIISIETCA HA FE€HEPATOP, MOCIIE Yero reHepaTop MHTEPIPETUPYET BXOIHBIE JIaH-
HbIe B ()OpMy CUTHAJIA COOSI.

18.1 AnmapaTHoe obecneyeHue

20 ITAK npencraBiieHO B BUJI€ OTAECIBHOIO MOJYJISl B KOPIYCHOM UCIIOJTHEHHH.
[TpenycmoTpeno noakiatouenue k [I9BM no crannapty USB. Moayinbs no3BoJsieT npo-
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BOJUTH 3arpy3Ky MPOrpamMM B HCCIECTYEMbIii MUKPOKOHTPOJIIEP, PETyCMOTPEHA OT-
JiebHAas TI0/1a4a CUTHAJIOB Ha BBIBOJIBI MUKPOKOHTPOJIIEPA.

18.2 IlporpammHoe odecnieueHue

[TAK coctout u3 obmiero I10 u pyukiuonansuoro I1O (PI1O). O6miee I10, no-
CTaBJIIEMOE C TEXHUYECKUMHU CpeJICTBaMu, BXoaaimumu B coctaB [TAK, oOecnieunBaroT
paboty D0 ITAK nox ynpasieauem OC Windows 7/8/8.1 X64. @yakuunonaisHoe [10
pabotaet Ha s13b1ke Bhicokoro ypoBHsi C# B cpene OC Windows 7/8/8.1 X64 u obecre-
YUBAET:

- hopMHpOBaHUE BUIA M TTAPAMETPOB BO3ACHCTBUM, a TAKXKE CIICHAPUEB UX TIPH-
MEHEHUS B BUJIC OTACIbHBIX CKPHUIITOB;

- CTaTUCTUYECKYIO0 00pa0OTKY MOJTy4yaeMbIX JIaHHBIX;

- BU3YQJIM3AITHIO0, TTOTYYCHHBIX JaHHBIX; BEICHUE KYPHAJIOB,;

- COXpaHEHHE PE3YIhTATOB SKCIIEPHUMEHTOB.

18.3 O6o61mennas crpykrypa 30 INAK

Ofwee W dyHkumoHanshos ofiscneqedse MNIBM NAK
‘ Crctamuos NO -
lenepatop wsdponex
‘ Dparoepa ycTponcTa | OnEpaLMoHian CHCTEMa CHIHANOD
Lindhposci
oouWRnGrpad
l Cpeacrea paspaBorim y
‘ By HELNOHANbHOE NEOPAMMHcE oBecneqaHne |
WCCNENYEMBIA MK
| Mpady. oBonoyka @N0 |
N0 ana [TTT1 I
npowmacd MK e .
| 10 nowcka yAIBHMOCTER | BPEXOAHIK
[TTTI I
OO ananvaa soIneRcTEMA
) R CneusanianposanHui .
@O qopumpoBakA RosfedcTaml | [ Moy MAK Cucremuuit Gnok ana
NOAroTOBEW CUeHapHes
[ Easa snanmi | H TecTupoBarua AMK

Pucynok 6: O6006mennas crpykrypa 30 ITAK

Ha npuBeneHHOl cxeMe MOXHO BbIJIeJINTh OCHOBHBIEC yacTu [TAK:

1) ITepconanbuas D9BM, conepikainas B cede oOmiee U QyHKIIMOHAIBHOE MPO-
rpaMMHOE OOecCIiedeHue, TO €CTh cTaHaapTHbie HHCTPpYMEeHThl OC U COMpoOBOXKIat0-
uiero 110, a Takxe pa3padaTbiBaeMblil KOMIUIEKC TporpaMMHbIX KoMITOHEHT (PI1O).

2) CucTeMHBIHM OJIOK JJIsi TIOJTOTOBKU CIICHAPHEB M TECTUPOBAHMUS aHAJIM3UPYe-
MBIX MUKPOKOHTpOu1epoB (AMK).

3) OTnenbHOE YCTPOUCTBO (aHATM3UPYIOIIUNA MOAYIIb - AM), CONPsKEHHOE T10-
CPEIICTBOM CTaHAapTU3UPOBaHHBIX UHTep(deiicoB ¢ [I9BM, nudpoBsiM ocuusiorpa-
¢hoM 1 reHepaTopoM HUGPOBBIX CUTHAJIOB.

4) Hudporoii ocrmmutorpad, BHITOJHSAONMNA (QYHKIUK aHamu3a UPPOBBIX U
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AHAJIOTOBBIX CUTHAJIOB, IPOXOALIMX 10 JIMHUSAM CBSA3U MEXKy aHAJIM3UPYEMbIM MUK-
pokonTposmiepom AMK u AM.

5) 'eneparop 1HMQPOBBIX CHTHAJIOB, MO3BOJIIONIMN BOCIPOM3BOINTH BO3JICH-
CTBUS CBOOOIHOM (pOpMBI Ha OTAENbHbIE BbIBOIBI AMK.

18.4 O6001meHHas cTpyKTypa nporpaMmMHoro odecnedenus 0 ITAK

Jlns B3aMMOJIEHCTBHS € anIapaTHOM YacThK) KOMIUIEKCA, UCIIOIb3YETCA MOACHU-
cremMa (POpMUPOBAHUS OMHAPHOTO MPOTOKOJIa 0OMeHa naHHbIMHU. KoHurypanus Bbl-
BOJIOB MUKPOKOHTpPOJIJIEPA 3aaeTCs MOACUCTEMON paclpeleseHusl BO3ACHCTBUN 110
BBIBOJIaM MUKPOCXEMBI.

XpaHeHHe JaHHBIX O MPOBEICHHBIX aTakax M Bcell HeoOXoaumon mHbopMaluu
npou3BoAUTCs B 6a3e naHHbIX nocpeactsoM CYB/ SQLite, uTo mo3BonuT o0ecneunTh
OBICTPBII MOUCK, (GUITBTPALIMIO, a TAKXKE JACT BO3MOXKHOCTh MOAU(DHUIIMPOBAHUS U HC-
ITOJIb30BAHUS PaHEe MMPOBEACHHBIX aTakK.

CTpyKTypHas cxema GpyHKLMOHANbHOMO NPOrPamMMHOro obecneyeHus

Bu3yanbHbIi reHepaTop curHana cbos “
- YCTaHOBKa KOHTPOAIbHbIX TOUEK N > OKOHHbIi MHTEpdeic
- TNepemelLie e KOHTPObHbIX
Touex

- Mi3meHeHve macwraba

- TNepemeleHme curHana

- TNepemeleHme curHana

- TeHepaLys MMMY/IbCHOTO CHrHana
- HacTpoiika 3HaueHuii rexepaTopa ann A
KOHTPOAIbHOIA TOUKN

> Nporpammarop

le— - Hactpoiika napameTpoB NporpamMmupoBaHma
- MporpaMmm1poBaHue MUKPOKOHTPOIEPOB

|

|

|

|

|

|

|

|

|

|

|

|

|

|
KoHdurypatop BbIBOAOB MUKpOCXEMbI | |
- Bbibop TMNa Kopnyca 1 KOAMYECTBa BbIBOAOB :
MMKPOCXEMbI |
- KoHduryprpoBaHme BbIBOAOB MUKPOCXEMbI :
|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

- Pacyer 3HaueHuii reHepaTopa OTHOCHTENbHO Ckpunrt (CueHapwuii aTakm)
MO3MLMM KOHTPO/IBHOM TOUKM Pepaktop cKpunToB: "
AAKTOP CKP! “ - leHepaLya KOHCTPyKLMiA A3bika LUA Ha
- TeHepaLya curHana ¢ UCnob3oBaHnem »- MoacBeTKa CMHTaKc1ca y
R . u OCHOBAHWM TeKyLLeit KOHGUIypaLWy BbIBOOB
JIMHEHOI MHTEPNONALMeR MBO CTyneHYaToil - ABTOMO/ACTaHOBKa
MUKPOCXEMbI
bopmbl - Noapaepskka ckpuntos LUA
- TeHepaLya KOHCTPYKLMI A3bika LUA Ha
OCHOBAHWW 3a3aHHOTO CUTHaNA Pabota c annapatHbiM Mogynem:

- Mpeobpa3osaHme cKpunTa B GUHAPHbIA
naker

—>|
- OTnpaBka nakeTa ataku basa paHHbIX
- Mprem AaHHbIX U3 annapaTHoro mogyns |, o|- XpaHeHe napameTpoB 1 pe3yNbTaTos aTak
- Pasbop otseTa - Tonck, GUAbTPaLMA, a TaKkke MOAMPULMPOBAHMA
- JlornpoBaHue pesynbTatos 1 NCMO/Ib30BaHNE paHee NPOBe/eHHbIX aTak

Pucynok 7: CrpykrypHasi cxeMa GyHKIMOHAJIBHOI'O IPOrPAMMHOI0 odecIie-
YeHust

[{enssMu mpoOrpaMMHOIO KOMIUIEKCA SIBISIETCS MOCTPOCHHUE CLIEHAPUEB ATAKU I10-
CpelICTBOM CKpUMNTOBOTO si3bika LUA ¢ BHepeHreM cOOCTBEHHON OMOIMOTEKN (DyHK-
L[1H, 3alUCh, TPOCMOTP, PUIbTPALIKS, PEAAKTUPOBAHUE U AHATIU3 MMPOBEACHHBIX aTaK.

[Toacucrema xpanenus: nHGOpMAaIUK MO3BOJISET paboTaTh ¢ MHGOPMAIIHEH, Xpa-
HsLIeHcs B 0aze JaHHBIX, & UMEHHO C JIaHHBIMU MPOM3BEIEHHBIX arak. bmaromaps
ATOMY MOJYJIFO CTAHOBHUTCSI BO3MOKHBIM MPOU3BOJUTH XpaHEHUE, MOUCK U (PUIbTpa-
LU0 aTaK, TEM CaMbIM MOJIy4asl aHAJIN3 O IPOJEIAHHBIX BO3AEHCTBUAX U MOJYyYEHHBIX
pE3yNbTATOB.

18.5 IMoacucrema ucnosiHenus cueHapues Bo3aeicreus (IIMC)

90



Pabora ¢ ammapaTHbIM MOJyJieM MpeaCTaBsieT COO0OM CIIOXKHBIM MpoIecc OT-
IIpaBKH MMAKETOB JAAHHBIX, IPUEM M aHAJIA3 OTBETOB. DTOT IMPOLECC SBISETCA JOCTA-
TOYHO TPYJOEMKHUM [JIsl 3aaHUsl 3HAYCHUM JJISI KaKJIOr0 OTIAEIBHOIO mapamerpa, u
MHTEPIIPETAlNs OTBETA B MTOHATHBINA YEJIOBEKY BHI.

BcnenctBue yero ObuT MprUMeHEH CKpUMNTOBBIN s3Ik LUA, KOTOPBIN MO3BOJISET
YCKOPHUTB CO3/IaHME ATAK, HAITPABIICHHBIX HA MUKPOIIPOLIECCOPHBIE CUCTEMBI, U IIPOU3-
BOJUTH UX aHAJIU3 MOCPEACTBOM BbI30Ba BHYTpeHHUX API-QyHkumii mporpammHoro
KOMIUIEKca. Tak Kak MpPOrpaMMHBIA KOMIUIEKC, COTJIACHO CHHTAKCHCY HAaIUCaHUS
CKPHIITOB, B aBTOMaTUYECKOM PEKUME CTPOUT ITAKETHI JAHHBIX, COITIACHO KAKIOM A3bI-
KOBOM KOHCTPYKIMH, NOHATHBIX annapaTHoi yactu [TAK, nocne yero npuHMMaeT ot-
BET C pe3yibTaTOM pabOThl CKPUIITA, U MPUBEJIET B MOHATHBIN YEJIOBEKY BUJ, BCIE-
CTBHE Y€r0 MOKHO OyJIeT CyUTh 00 YCIEIIHOCTH MPOBEACHHOMN aTaKH.

Taxke B pyHKIIMOHANE OJ0Ka COAEPIKATCSA HE TOJIBKO JAHHBIE O SI3bIKOBBIX KOH-
CTPYKLMSIX, COAEPKAUXCS B CKpUNTOBOM s13bIke LUA, HO U O TONOJHUTENBHBIX Me-
TOJ1aX, KOTOpble HEOOXOAUMBI JIJIsl IOCTPOEHUS] OMHAPHOIO MTAKETa aTaKu.

18.6 IToncucrema renepanum rumurya (II'T)

[Toncucrema reneparopa raurya (I1I'T) npenHasHadeHa /i co31aHus CUTHAJA BO3-
neiicteusa Ha MO (Wcnonb3yemblid TIUTY BOCIPOU3BOAUTCA anmaparHoil yacteio [TAK).
JlaHHBII CUTHATI MOKET OBIThH MTPOU3BOJILHOM (POpMBI i UMITY IECHOM. [locie reHeparum
[JIMTYa €r0 MOYKHO COXPAaHUTh KaK (pailyl WM MUMIIOPTHPOBATH B CTPOKY MOACHUCTEMBI
ckpurnra. III'T nmpencrasieHo B BUIE OKHA BBI3BIBAEMOE U3 OCHOBHOTO.

[TporpaMMHBIN KOMILIEKC MTO3BOJISIET CTPOUTH CUTHAJIBI CBOOOIHOM (POPMBI IBYX
THIIOB:

1. C ucnosib30BaHUEM UHTEPHOJSALHUU.

2. be3 nucnosib30BaHUs UHTEPIIONSILIUH.

B nepBom ciyyae Kaxkaas TOUKa 3a1a€TCsl HA OCHOBE BBIYMCIICHUS MHKPEMEHTA
MEX1y Ha4aJIbHOM U KOHEYHOW TOYKOM KaK MOKa3aHO Ha PUCYHKE 8.

| CwrHan nponssonsHoil dopmbl
[l imepnonsins A 0 50 100 150 200 250 300 350 400 450
Texyume koopamHaTe!
HarnocexyHgsi: 438 68 4
Hanpmxenne: -414 ]
O
N
’ ~ \\\
- \\\‘
L — =
Sl
Jezas 1§
-1
-2
-3
-4
CBpoc |
CoxpaHMTbl 3arpysuts | Crenepuposats |

Pucynok 8: Ciayuaii, korga kaxaas TOYKa 3a1a€TCS HA OCHOBE BHIYHUCJICHUSA
HHKPEMEHTAa MeK1Y HAYAJIbHON U KOHEYHON TOYKOM
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Uro e kacaeTcsi CUTHaJI0B cBOOOAHOU (hOpMBbI O€3 UHTEPIIONAINH, TO JIJIS pac-

4yeTa KaKIOW TOYKH MEXIY HadajdbHOW M KOHEYHOM, MCIOJb3yeTcsa anroputm DDA
JIMHUH.

Curkan nponssonsHoi GopMel
[E] Mikrepronsuua s 0 50 100 150 200 250 300 350 400 450

Texywue kooparHaTEI
l4

Hanocexynan: 1]

Hanprxerne: 0 a

[ Copoc ]

e (—

Pucynok 9: Curnajibl cBO00OIHOMH (pOPMBI 0€3 HHTEPIOJIALMHU

18.7 Annaparnas yactb ITAK, o01ree onncanune

Pa3paboTka BEIUMCIUTENBHOTO SApa aNMapaTHON YacTH KOMIUIEKCa MPOBEeHA C
MCITIOJIb30BAHUEM SI3bIKA OMKMCAHMS alllapaTyphl Ha 6a3e MporpaMMHUPyEMOi TT0JIb30Ba-
TejeM BeHTUIbHOM MaTpullbl apxutektypsl [IJIMC Altera MAX 10.

Pucynok 10: ba3oBasi cTpyKkTypa KOMILIEKCA

B nanHoM BapuaHTe yCTpOWCTBO (DYHKIIMOHUPYET KakK MpUCTaBKa K (haOprUuHOMY
TeHEepaTopy CUTHAIOB MPou3BOJILHON PopMbl Keysight (Agilent) 81160A-001.

OCHOBHYI0 3a/1auy MO (OPMUPOBAHUIO CUTHAJA ANIApaTHOIO cOOsl BBINOIHSET
reHeparop Keysight 81160A-001, npenycmaTpuBaromuii 18a pexxuma padoThI:
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e['eHepalisi UMITYJIbCHBIX CHUTHAJOB cO0sl (TIM4eil) MUHUMajJIbHOBO3MOXKHOU
JUTUTEILHOCTH B 2 HC.
e['eHepalyisi CUTHAJIOB IPOU3BOJILHOM (hopMBI B mosioce yacToT A0 330 MI 1.

19. OPTAHU3AILIUS U ITPOBEJAEHUE 10 MEXIYHAPOIHBIX AHI'VIO-
A3BIYHbIX KOH®EPEHIIMMU SIN (C 2010 I'. 11O 2019 I'.)) MAKAPEBHUY O.b. —
COHNPEACEJATEJIb

19.1 MexnynapoaHas aHrJiosisbiiHasi Kongepenuusi SIN 2010
135l Intenatlonal Conference on'Securlty of Information and Networks!(SIN®2010)

September 7-11, 2010
TIT SFedU, Taganrog, Russia

Pucynok 11: MexayHapoaHasi aHrJjosisbiyHass koH@pepenuuss SIN 2010 B
IO®Y r. Taranpor

19.2 Mexaynapoanasi koHpepenuuss SIN 2012

MALAVIYA NATIONAL INSTITUTE OF TECHNOLOGY Jaipur
5" ACM International Conference
2»...on SECURITY OF INFORMATION.AND NETWORKS

Organized by.: Department of Computer Engineering
- =20 27 October 2012

Pucynok 12: Memynapdnnaa KOH(])epéHunﬂ SIN 2012 r. JLkainyp (Muaus)
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Pucynok 13: Mexaynapoanas koupepenuust SIN 2014 r. I'mazro (Illotnan-
aus). leneranus uz FOOY: npodeccopa babenko JI.LK. u Makapeuu O.b., noneHt

AnukeeB M.B., ctynent 5-ro kypca kadeapst BUT IMapkyma M.A.
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